San Jose State University

SJSU ScholarWorks

Master's Projects Master's Theses and Graduate Research

2007

A Differential Power Analysis Resistant Randomized Algorithm
using Multiple AES Ciphers

Richard Tran
San Jose State University

Follow this and additional works at: https://scholarworks.sjsu.edu/etd_projects

6‘ Part of the Computer Sciences Commons

Recommended Citation

Tran, Richard, "A Differential Power Analysis Resistant Randomized Algorithm using Multiple AES Ciphers'
(2007). Master's Projects. 39.

DOI: https://doi.org/10.31979/etd.ehqt-4zmj

https://scholarworks.sjsu.edu/etd_projects/39

This Master's Project is brought to you for free and open access by the Master's Theses and Graduate Research at
SJSU ScholarWorks. It has been accepted for inclusion in Master's Projects by an authorized administrator of SUSU
ScholarWorks. For more information, please contact scholarworks@sjsu.edu.


https://scholarworks.sjsu.edu/
https://scholarworks.sjsu.edu/etd_projects
https://scholarworks.sjsu.edu/etd
https://scholarworks.sjsu.edu/etd_projects?utm_source=scholarworks.sjsu.edu%2Fetd_projects%2F39&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/142?utm_source=scholarworks.sjsu.edu%2Fetd_projects%2F39&utm_medium=PDF&utm_campaign=PDFCoverPages
https://scholarworks.sjsu.edu/etd_projects/39?utm_source=scholarworks.sjsu.edu%2Fetd_projects%2F39&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:scholarworks@sjsu.edu

A Differential Power Analysis Resistant Randomized Algorithm
using Multiple AES Ciphers

A Writing Project
Presented to
The Faculty of the Department of Computer Science

San Jose State University

In Partial Fulfillment
of the Requirements for the Degree

Master of Science

by
Richard Tran
Fall 2007



Copyright © 2007
Richard Tran

All Rights Reserved



APPROVED FOR THE DEPARTMENT OF COMPUTER SCIENCE

Dr. Robert Chun

Dr. Mark Stamp

Dr. David Taylor

APPROVED FOR THE UNIVERSITY




ABSTRACT

A Differential Power Analysis Resistant Randomized Algorithm using Multiple AES
Ciphers

by Richard Tran

Differential power analysis (DPA) side channel attacks have been shown to have
great effectiveness in breaking ciphers (such as the Advanced Encryption Standard or
AES) that were previously though to be unbreakable. There are currently many methods
published that prevent differential power analysis on AES. The method proposed for this
project is based on the increased usage of multiprocessors and multicore processors. By
using multiple copies of the same AES cipher, a randomly chosen cipher is used to
encrypt each plaintext. The other ciphers are then used to obfuscate the data made
available to the attacker for DPA in the hope of making DPA impossible or require a

statistically large amount of data that it is practically impossible to run successfully.
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1. Introduction

Differential power analysis (DPA) side channel attacks have been shown to have
great effectiveness in breaking ciphers (such as the Advanced Encryption Standard or
AES) that were previously though to be unbreakable [20]. There are currently many
methods published that prevent differential power analysis on AES [1][8][9][10][23][24].
The proposed method was designed based on the increased usage of multiprocessors and
multi-core processors. By using multiple copies of the same AES cipher, I randomly
chose a cipher to encrypt each plaintext. The other ciphers are then used to obfuscate the
data made available to the attacker for DPA in the hope of making DPA impossible or
require a statistically large amount of data that it is practically impossible to run

successfully.



2. Side Channel Attacks

Side channel attacks allow attackers to find out information on a cipher without
directly attacking the security algorithm. This method utilizes information that can be
found based on the cipher’s physical characteristics. These unintended “side channels” of
information allows attackers to figure out how a computation is performed. There are

many types of side channel attacks available today in both passive and active forms.

2.1. Passive Side Channel Attacks

Passive attacks attempt to crack a cipher based upon observed data only. The
attacker is not allowed to interact at all with the cipher itself or its users. Passive attacks
are possibly more dangerous than active attacks to the cipher user as they would be
unaware that their cipher is being compromised and would not be able to react
accordingly. Passive attacks include timing attacks, TEMPEST attacks, and power
analysis attacks.

Timing attacks study the amount of time it takes to process different inputs. This
could apply to branching and condition statements, cache hits, and processor instructions.
Paul Kocher introduces the possibility of a timing attack on many popular ciphers such as
Diffie-Hellman, RSA, and DSS [11]. For Diffie-Hellman [7] and RSA [21], Kocher
analyzes the time it takes the cipher to run a modular exponentiation and is able to back
calculate the secret key (the exponent) based on whether it is running fast or slow as it
calculates each bit of the exponent. The number of samples needed is then proportional to

exponent size.



TEMPEST [14] refers to the study of unintentional emanations from which the
information processed by a piece of equipment can be received. The term TEMPEST is
often used analogously for the field of emission security (EMSEC). Wim van Eck
developed a process called Van Eck phreaking where the contents of a CRT display could
be detected by its electromagnetic emissions [25]. Van Eck was able to accomplish this
using $15 dollars worth of equipment at a range of hundreds of meters.

Power analysis [19] studies the power consumption of a cryptographic device in
order to find out what that device is doing. It allows the attacker to look inside
tamperproof black boxes. Kocher et al. uses simple power analysis (SPA) in order to
analyze DES [12]. Kocher et al. manages to find out the key schedule, permutations,

comparisons, multipliers and exponentiators used in a DES implementation.

&
i
3

<

£ 0

Ea'm g i H  f f I‘r L

% ;H M14 n'bm:/ *"I [,"fr Jfl‘l'ﬂ';lu‘.m\/fm b‘iﬁ Ll\.'lﬂllw'.[\an‘;lu’; J‘lj-ML{i. "\ﬁmﬂlﬂ‘:ﬂ |||||||||||||f
. . - - o a.}{méﬂ?msjfﬂ - = = =

Figure 1. Simple Power Analysis Trace of DES [12]

Figure 1 clearly shows the 16 DES rounds in action.
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Figure 2. Higher Resolution View of DES Trace [12]

opposed to the bottom trace.

Differential power analysis is another type of power analysis that will be

discussed in greater detail later.

2.2 Active Attacks

While active attacks are faster than passive attacks there is a higher chance of
alerting the cipher users and allowing them to attempt to prevent the exploit. Differential
fault analysis [4] is the process where faults are introduced into a cipher in order to
recover information. Eli Biham and Adi Shamir use ionizing or microwave radiation in
order to obtain the subkey for DES [15] and 3DES [18] by causing a fault in one of the

bits in a register. Finding the rest of the key is then trivial as the subkey contains most of

the bits.




3. Differential Power Analysis

Differential power analysis (DPA) uses statistical analysis of power consumption
on multiple iterations of a cipher in order to calculate key blocks of data [12]. In
comparison with the SPA example shown previously, DPA analysis allows the attacker to

get the full DES subkey by guessing the key block for each S box.

Kocher defines the following DPA selection function [12]:

D(C, b, Ks) = The value of bit 0 < b < 32 of the DES intermediate L at the beginning of
the 16" round for ciphertext C, where the 6 key bits entering the S box corresponding to

bit b are represented by 0 < K, < 2°

Kocher then defines the differential trace to be the differences between the
average of the traces where D = 1 and the average of the traces where D = 1. When K is

incorrect this trace should be close to 0.



Current (mA)
(=
—
=

—
=
=
—
_‘_-T'_
-
——
=
=
_-‘_
.r"-:'- -
=
=
— ==
_'r'_-:'- -

i n

ha
=

P A ,J‘"Jh;w ~~wJ|'“ %w*’ L»J w«-hhwj'“\mw e ““""’j'll"'r-lr-«"

§

I|
\

| e A

b A
el “f-v-uif\-\lum\_,_,l'bﬂ.ﬁ,‘.. .,"‘"'-1."--’- m'l LT .'II f'hh-n-“ﬂl . il W .*"'..ln.mm“fl,r L

3

[n
L

Current (uA)

=

=

=]

L
=

]

o 1 2 3 4 [ [ 7 g g m

Time (in 3.57 14MHz clock cycles)

Figure 3. DPA Trace of DES [12]

Figure 3 shows a differential trace at the bottom where a direct correlation to the

key bit can be seen at clock cycle 6.

The attackers are not limited to the DPA function defined by Kocher. Different

functions can be used for different ciphers and for each cipher there may be many types

of functions that will help reduce the number of samples needed.



4. DPA on AES

DES was selected as the Federal Information Processing Standard (FIPS) for the
United States since 1976. Since then DES has been superseded by the new Advanced
Encryption Standard (AES) in 2002 [16]. As a result most current DPA research is

modeled on AES ciphers.

4.1. Advanced Encryption Standard

Realizing that DES was outliving its usefulness, the National Institute of
Standards and Technology (NIST) had a contest to see what would be called the
Advanced Encryption Standard (AES). The winner of this contest was the Rijndael
algorithm [6].

AES is a block cipher with a three possible block sizes (128, 192, or 256 bits) and
three possible key lengths (128, 192, or 256 bits). The number of rounds will vary from

10 to 14 based on the key length. Each round consists of the following four stages.

4.1.1. Add Round Key
A subkey is derived from the main key using Rijndael’s key schedule. Each byte

of the state is combined with a byte of the round subkey using the XOR operation.
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Figure 4. Add Round Key

Source: http://en.wikipedia.org/

4.1.2. Byte Substitution

Each byte in the array is updated using an S-box similar to DES.



4.1.3. Shift Rows

—_—>

0,2
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[SubBytes]
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S

Figure 5. Byte Substitution

Source: http://en.wikipedia.org/

This operation consists of simple cyclic shifts of the bytes in each row of the byte

array by a certain offset. The offset will vary depending on the block size used.
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Figure 6. Shift Rows

Source: http://en.wikipedia.org/



4.1.4. Mix Columns
Each column is treated as a polynomial over a Galois Field and is then multiplied

by modulo x* + 1.

[MixColumns]

EE—

& c(x)

Figure 7. Mix Columns

Source: http://en.wikipedia.org/

The previous four phases are invertible making AES capable of both encryption

and decryption.

4.2. A DPA Attack
Siddika Berna Ors, Frank Gurkaynak, Elisabeth Oswald, and Bart Preneel were

the first to publish an actual DPA attack on AES [20]. Ors et al. used correlation analysis

10



to make their statistical comparisons. The correlation analysis is based off of the Pearson
correlation coefficient,
C(T, P) = (E(T * P) — E(T) * E(P) ) / \( Var(T) * Var(P)),
where T is the set of traces, P is the set of Predictions, E(T) is the expectation trace of the
set of traces T and Var(T) is variance of the set of traces T.
Ors et al. did an attack on both simulated data and actual data on the Fastcore

crypto-chip (see figure 8).
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Figure 8. Fastcore Crypto-chip Block Diagram [20]

4.2.1. The Simulated Attack

12



The goal of the simulated attack was to avoid as much outside noise as possible.
DPA depends on very small variations in power usage and is sometimes overshadowed
by noise and measurement errors.

Ors et al. attempts to predict the power consumption used when the 8 most
significant bits of the round key was stored in the register. They produced a simulated
power consumption file based on N random plaintexts and one randomly fixed key. The
power consumption file is stored in an Nx10 matrix M;. They then calculated an Nx2"
matrix My which contained the prediction for the bit changes in the Register for a
particular guess of the L attacked key bits of the initial key. The correlation coefficient is
calculated based on the following equation,

cij =CMi(1 :1, 1), My(1: 1, j)),
wherei=1, ..., 10000 and j=0, ..., 2"1

The results are shown in figure 9 and 10.

13
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Ors et al. were able to get the 8 MSBs of the key within 400 measurements for the

simulated attack.

4.2.2. The Actual Attack

Similar to M, Ors et al. define another Nx1000 matrix Ms. This time they use real
data instead of simulated. A pre-processing technique is then used to reduce the amount
of noise,

eij=EMs(i, D *(j-1)+1:D *j)),

where i = 1,...,N, j = 1, 2 and D is the number of data points measured in a single clock
cycle.

Ors et al. define M5 as their pre-processed measurement data,

M5(i,j) =EMs(, D+ 1:D +j))—EMs@i, D+ 1 —j: D)),

wherei=1,....Nandj=1,...,D.

The results are shown in Figure 11 and 12.

15
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Ors et al. were able to get the 8 MSBs of the key within 4000 measurements for
actual attack. This is ten times more than the measurements needed for the simulated

attack.
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5. Related Work

Due to the increased success that DPA has seen on cracking ciphers that were
previously though unbreakable with today’s technologies, cryptanalysis have come up
with various methods to counteract this side channel attack. It is possible to prevent DPA

with hardware and algorithmic methods. It should also be possible to reduce the

likelihood of a DPA attack being successful on a material level.

5.1. Hardware Method (Wave Dynamic Differential Logic)

In 2004, Kris Tiri and Ingrid Verbauwhede introduced a new method of DPA
prevention called Wave Dynamic Differential Logic (WDDL) [23]. This method uses a
precharge wave in order to induce a constant power consumption level (see figure 13).

The idea behind this is that with less variance in power consumption, there will be less

information available for DPA.

Precharge
Inputs

e

Combinatorial

prch

Logic
| AND,OR |out

in logic
in _
OR,AND |out

logic

clk prch

Encryption
Module

J

Figure 13. Wave Dynamic Differential Logic [23]
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David D. Hwang, Kris Tiri, Alireza Hodjat, Bo-Cheng Lai, Shenglin Yang,
Patrick Schaumont and Ingrid Verbauwhede have showed significant smoothing of the

power consumption level on a 0.18-um CMOS with the use of WDDL (see Figure 14)
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Figure 14. AES Power Graph with and without WDDL [10]
5.2. Algorithmic Methods (Bit Masking)

Bit masking was first introduced by Mehdi-Laurent Akkar and Christophe Giraud
(Akkar, 2001). This method uses both a binary additive mask and a nonzero
multiplicative mask. The nonzero multiplicative mask is used on the data passing through
the non linear part of the AES S-box. The user has to convert the binary additive mask
into a multiplicative mask at the input of each non linear part and then reproduce the
additive mask from the multiplicative mask at the output of each non linear part. This
method has been expanded in recent publications [9][24] but the basic idea to randomize

the intermediate results that are produced during a cipher computation remains the same.
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5.3. Material Considerations

Both ASIC and FPGA depend on CMOS technology. Most CMOS devices are
made using silicon dioxide as the gate oxide material. Intel has been researching high-k
dielectric materials as an alternative to silicon dioxide [5]. High-k dielectrics will allow
for 45 nanometer technologies. The other benefit of high-k dielectric is the reduction of
gate leakage current. Both of these effects will help make DPA much harder. The DPA
measuring device will need to have a high sampling frequency due to the faster
technology. Also the power trace signals will be much smaller and harder to discern with

the current reduction.

20



6. Proposed Randomized Algorithm

6.1. Randomized Algorithm with Multiple Ciphers

Similar to WDDL, the ideal algorithmic design that will not change the way a
cipher was implemented. The initial plan was to use n identical copies of a cipher and
randomly select one to receive the actual cipher text and have the other n-1 ciphers sent

random data (see figure 16).

plaintext _’ Clpher 1

Cipher 2
random string e————————lpy P

random string =———p | Cipher n

Figure 16. Initial Randomized Algorithm
The idea was that while the attacker knows what the plaintext is, he would have a

1/n chance of a specific cipher receiving the plaintext. If there were m plaintexts, then the

analysis of any specific cipher would probabilistically only get m/n plaintexts and 1-m/n

21



garbage values. This would make DPA analysis more difficult unless the attacker
maintained a trace of all of the ciphers.

However this system did not consider the possibility that the attacker can
passively scan the inputs to each cipher in order to find out which was getting the
plaintext and which was getting a random string (see Figure 17). This would allow the

attacker to bypass the randomization completely.

/ plaintext »| Cipher 1
. Cipher 2
plainten_@ — [ANdOM string »

random string P | Ciphern

/

Recording Device %

Passive Attacker

Figure 17. Flaw in Initial Algorithm
The solution here was to encrypt the data streams from the randomizer to the
ciphers. For this purpose I decided to use a hash function. I chose the SHA-1 [17] hash

function although other hash functions (like Tiger [2]) will probably work just as well.

6.2. Randomized Algorithm with Multiple Ciphers and Hash

22



After further consideration, I decided to use the hash functions to generate a one
time pad which would be used on the plaintext similar to the Galois/Counter Mode [13].
The randomizer will hash an initialization vector (IV) shared among all the ciphers and a
counter that is randomly offset by a value unique to each cipher.

H(IV, Counter + Offset;) = One Time Pad,
where 1 is the cipher identifier from 1 to n.

During this time, the ciphers will also be generating their own one time pad,
except they will always use their own unique offset.

The randomizer will choose an offset randomly. It will then XOR the plaintext
and the offset with the one time pad to generate the message to be sent to all ciphers (see
figure 18).

Message = (plaintext, Offset;) @ one time pad

Once the ciphers receive the message, they will XOR it with the one time pad
they have calculated. If the resulting string contains their unique offset, the cipher will
know that it was chosen by the randomizer and that it has decrypted the plaintext

successfully. The other ciphers will get a resulting garbage string.

23



Randomizer

) (plaintext, Offset))@H(IV, Counter + Offset;)

Figure 18. Revised Algorithm with Hash

Cipher 1

H(IV, Counter + Offset,)

Cipher 2

H(IV, Counter + Offset2 )

Cipher n

H(IV, Counter + Offset )

The encrypting cipher will increment its counter after each message it sends out

and the decrypting ciphers will increment their counters for each message they have

received and processed.

Now if the attacker were to listen in on the communication between the

randomizer and the ciphers they would not be able to tell which cipher got the plaintext

unless they were able to break the hash.

The revised method makes the assumptions that the IV and the initial counter

value are known to both the randomizer and the ciphers. It also assumes that the

randomizer knows the unique offset of each cipher.

However, another problem is still present with this method. For DPA incorrect

inputs to a cipher could be useful. Given enough samples, DPA could still figure out the

contents of the key. In order to fix, the cipher key would have to be varied.

6.3. Randomized Algorithm with Multiple Ciphers and Hash and Varying Key

24



Each cipher will keep one master key. This is the key that is used for correct
encryption and decryption. However when the cipher detects that it was not chosen by the
randomizer for that round. It replaces the key with the hash value. This will cause the
cipher to attempt to decrypt the garbage cipher text with a garbage key

The pseudo code for the cipher would look like the following:

Calculate One Time Pad
Store One Time Pad in Bad Key
Upon Receiving a Message
XOR Message with One Time Pad
If Offset in Message equals My Offset
Run Plaintext on Good Key
Else
Run Garbage String on Bad Key
Figure 19. Pseudo Code for Randomized Algorithm with Multiple Ciphers and Hash and

Varying Key

Now the attacker will only gain useful data through DPA if they can correctly
guess which cipher received the plaintext. For n ciphers ran for k iterations, the
probability of an attacker randomly guessing the correct decrypting ciphers for all k

iterations is (1/n)"k.
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7. Implementation

7.1. Software Implementation

The randomized algorithm with multiple ciphers and hash and varying key is
implemented in Java to view the effectiveness of the generated garbage output.
The algorithm is implemented using an open source Rijndael implementation [3] and an

MDS5 hash. The source code for the application can be found in Appendix A.

Implementation Details:

Plain Text: “OriginalPlainTxt”

Master Key: “DefaultCipherKey”
Initialization Vector: “0123456789012345”

Cipher; Offset: 12

The same plain text is used in multiple iterations to illustrate the point that even
with a fixed input the obfuscated output will still work effectively. The number of
iterations and the number of ciphers is left open as a variable.

The AES class has 6 public functions:

stdEncryption Performs the basic AES encryption algorithm.
stdDecryption Performs the basic AES decryption algorithm
hashEncryption Randomly chooses 1 of n possible decrypting cipher offsets to

generate a one time pad through an MDS5 hash of the chosen

offset, counter, and initialization vector. The hash is then used
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on the cipher text generated from the basic AES encryption
algorithm to create a new ciphertext that is sent to all n possible

decrypting ciphers.

hashDecryption

This cipher will generate a one time pad through the MDS5 hash
of its offset, counter, and initialization vector. The hash is then
used on the ciphertext to generate a new ciphertext that will be

decrypted with the basic AES decryption algorithm.

randomKeyEncryption

Randomly chooses 1 of n possible decrypting cipher offsets to
generate a one time pad through an MDS5 hash of the chosen
offset, counter, and initialization vector. The hash is then used
on the cipher text generated from the basic AES encryption
algorithm to create a new ciphertext that is sent to all n possible

decrypting ciphers.

randomKeyDecryption

This cipher will generate a one time pad through the MDS5 hash
of its offset, counter, and initialization vector. The hash is then
used on the ciphertext to generate a new ciphertext that will be
decrypted with the basic AES decryption algorithm. The key
used in algorithm will either be the correct key if the received
offset, counter, and initialization vector matches the cipher’s
offset, counter and initialization vector. Otherwise, the

algorithm will use the one time pad for a key.

Table 1. AES Class Methods
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7.2 Security Analysis

The standard encryption worked as expected. As long as the plaintext and key are
the same, the encrypting cipher will generate the exact same ciphertext and if the
ciphertext and key are the same the decrypting cipher will generate the exact same
plaintext. This method is highly susceptible to DPA attacks as the information for N

iterations will be more uniformed due to the fixed structure of the input and output.

ENCRYPTION 1 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Ciphertext: OUtHDPO>aE®a Eb f
DECRYPTION 1 Ciphertext: OUtHPO>&E%4 Eb f Key: DefaultCipherKey

Plaintext: OriginalPlainTxt

ENCRYPTION N Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Ciphertext: OUtHDPO>aE®a Eb f
DECRYPTION N Ciphertext: OUtHPO>&E%a Eb f Key: DefaultCipherKey

Plaintext: OriginalPlainTxt

Figure 20. Sample Output for Standard AES
The hash encryption worked better by sending ciphertext that can only be
decrypted by the randomly chosen decrypting cipher. For the remaining ciphers this
ciphertext would generate garbage plaintext. It should be noted that for the same
plaintext, the ciphertext generated will be different during consecutive iteration even if
the same decrypting cipher is chosen. A key flaw in this algorithm is that while the
ciphertext is randomized, the key remains the same. This algorithm does not afford the

user any additional protection against DPA than the standard encryption algorithm
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because even garbage ciphertext can reveal details on the key. The following figure
shows the output as seen from a single encrypting cipher and a single decrypting cipher

from among 10 possible decrypting ciphers

ENCRYPTION 1 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 1 Offset: 423
Ciphertext: %3j,zEJ207Y ¥002532 9

DECRYPTION 1 Ciphertext: %3j,zE]207Y ¥002532 9
Key: DefaultCipherKey Counter: 1 Offset: 12
Plaintext: P«°& ¢.p &7™bZ,”

ENCRYPTION 2 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 3 Offset: 72
Ciphertext: H®VE rb U AHz)'?I]

DECRYPTION 2 Ciphertext: H®VE rb U AHz)'?1I]
Key: DefaultCipherKey Counter: 3 Offset: 12
Plaintext:  +l&3agnAxP A];

ENCRYPTION 3 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 4 Offset: 423
Ciphertext: AG[I?'Y,87 x?jltél!

DECRYPTION 3 Ciphertext: AG[I?'Y,89 x?jltoi|
Key: DefaultCipherKey Counter: 4 Offset: 12

Plaintext: ° 4z96iNtAxE (Af®

Figure 21. Sample Output for Randomized Algorithm with Multiple Ciphers and Hash
The randomized algorithm with multiple ciphers and hash and varying key fixes
this problem by running identically to the previous algorithm with the exception that if

the decrypting cipher identifies itself to be the wrong cipher it will replace its key with
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the hash text. This will in effect randomize the key in a similar manner that the ciphertext
was randomized. The attacker will now need to be able to identify the correct cipher in

order to avoid analyzing power information for the incorrect key.

ENCRYPTION 1 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 1 Offset: 34
Ciphertext: ? bcADa+F? Aada S#ij

DECRYPTION 1 Ciphertext: ? bcAP&+F? Aada S#ij
Key: é7IiCX8"%) ¢W~0" Counter: 1 Offset: 12
Plaintext: 9VAp,ils 412I% (fe

ENCRYPTION 8 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 8 Offset: 12
Ciphertext: VMU3 ‘] |™A|Y|A|'O!n-

DECRYPTION 8 Ciphertext: VMU3 ‘] |™A|Y|A!'O!n-
Key: DefaultCipherKey Counter: 8 Offset: 12

Plaintext: OriginalPlainTxt

Figure 22. Sample Output for Randomized Algorithm with Multiple Ciphers and Hash
and Varying Key
In the following figure it can be seen that for N decrypting ciphers over M

iterations, the number of times a specific cipher will be chosen will follow M/N.
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Figure 23. Number of Times Cipher 1 is chosen from N Ciphers in the Randomized

Algorithm with Multiple Ciphers and Hash and Varying Key.

The effectiveness of the randomization can be seen in the following figure which

displays the average max number of consecutive times a cipher will be chosen in a row.
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Figure 24. Consecutive Number of Times Cipher 1 is chosen from N Ciphers in the
Randomized Algorithm with Multiple Ciphers and Hash and Varying Key.
It can be seen that the randomization is effective in mixing the ciphers up and that
the attacker will have a hard time approximating the randomized distribution.
Now assuming that an attacker is willing to spend the time to manually determine if the
decrypting cipher is the chosen by matching the decrypting cipher output with the
original plaintext, it will be shown that the number of samples needed to be analyzed will
make this attack extremely inefficient. From Section 4.2.2., it was shown that an actual
attack required 4000 generated samples just to calculate 8 bits of a 128 bit key and
therefore 64000 samples for the whole key. It can be seen that to gather the 64000
samples required, n*64000 samples will be needed from the improved algorithm where n

is the number of decrypting ciphers in the system. For a 3-cipher system, the attacker will
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need to manually analyze 192000 samples and then match the iterations where the cipher
was chosen with the time interval on the power trace chart.

The figure also shows that the algorithms effectiveness increases logarithmically
with the number of ciphers used. The analysis shows that a 3 cipher system generates a

good performance within a reasonable cost increase.

7.3. Overhead Analysis

Even with an effective algorithm, overhead is a big issue. If the overhead
outshadows the usefulness of such an algorithm then it will never be used in industry. In
order to measure the processing overhead, a timing analysis was done on the three

implemented algorithm for varying numbers of iterations.
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Figure 25. Performance Overhead Test

The above figure shows that the three algorithms vary from each other by a
constant factor. The randomized algorithm with multiple ciphers and hash and varying
key and the randomized algorithm with multiple ciphers and hash have a similar
overhead of about 250% that of the standard decryption algorithm. This can be further
optimized through the use of a more efficient hash algorithm or a precalculation of the
hash by the decrypting ciphers while the encrypting cipher is encrypting the plaintext.

As for hardware overhead, it can be seen that the the algorithm is more effective
with the more ciphers used. However due to the cost of such an implementation it is
recommended that the ciphers are limited in number. Three ciphers appear to be the most

cost effective solution based on observation of the output given in Appendix B. It should
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be noted with the decreasing cost of dual-core and quad-core chips, that a 4-cipher or an

8-cipher implementation might be feasible in the near future.
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8. Conclusion

The proposed randomized algorithm with multiple ciphers and hash and varying
keys is shown to be effective in randomizing the key enough to make a DPA attack on an
AES cipher much more difficult. The cost and overhead of such an algorithm is roughly
three times that of a normal AES implementation which makes this solution very
attractive. It should be noted that all of the analysis in this project assumes that the
attacker can only analyze the power traces from one cipher at a time instead of all ciphers
and that it assumes the hash function used is not easily broken. Considerations for these

issues are detailed in the next section.
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9. Future Work

The analysis of this algorithm is done based on a pure software view. For a more
accurate analysis the algorithms proposed in this project should be implemented in
hardware such as an FPGA. With a hardware implementation, real DPA attacks can be
performed to determine the algorithms’ effectiveness. Many of the previous methods
described in this paper can be used concurrently with proposed randomized algorithm. A
hybrid method using the proposed algorithm, WDDL and Bit Masking on a high-k
dielectric CMOS would receive all of the benefits. Further work will also need to be done
on a more intelligent attacker and creating a more secure hash function for the purpose of

security analysis.
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Appendix A: Java Source Code

import Jjava.security.*;

import java.util.Random;

/o

* This class runs the AES Cipher
encryption/decryption algorithm

* as well as the methods proposed 1in the
Randomized Algorithm

* using Multiple AES Ciphers by Richard Tran

*

* @author Richard Tran

* @date 11/09/2007

*/

public class AES {

private Rijndael rijndael;

with

paper

the standard

A DPA Resistant

private final int keyBits = 128; // 128 bit encryption/decryption

private final byte[] initVector;

public final byte[] key; // Only public for testing purposes

public int counter;

// Encryption Specific Fields

private final int NUM CIPHERS;

private final int[] offsetTable = {12, 124, 123,

765, 231, 423}; // Max 10 Ciphers
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public int selectedOffset;

// Decryption Specific Fields
public final int offset = 12; // Offset for Cipher 1
private boolean selectedDecrypter;

public byte[] decrypterKey;

/**
* AES Constructor only valid for standard encryption and
decryption purposes
* @param key AES key
* @param initVector Initialization Vector
*/
public AES(String key, String initVector) {

NUM CIPHERS = 0;

this.initVector = initVector.getBytes()

this.key = stringTolé6ByteArray (key);
rijndael = new Rijndael () ;
counter = 0;

/**

* AES Constructor wvalid for all encryption and decryption
methods

* @param key AES key

* (@param initVector Initialization Vector

* @param numCiphers Number of Decryption Ciphers in the System

*/
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public AES(String key, String initVector, int numCiphers)

NUM CIPHERS = numCiphers;

this.initVector = stringTol6ByteArray (key);

this.key = stringTol6ByteArray (key);
rijndael = new Rijndael () ;
counter = 0;

/**
* Standard AES Encryption
* @param plainText Plaintext in a byte array
* @return Ciphertext in a byte array
*/
public byte[] stdEncryption(byte[] plainText) {
rijndael .makeKey (key, keyBits);
byte[] cipherText = new byte[l6];

rijndael.encrypt (plainText, cipherText);

return cipherText;

/o
* Standard AES Decryption
* (@param cipherText Ciphertext in a byte array
* @return Plaintext in a byte array
*/

public byte[] stdDecryption (byte[] cipherText) ({

rijndael.makeKey (key, keyBits);
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byte[] plainText = new byte[l6];

rijndael.decrypt (cipherText, plainText);

return plainText;

/**

* AES Encryption for Randomized Algorithm with Multiple Ciphers
and Hash

* @param plainText Plaintext in a byte array
* @return Masked Counter and Ciphertext in a byte array
*/

public byte[] hashEncryption (byte[] plainText) ({
byte[] cipherText = stdEncryption(plainText);
byte[] otpText = createEncryptionOTPKey(); // pad
byte[] otpCipherText = oneTimePad (cipherText, otpText);
byte[] byteCounter = integerToBytes (counter - 1);

byte[] otpCounter = oneTimePad (byteCounter, otpText);

return concatByteArrays (otpCounter, otpCipherText):;

/**

* AES Decryption for Randomized Algorithm with Multiple Ciphers
and Hash

* (@param counterAndCipherText Counter and Ciphertext in a byte
array

* @return Plaintext in a byte array

*/
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public byte[] hashDecryption (byte[] counterAndCipherText) {

byte[] otpText = createDecryptionOTPKey () ;

byte[] otpCounter = extractFirst4Bytes (counterAndCipherText) ;
otpCounter = oneTimePad (otpCounter, otpText);

int extractedCounter = bytesToInteger (otpCounter);

if (counter-1 == extractedCounter)
selectedDecrypter = true;
else
selectedDecrypter = false;
bytel] cipherText =

removeFirst4Bytes (counterAndCipherText) ;
byte[] newCipherText = oneTimePad (otpText, cipherText);

return stdDecryption (newCipherText) ;

/xx

* AES Encryption for Randomized Algorithm with Multiple Ciphers
and Hash

* and Varying Key

* @param plainText Plaintext in a byte array

* @return Masked Counter and Ciphertext in a byte array

*/

public byte[] randomKeyEncryption (byte[] plainText) {
byte[] cipherText = stdEncryption(plainText) ;
byte[] otpText = createEncryptionOTPKey(); // pad

byte[] otpCipherText = oneTimePad (cipherText, otpText);
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byte[] byteCounter = integerToBytes (counter - 1);

byte[] otpCounter = oneTimePad (byteCounter, otpText):;

return concatByteArrays (otpCounter, otpCipherText);

/**
* AES Decryption for Randomized Algorithm with Multiple Ciphers
and Hash
* and Varying Key
* (@param counterAndCipherText Counter and Ciphertext in a byte
array
* @return Plaintext in a byte array
*/
public byte[] randomKeyDecryption (byte[] counterAndCipherText) {

byte[] otpText = createDecryptionOTPKey () ;

byte[] otpCounter = extractFirst4Bytes (counterAndCipherText) ;
otpCounter = oneTimePad (otpCounter, otpText);

int extractedCounter = bytesTolInteger (otpCounter);

if (counter-1 == extractedCounter)
selectedDecrypter = true;
else
selectedDecrypter = false;
bytel] cipherText =

removeFirst4Bytes (counterAndCipherText) ;

byte[] newCipherText = oneTimePad (otpText, cipherText);
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if (selectedDecrypter) {
decrypterKey = key;

return stdDecryption (newCipherText) ;

else {
decrypterKey = otpText;
rijndael .makeKey (decrypterKey, keyBits);
byte[] plainText = new byte[l6];

rijndael.decrypt (newCipherText, plainText);

return plainText;

/**

* Generates a one time pad for the hashEncryption and
randomKeyEncryption methods

* One time pad is generated by a MD5 hash on the counter,
randomly selected offset,

* and the initialization vector

* @return One Time Pad

*/

private Dbyte[] createEncryptionOTPKey(){ // wused to create the
encryption onetimepad
byte[] counterText = new byte[initVector.length+1];

for (int 1 = 0; i1 < initVector.length; i++)

counterText[i] = initVector[i];
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// Randomly choose a decrypting cipher IV
Random r = new Random() ;
int cipherIndex = r.nextInt();

cipherIndex = Math.abs (cipherIndex);

cipherIndex cipherIndex % NUM CIPHERS;

selectedOffset = offsetTable[cipherIndex];

counterText[initVector.length] = new
selectedOffset) .byteValue () ;
counter++;

return md5 (counterText) ;

private byte[] integerToBytes (int value) {
byte[] output = new byte[4];
output [0]=(byte) ((value & 0xff000000)>>>24);
output[1]=(byte) ((value & 0x00££f0000)>>>16) ;
output[2]=(byte) ((value & 0x0000££00)>>>8);

output [3]=(byte) ((value & 0x000000ff));

return output;

/**
* Generates a one time pad for the

randomKeyDecryption methods
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* One time pad 1is generated by a MD5 hash on the counter,
offset, and the

* initialization vector

* @return One Time Pad

*/

private Dbytel] createDecryptionOTPKey () { // used to create
decryption onetimepad
byte[] counterText = new byte[initVector.length+1];

for (int 1 = 0; i < initVector.length; i++)

counterText[i] = initVector[i];

// Randomly choose a decrypting cipher IV

counterText [initVector.length] = new Integer (counter +
offset) .bytevValue();

counter++;

return md5 (counterText) ;

/o
* Converts a 4 Byte Array to an Unsigned Integer
* @param bytes 4 byte array
* @return integer
*/
private int bytesTolInteger (byte[] bytes) {
int output = ((bytes[0] & OxFF) << 24)
| ((bytes[l] & OxFF) << 16)

| ((bytes[2] & OxFF) << 8)
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| (bytes[3] & OxFF);

return output;

/o
* Concats two byte arrays
* (@param a Left Hand Side Byte Array
* @param b Right Hand Side Byte Array
* @return Concatenation of the two byte arrays
*/
private static byte[] concatByteArrays(bytel[] a, bytel[] b)

{

byte[] output = new bytel[a.length + b.length];

for (int 1 = 0; i1 < a.length; i++)

output[i] = al[il;

for (int 1 = 0; i1 < b.length; i++)

output[it+a.length] = b[i];

return output;

/**
* Returns the first four bytes from the byte array
* (@param array byte array
* @return first four bytes from the byte array

*/
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private static byte[] extractFirst4Bytes (byte[] array)
{
byte[] output = {arrayl[0], array[l], arrayl[2], array[3]1};

return output;

/**
* Removes the first four bytes from the byte array
* (@param array byte array
* @return byte array with the first four bytes removed
*/
private static byte[] removeFirst4Bytes (byte[] array)
{
byte[] output = new bytel[array.length - 4];
for (int 1 = 0; i < output.length; i++)

output[i] = array[i+4];

return output;

/o
* Converts a string to a 16 byte array by padding with "0" if less
* than 16 bytes and truncates it if over 16 bytes
* @param str string to be converted
* @return 1l6-byte array
*/

public static byte[] stringTol6ByteArray(String str) {

if (str.length() >= 16)

return str.substring (0, 16).getBytes();
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else

// Pad with 0
for (int 1 = str.length(); 1 < 16; 1++){

str.concat ("0");

return str.getBytes();

/**
* Performs an XOR between two byte arrays for the length
* of the first array
* (@param a first byte array
* @param b second byte array
* @return a byte array representing a”b
*/
private static byte[] oneTimePad(byte[] a, byte[] b) {

byte[] otp

new byte[a.length];

for (int i = 0; i1 < a.length; i++)

otp[i] = (byte) ((int) ali] "~ (int) b[i]);

return otp;

/**

* Performs an md5 hash on a given byte array
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* (@param content to be hashed
* @return 16 byte hash
*/
private static byte[] md5 (byte[] content) {
byte[] messageDigest = new byte[content.length];
try{
MessageDigest algorithm
MessageDigest.getInstance ("MD5") ;
algorithm.reset () ;
algorithm.update (content) ;
messageDigest = algorithm.digest () ;

}catch (NoSuchAlgorithmException nsae) {

return messageDigest;
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public class TestBench {

private static final String INIT VECTOR = "0123456789012345";
private static final String KEY = "DefaultCipherKey";
private static final int NUM CIPHERS = 3; // Value must be

between 1 to 10

private static final int NUM ITER = 100; // # of times to run

test

public static void main (String args[]) throws Exception
{

//testStandardAES (NUM_ ITER) ;

//teStHaShAES(NUM_ITER);

testRandomKeyAES (NUM_ITER) ;

//performanceTest (NUM_ ITER);

/**

* Test the Standard AES Encryption/Decryption
* @param numIterations to be tested

*/

private static void testStandardAES (int numlIterations) {

AES encrypter = new AES (KEY, INIT VECTOR);

AES decrypter = new AES (KEY, INIT VECTOR);

String plainText = "OriginalPlainTxt";

for (int 1 = 0; 1 < numIterations; 1i++)

51



bytel] cipherText =
encrypter.stdEncryption (AES.stringTol6ByteArray (plainText));
String output = new

String (decrypter.stdDecryption (cipherText)) ;

System.out.println ("ENCRYPTION " + (i+1) + "\tPlaintext: "
+ plainText + "\tKey: " + new String(KEY) + "\tCiphertext: " + new
String (cipherText));

System.out.println ("DECRYPTION " + (i+l) + "\tCiphertext: "
+ new String(cipherText) + "\tKey: " + new String(KEY) + "\tPlaintext:
"

+ output) ;

System.out.println();

/**

* Test the AES Encryption/Decryption for the Randomized Algorithm
* with Multiple Ciphers and Hash

* @param numIterations to be tested

*/

private static void testHashAES (int numIterations) {

AES encrypter new AES (KEY, INIT VECTOR, NUM CIPHERS);
AES decrypter = new AES (KEY, INIT VECTOR, NUM CIPHERS);

String plainText = "OriginalPlainTxt";

// testing counters
int correctDecrypt = 0;
int maxConsecutiveOccurences = 0;

int consecutiveOccurences = 0;
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for (int i = 0; 1 < numlIterations; i++)

bytel] cipherText =
encrypter.hashEncryption (AES.stringTol6ByteArray (plainText));
String output = new

String (decrypter.hashDecryption (cipherText)) ;

System.out.println ("ENCRYPTION " + (i+1) + "\tPlaintext: "

+ plainText + "\tKey: " + new String(encrypter.key) +
"\tCounter: " + encrypter.counter + "\tOffset:
" + encrypter.selectedOffset + "\tCiphertext: " + new

String (cipherText));

System.out.println ("DECRYPTION " + (i+l) + "\tCiphertext: "

+ new String(cipherText) + "\tKey: " + new String(decrypter.key) +
"\tCounter: " + decrypter.counter + "\tOffset:
" + decrypter.offset + "\tPlaintext: " + output);

System.out.println();

if (plainText.equals (output)) {
correctDecrypt++;
consecutiveOccurences++;
if (consecutiveOccurences > maxConsecutiveOccurences)
maxConsecutiveOccurences =

consecutiveOccurences;

else {

consecutiveOccurences = 0;
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System.out.println ("Cipher 1 was chosen " + correctDecrypt + "
out of " + NUM ITER + " iterations.");
System.out.println ("Cipher 1 was chosen at most " +

maxConsecutiveOccurences + " times in a row.");

/**
* Test the AES encryption/decryption for the Randomized Algorithm
* with Multiple Ciphers and Hash and Varying Key
* @param numIterations to be tested
*/
private static void testRandomKeyAES (int numIterations) {

AES encrypter = new AES (KEY, INIT VECTOR, NUM CIPHERS);

AES decrypter new AES (KEY, INIT VECTOR, NUM CIPHERS);

String plainText = "OriginalPlainTxt";

// testing counters

int correctDecrypt = 0;
int maxConsecutiveOccurences = 0;
int consecutiveOccurences = 0;
for (int 1 = 0; 1 < numIterations; 1i++)
{
bytel] cipherText =

encrypter.randomKeyEncryption (AES.stringTol6ByteArray (plainText));
String output = new

String (decrypter.randomKeyDecryption (cipherText)) ;
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System.out.println ("ENCRYPTION " + (i+1) + "\tPlaintext: "

+ plainText + "\tKey: " + new String(encrypter.key) +
"\tCounter: " + encrypter.counter + "\tOffset:
" + encrypter.selectedOffset + "\tCiphertext: " + new

String (cipherText));
System.out.println ("DECRYPTION "™ + (i+l) + "\tCiphertext: "
+ new String (cipherText) + "\tKey: " + new
String (decrypter.decrypterKey) +
"\tCounter: " + decrypter.counter + "\tOffset:
" + decrypter.offset + "\tPlaintext: " + output);

System.out.println();

if (plainText.equals (output)) {
correctDecrypt++;
consecutiveOccurences++;
if (consecutiveOccurences > maxConsecutiveOccurences)
maxConsecutiveOccurences =

consecutiveOccurences;

else {

consecutiveOccurences = 0;

System.out.println ("Cipher 1 was chosen " + correctDecrypt + "
out of " + NUM ITER + " iterations.");
System.out.println ("Cipher 1 was chosen at most " +

maxConsecutiveOccurences + " times in a row.");
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/**

* Runs the three encryption/decryption algorithms for the
specified numbers of

* iterations to determine it's time/performance efficiency

* @param numIterations to be tested

*/

private static void performanceTest (int numIterations) {

AES encrypter = new AES (KEY, INIT VECTOR, NUM CIPHERS);

AES decrypter = new AES (KEY, INIT VECTOR, NUM CIPHERS);

String plainText = "OriginalPlainTxt";
bytel] cipherText =

encrypter.stdEncryption (AES.stringTol6ByteArray(plainText));

Long currentTime = System.currentTimeMillis();

for (int 1 = 0; 1 < numIterations; 1i++)

decrypter.stdDecryption (cipherText) ;

Long elapsedTimel = System.currentTimeMillis() - currentTime;

bytel] cipherText3 =

encrypter.randomKeyEncryption (AES.stringTol6ByteArray (plainText));

currentTime = System.currentTimeMillis();

for (int i = 0; 1 < numlIterations; i++)

decrypter.randomKeyDecryption (cipherText3) ;
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Long elapsedTime3 = System.currentTimeMillis () - currentTime;

bytel] cipherText?2 =

encrypter.hashEncryption (AES.stringTol6ByteArray (plainText));

currentTime = System.currentTimeMillis();

for (int i = 0; 1 < numlIterations; i++)

decrypter.hashDecryption (cipherText?2) ;

Long elapsedTime2 = System.currentTimeMillis () - currentTime;

System.out.println("For " + numIterations + " iterations, ");

System.out.println("Standard Decryption took " + elapsedTimel + "

System.out.println ("Hash Decryption took " + elapsedTime2 + "

System.out.println ("Random Key Decryption took " + elapsedTime3 +
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/**

*

*

Rijndael.java

@version 1.0 (May 2001)

Optimised Java implementation of the Rijndael (AES) block cipher.

@author Paulo Barreto <paulo.barreto@terra.com.br>

This software is hereby placed in the public domain.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR ''AS IS'' AND ANY EXPRESS

OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. 1IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR

BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF

LIABILITY,

*

*

*

*/

WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,

EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

public final class Rijndael {

public Rijndael () {

}
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/**
* Flag to setup the encryption key schedule.
*/

public static final int DIR ENCRYPT = 1;

/**
* Flag to setup the decryption key schedule.
*/

public static final int DIR DECRYPT = 2;

/**
* Flag to setup both key schedules (encryption/decryption).
*/

public static final int DIR BOTH = (DIR ENCRYPT|DIR DECRYPT) ;

/**

* AES block size in bits

* (N.B. the Rijndael algorithm itself allows for other sizes).
*/

public static final int BLOCK BITS = 128;

/**

* AES block size in bytes

* (N.B. the Rijndael algorithm itself allows for other sizes).
*/

public static final int BLOCK SIZE = (BLOCK BITS >>> 3);

/**
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* Substitution table (S-box).
*/
private static final String SS =

"\u637C\u777B\uF26B\u6FC5\u3001\u672B\UuFED7\uAB76"
"\uCA82\uC97D\uFA59\ud47F0\uADD4\UA2AF\u9CA4\u72C0O"
"\uB7FD\u9326\u363F\uF7CC\u34A5\uE5F1\u71D8\u3115"
"\u04C7\u23C3\ul896\u059A\u0712\u80E2\uEB27\uB275"
"\u0983\u2C1A\ulB6E\u5AA0\u523B\uD6B3\u29E3\u2Fg84"
"\u53D1\u00ED\u20FC\uB15B\u6ACB\uBE39\u4A4C\u58CF"
"\uDOEF\uAAFB\u434D\u3385\ud5F9\u027F\u503C\u9Frag"
"\u51A3\u408F\u929D\u38F5\uBCB6\uDA21\ul0FF\uF3D2"
"\uCDOC\ul3EC\u5F97\ud4417\uC4A7\u7E3D\u645D\ul973"
"\u6081\ud4FDC\u222A\u9088\u46EE\uB814\uDE5SE\u0BDB"
"\uE032\u3A0A\u4906\u245C\uC2D3\uAC62\u9195\uE479"
"\uE7C8\u376D\u8DD5\ud4EA9\u6C56\uF4EA\Uu657A\UAEO8"
"\uBA78\u252E\ulCA6\uB4C6\uE8DD\u741F\u4BBD\u8B8A"
"\u703E\uB566\u4803\uF60E\u6135\u57B9\u86C1\ulD9E"
"\UE1F8\u9811\u69D9\u8E94\u9B1E\u87E9\uCE55\u28DF"

"\u8CA1\u890D\uBFE6\u4268\ud4199\u2D0F\uB054\uBB16";

private static final bytel]

Se = new byte[256];

private static final int[]

TeO

new int[256],

Tel = new int[256],

Te?2 new int[256],

Te3 = new int[256];
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private static final bytel]

Sd = new byte[256];

private static final int[]

TdoO new int[256],

Tdl = new int[256],

Td2 new int[256],

Td3 = new int[256];

/**
* Round constants
*/
private static final int[]
rcon = new 1int[10]; /* for 128-bit blocks,

more than 10 rcon values */

/**
* Number of rounds (depends on key size).
*/

private int Nr = 0;

private int Nk = 0;

private int Nw = 0;

/**
* Encryption key schedule
*/

private int rek[] = null;
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/**

* Decryption key schedule

*/
private int rdk[] = null;
static {

/%
TeO[x] = Se[x].[02, 01, 01, 031;
Tel[x] = Se[x].[03, 02, 01, 01];
Te2[x] = Se[x].[01, 03, 02, 011];
Te3[x] = se[x].[01, 01, 03, 02];
Td0[x] = Sd[x].[0Oe, 09, 0d, Obl;
Tdl[x] = Sd[x].[0b, 0Oe, 09, 0d];
Td2[x] = Sd[x].[0d, 0b, 0e, 091;
Td3[x] = sd[x].[09, 0d, 0b, 0Oel;

*/

int ROOT = 0x11B;

int sl1, s2, s3, i1, 12, i4, i8, 19, ib,

for (i1l = 0; il < 256; il++) {
char ¢ = SS.charAt (il >>> 1);
sl = (byte) ((i1l & 1) == 0 2?2 c >>> 8
s2 = sl << 1;
if (s2 >= 0x100) {

s2 "= ROOT;

}
s3 = s2 » sl;
iz = i1 << 1;
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/*

if (i2 >= 0x100) {
i2 ~= ROOT;
14 = 12 << 1;

if (14 >= 0x100) {

i4 ~= ROOT;

14 << 1;

if (18 >= 0x100) {

i8 "= ROOT;
}
i9 = 18 ~ 1i1;
ib = 19 »~ i2;
id = 19 » i4;
ie = 18 ~ i4 ~ 12;
Se[il] = (byte)sl;
TeO[il] = t = (s2 << 24)
Tel[il] = (t >>> 8) (t
Te2[1il] = (t >>> 16) (t
Te3[1il] = (t >>> 24) (t
Sd[sl] = (byte)il;
TdO[sl] = t = (ie << 24)
Tdl[sl] = (t >>> 8) (t
Td2[sl] = (t >>> 16) (t
Td3[sl] = (t >>> 24) (t

}
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* round constants
*/
int r = 1;
rcon[0] = r << 24;
for (int i = 1; 1 < 10; i++) {
r <<= 1;
if (r >= 0x100) {
r ~= ROOT;
}

rcon[i] = r << 24;

/**
* Expand a cipher key into a full encryption key schedule.
*
* (@param cipherKey the cipher key (128, 192, or 256 bits).
*/
private void expandKey (byte[] cipherKey) {
int temp, r = 0;

for (int 1 = 0, k = 0; i < Nk; i++, k += 4) {

rek[i] =
((cipherKey [k ] ) << 24) |
((cipherKey[k + 1] & 0Oxff) << 16) |
((cipherKey[k + 2] & Oxff) << 8) |
((cipherKey[k + 3] & Oxff));
}
for (int i = Nk, n = 0; i < Nw; i++, n--) {
temp = rek[i - 11];

64



if (n == 0) {

((Se[ (temp >>> 16) & Oxff] ) << 24) |
((Se[(temp >>> 8) & Oxff] & Oxff) << 16) |
((Se[ (temp ) & Oxff] & Oxff) << 8) |
((Se[(temp >>> 24) ] & Oxff));

temp "= rcon[r++];

} else if (Nk == 8 && n == 4) {

temp =
((Se[ (temp >>> 24) ] ) << 24) |
((Se[ (temp >>> 16) & Oxff] & Oxff) << 16) |
((Se[(temp >>> 8) & Oxff] & Oxff) << 8) |

((Se[ (temp ) & Oxff] & Oxff));

rek[i] = rek[i - Nk] * temp;

temp = 0;

/*

* Faster implementation of the key expansion

* (only worthwhile in Rijndael 1is wused in a hashing function
mode) .

*/

/*

private void expandKey (byte[] cipherKey) {
int keyOffset = 0;

int 1 = 0;
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int temp;

rek[0] =

(cipherKey[ 0] ) << 24 |
(cipherKey[ 1] & Oxff) << 16 |
(cipherKey[ 2] & Oxff) << 8 |
(cipherKey[ 3] & Oxff);

rek[1l] =
(cipherKey [ 4] ) << 24 |
(cipherKey[ 5] & Oxff) << 16 |
(cipherKey[ 6] & Oxff) << 8 |
(cipherKey[ 7] & Oxff);

rek[2] =
(cipherKey[ 8] ) << 24 |
(cipherKey[ 9] & Oxff) << 16 |
(cipherKey[10] & Oxff) << 8 |
(cipherKey[1l1l] & Oxff);

rek[3] =
(cipherKey[12] ) << 24 |
(cipherKey[13] & Oxff) << 16 |
(cipherKey[14] & Oxff) << 8 |
(cipherKey[15] & Oxff);

if (Nk == 4) {
for (;:) |

temp = rek[keyOffset + 3];
rek[keyOffset + 4] = reklkeyOffset] *
((Se[(temp >>> 16) & Oxff] ) << 24) ~
((Se[(temp >>> 8) & Oxff] & Oxff) << 16) *

((Se[ (temp ) & Oxff] & Oxff) << 8) »
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((Sel (temp >>> 24) ] & Oxff) )

rconl[i];

rek[keyOffset + 5] rek[keyOffset
rek[keyOffset + 4];

rek[keyOffset + 6]

rek[keyOffset
rek[keyOffset + 5];

rek[keyOffset + 7]

rek[keyOffset
rek [keyOffset + 6];
if (++1 == 10) {
return;

}

keyOffset += 4;

}
rek[keyOffset + 4] =
(cipherKey[16] ) << 24 |
(cipherKey[17] & Oxff) << 16 |
(cipherKey[18] & Oxff) << 8 |
(cipherKey[19] & Oxff);

rek[keyOffset + 5]

(cipherKey[20] ) << 24 |

(cipherKey[21] & Oxff) << 16 |

(cipherKey[22] & Oxff) << 8 |

(cipherKey[23] & Oxff);

if (Nk == 6) {

for (;:) |
temp = rekl[keyOffset + 5];
rek[keyOffset + 6] = rek[keyOffset] *

((Se[ (temp >>> 16) & Oxff] ) << 24)
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((Sel (temp >>>

((Sel (temp

8

) & Oxff]

) & Oxff]

((Se[ (temp >>> 24)

rcon[i];

rek[keyOffset +

rek[keyOffset + 6];

rek[keyOffset +

rek[keyOffset + 7];

rek[keyOffset +

rek[keyOffset + 8];

if (441 ==

return;

}

rek[keyOffset +

rek[keyOffset + 9];

rek[keyOffset +

rek[keyOffset + 10];

keyOffset += 6;

}

rek [keyOffset + 6] =

(cipherKey[24]
(cipherKey[25] &
(cipherKey[26] &
(cipherKey[27] &
rek[keyOffset + 7]
(cipherKey[28]
(cipherKey[29] &

(cipherKey[30] &

Oxff)
Oxff)

Oxff);

Oxff)

Oxff)

<<
<<

<<

<<
<<

<<
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11]

24

16

24

16

]

& Oxff) << 1

& Oxff) <<

& Oxff)

rek[keyOffset

rek[keyOffset

rek[keyOffset

rek[keyOffset

rek[keyOffset

6)
8)

)

A

A

A



(cipherKey[31] & Oxff);
if (Nk == 8) {

for (;;) |

temp = rekl[keyOffset + 7];
rek[keyOffset + 8] = rekl[keyOffset] *
((Se[ (temp >>> 16) & Oxff] ) << 24)

((Se[(temp >>> 8) & Oxff] & Oxff) << 16)

((Se[ (temp ) & Oxff] & Oxff) << 8)

((Se[ (temp >>> 24)

rcon[i];
rek[keyOffset + 9] = rekl[keyOffset +
rek[keyOffset + 8];
rek [keyOffset + 10] = rek[keyOffset +
rek[keyOffset + 9];
rek[keyOffset + 11] = rekl[keyOffset +
rek [keyOffset + 10];
if (++1 == T7) {
return;
}
temp = rek[keyOffset + 11];
rek [keyOffset + 12] = rek[keyOffset + 4]
((Se[(temp >>> 24) ] ) << 24)

((Se[ (temp >>> 16)

((Se[ (temp >>> 8)

((Sel (temp
rek [keyOffset + 13]
rek[keyOffset + 12];
rek[keyOffset + 14]

rek[keyOffset + 13];
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] & Oxff) )

& Oxff] & Oxff) << 16)

& Oxff] & Oxff) <<

& Oxff] & Oxff));

rek[keyOffset

rek[keyOffset
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rek[keyOffset + 15] = rek[keyOffset + 7]
rek[keyOffset + 14];

keyOffset += 8;

*/

/**
* Compute the decryption schedule from the encryption schedule
*/
private void invertKey () {
int d = 0, e = 4*Nr, w;
/%
* apply the inverse MixColumn transform to all round keys

* but the first and the last:

*/
rdk[d ] = rekle 1
rdk[d + 1] = rek[e + 1];
rdk[d + 2] = rekl[e + 2];
rdk[d + 3] = rekl[e + 31;

d += 4;

e —-= 4;

for (int r = 1; r < Nr; r++) {
w = rekfe 17
rdk[d 1 =
TdO[Se [ (w >>> 24) ] & Oxff] »
Tdl[Se[(w >>> 16) & Oxff] & Oxff] *

Td2[Se[(w >>> 8) & Oxff] & Oxff] *
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/**

Td3[Se[ (w

w = rekl[e + 11];

rdk[d + 1] =

Td0[Se[ (w
Tdl[Se[ (w
Td2[Se[ (w
Td3[Se[ (w

w = rekl[e + 2];

rdk[d + 2] =

Td0[Se[ (w
Tdl[Se[ (w
Td2 [Se[ (w
Td3[Se[ (w

w = rekl[e + 3];

rdk[d + 3] =

TdO[Se [ (w
Tdl[Se[ (w
Td2[Se[ (w

Td3[Se[ (w

rdk [d ]
rdk[d + 1]
rdk[d + 2]

rdk[d + 3]

rek[e

rek[e

rek[e

rek[e

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

24)

16)

24)

16)

24)

16)
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Oxff]
Oxff]

Oxff]

Oxff]
Oxff]

Oxff]

Oxff]
Oxff]

Oxff]

O0xff];

Oxff]
Oxff]
Oxff]

Oxff];

Oxff]
Oxff]
Oxff]

O0xff];

Oxff]
Oxff]
Oxff]

Oxff];



*

Setup the AES key schedule for encryption, decryption, or both.

* (@param cipherKey the cipher key (128, 192, or 256 bits).
* @param keyBits size of the cipher key in bits.
* (@param direction cipher direction (DIR _ENCRYPT, DIR DECRYPT
or DIR BOTH) .
*/
public void makeKey (byte[] cipherKey, int keyBits, int direction)
throws RuntimeException {
// check key size:
if (keyBits != 128 && keyBits != 192 && keyBits != 256) {
throw new RuntimeException("Invalid AES key size ("
keyBits + " bits)");
}
Nk = keyBits >>> 5;

Nr Nk + 6;

Nw = 4*(Nr + 1);

new int[Nw];

rek
rdk = new int[Nw];
if ((direction & DIR BOTH) != 0) {
expandKey (cipherKey) ;
/*
for (int r = 0; r <= Nr; r++) {
System.out.print ("RK" + r + "=");
for (int 1 = 0; 1 < 4; i++) {
int w = rek[4*r + i];
System.out.print (" " + Integer.toHexString(w));
}

System.out.println();
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}
*/
if ((direction & DIR DECRYPT) != 0) {

invertKey () ;

/**

* Setup the AES key schedule (any cipher direction).
*
* (@param cipherKey the cipher key (128, 192, or 256 bits).
* (@param keyBits size of the cipher key in bits.
*/

public void makeKey (byte[] cipherKey, int keyBits)

throws RuntimeException {

makeKey (cipherKey, keyBits, DIR BOTH);

/**
* Encrypt exactly one block (BLOCK SIZE bytes) of plaintext.

*

* @param pt plaintext block.
* @param ct ciphertext block.
*/

public void encrypt (byte[] pt, bytel[] ct) {
/*
* map byte array block to cipher state

* and add initial round key:
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*/
int k = 0, v;
int toO = ((pt[ 0] )
(pt[ 1] & Oxff)
(pt[ 2] & Oxff)
(pt[ 3] & Oxff)

int tl

Il
o]
ot
=~

(pt[ 5] & Oxff)
(pt[ 6] & Oxff)
(pt[ 7] & Oxff)

int t2

Il

e}
o+
o]

(pt[ 9] & Oxff)
(pt[10]1 & Oxff)
(pt[11] & Oxff)

int t3 = ((ptl[l1l2] )
(pt[13] & Oxff)
(pt[14] & Oxff)
(pt[15] & Oxff)

/*

* Nr - 1 full rounds:

*/

for (int r

k += 4;

int a0

TeO[ (0 >>> 24)

Tel[(tl >>> 16) & Oxff]
Te2[(t2 >>> 8) & Oxff]

Te3[(t3 ) & Oxff]

rek[k 1;

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

1;, r < Nr; r++) {
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rek[0];

rek[1];

rek[2];

rek[3];



int al =
TeO[ (t1l >>> 24) 1"
Tel[(t2 >>> 16) & Oxff] *
Te2 [ (t3 >>> 8) & O0xff] *
Te3[ (t0 ) & Oxff] »
rek[k + 17;

int a2 =
TeO[ (£t2 >>> 24) 1 7
Tel[(t3 >>> 16) & Oxff] *
Te2 [ (£t0 >>> 8) & Oxff] *
Te3[ (tl ) & Oxff] *
rek[k + 271;

int a3 =
TeO[ (£3 >>> 24) 17
Tel[ (t0 >>> 16) & Oxff] *
Te2 [ (tl >>> 8) & Oxff] *
Te3[(t2 ) & Oxff] »

rekl[k + 3];

}
/%

* last round lacks MixColumn:

*/
k += 4;
v = reklk 1;
ct[ 0] = (byte) (Se[(t0 >>> 24) 1~ (v >>> 24));
ct[ 1] = (byte) (Se[(tl >>> 16) & Oxff] ~ (v >>> 16));
ct[ 2] = (byte) (Se[(t2 >>> 8) & Oxff] ~ (v >>> 8));
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ct[ 3]

v = rek[k + 11;

ct[ 4]
ct[ 5]
ct[ 6]

ct[ 7]

v = rekl[k + 2];

ct[ 8]
ct[ 9]
ct[10]

ct[11]

v = rek[k + 31;

ct[12]
ct[13]
ct[14]

ct[15]

/**

* Decrypt exactly one block

*

* @param
* @param

*/

(byte)

(byte)
(byte)
(byte)

(byte)

(byte)
(byte)
(byte)

(byte)

(byte)
(byte)
(byte)

(byte)

ct

pt

(Sel(t3
(Se[(tl
(sel[(t2
(Sel(t3
(se[ (t0
(sel[(t2
(Sel(t3
(se[(t0
(Se[(tl
(Sel(t3
(sel[(t0
(Se[(tl
(Sef(t2

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

) &
24)
16) &

8) &

) &
24)
16) &

8) &

) &
24)
16) &

8) &

) &

Oxff]

Oxff]
Oxff]

Oxff]

Oxff]
Oxff]

Oxff]

Oxff]
Oxff]

Oxff]

ciphertext block.

plaintext block.

public void decrypt (bytel]

/*

ct,

bytel]
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pt)

{

(BLOCK_SIZE bytes)

>>> 24)) ;
>>> 16));
>>>  8));

)) i
>>> 24));
>>> 16));
>>>  8));

)) i
>>> 24)) ;
>>> 16));
>>>  8));

of ciphertext.



int

int

int

int

int

/*

for

* map byte array block to cipher state

* and add initial round key:

*/

k =0, v;

to = ((ct[ 0] ) <<
(ct[ 1] & Oxff) <<
(ct[ 2] & Oxff) <<
(ct[ 31 & Oxff)

tl = ((ct[ 4] ) <<
(ct[ 5] & Oxff) <<
(ct[ 6] & Oxff) <<
(ct[ 7] & Oxff)

t2 = ((ctl 8] ) <<
(ct[ 9] & Oxff) <<
(ct[10] & Oxff) <<
(ct[11l] & Oxff)

t3 = ((ct[l2] ) <<

(ct[13] & Oxff) <<
(ct[14] & Oxff) <<

(ct[15] & Oxff)

* Nr - 1 full rounds:

*/

(int r = 1; r < Nr; r++) {
k += 4;

int a0 =

TdO[ (£t0 >>> 24) ]
Td1[(t3 >>> 16) & Oxff]

Td2[ (t2 >>> 8) & Oxff]
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Td3[ (tl

rdk [k 17
int al =

TdO[ (£l >>>

Td1[(t0 >>>

Td2[ (£t3 >>>

Td3[ (t2

rdk[k + 1];
int a2 =

TdO[ (t2 >>>

TAl[ (£l >>>

Td2[ (£t0 >>>

Td3[ (t3

rdk[k + 21];
int a3 =

TdO[ (3 >>>

Tdl[ (t2 >>>

Td2[ (t1l >>>

Td3[ (tO

rdk[k + 3];

}
/%

) & Oxff]
24) ]
16) & Oxff]

8) & Oxff]

) & Oxff]
24) ]
16) & Oxff]

8) & Oxff]

) & Oxff]
24) ]
16) & Oxff]

8) & Oxff]

) & Oxff]

* last round lacks MixColumn:

*/

k += 4;

v = rdk[k 1

pt[ 0] = (byte) (SA[(t0 >>> 24)
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ptl 1] =
ptl[ 2] =
ptl 3] =

(byte) (sd[ (t3
(byte) (sdl (t2

(byte) (sd[ (tl

v = rdk[k + 17;

ptl[ 4] =
ptl[ 5] =
ptl 6] =
ptl 7] =

(byte) (sd[ (tl
(byte) (Sd[ (t0
(byte) (sd[ (t3

(byte) (sdf[ (t2

v = rdk[k + 2];

ptl 8]

ptl 9] =

pt[10]

pt[11] =

(byte) (Sd[ (t2
(byte) (sd[ (tl
(byte) (Sd[ (t0

(byte) (sd[l (t3

v = rdk[k + 31;

pt[12] =
pt[13] =

pt[14]

pt[15] =

/**

(byte) (Sd[ (t3
(byte) (sd[ (t2
(byte) (sd[ (tl

(byte) (sd[ (t0

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

16) &
8) &
) &

24)
16) &
8) &
) &

24)
16) &
8) &
) &

24)
16) &
8) &
) &

* Destroy all sensitive information

*/

protected final void finalize()

if (rek

for

!'= null) {

{

Oxff] *
Oxff] »
Oxff] *

]~
Oxff] *
Oxff] *
Oxff] *

1~
Oxff] *
Oxff] *
Oxff] »

]~
Oxff] *
Oxff] *
Oxff] *

in this

(int 1 = 0; i1 < rek.length; i++)
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(v >>>

(v >>>

(v >>>
(v >>>

(v >>>

(v >>>
(v >>>

(v >>>

(v >>>
(v >>>

(v >>>

object.

{

16));
8));
))
24));
16)) s
8)) 7
))
24));
16)) 7
8)) 7
))
24));
16));
8));



if

rek

(rdk

for

rdk

= null)

(int 1

rdk[1i]

null;

{
0;

0;

i < rdk.length;
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Appendix B: Select Output

Standard AES Algorithm for 10 iterations

ENCRYPTION 1 Plaintext: OriginalPlainTxt
Ciphertext: OUtHBO »aEMAl[IEbLLIE
DECRYPTION 1 Ciphertext: OUtHPO >&EWAlIEbLIf

Plaintext: OriginalPlainTxt

ENCRYPTION 2 Plaintext: OriginalPlainTxt
Ciphertext: OUtHBO »aEWAl[IEbLLIE
DECRYPTION 2 Ciphertext: OUtHPO >&EWAlIEbLIE

Plaintext: OriginalPlainTxt

ENCRYPTION 3 Plaintext: OriginalPlainTxt
Ciphertext: OUtHBO »aEMAlIEbLLIE
DECRYPTION 3 Ciphertext: OUtHPO >&EWAlIEbLIf

Plaintext: OriginalPlainTxt

ENCRYPTION 4 Plaintext: OriginalPlainTxt
Ciphertext: OUtHBO »aEWA[IELLIE
DECRYPTION 4 Ciphertext: OUtHPO >&EWA[EbIIf

Plaintext: OriginalPlainTxt

ENCRYPTION 5 Plaintext: OriginalPlainTxt
Ciphertext: OUtHBO »aEWA[IELLIE
DECRYPTION 5 Ciphertext: OUtHPO >&EWA[EbIIf

Plaintext: OriginalPlainTxt
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Key:

Key:

Key:

Key:

Key:

Key:

Key:

Key:

Key:

Key:

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey



ENCRYPTION 6 Plaintext: OriginalPlainTxt

Ciphertext: OUtHBO »aEMAlIELLIE

DECRYPTION 6 Ciphertext: OUtHPO >&EWAlIEbLIf
Plaintext: OriginalPlainTxt

ENCRYPTION 7 Plaintext: OriginalPlainTxt

Ciphertext: OUtHBO »aEMAl[IEbLLIE

DECRYPTION 7 Ciphertext: OUtHPO >&EWAlIEbLIE
Plaintext: OriginalPlainTxt

ENCRYPTION 8 Plaintext: OriginalPlainTxt
Ciphertext: OUtHBO »aEMAl[IEbLLIE

DECRYPTION 8 Ciphertext: OUtHPO >&EWAlIEbLIE
Plaintext: OriginalPlainTxt

ENCRYPTION 9 Plaintext: OriginalPlainTxt

Ciphertext: OUtHBO »aEMAl[IEbLLIE

DECRYPTION 9 Ciphertext: OUtHPO >&EWAlIEbLIf
Plaintext: OriginalPlainTxt

ENCRYPTION 10 Plaintext: OriginalPlainTxt

Ciphertext: OUtHBO »aEMA[IEbLLIE
DECRYPTION 10 Ciphertext: OUtHPO >&EWA[EbIIf
Plaintext: OriginalPlainTxt

82

Key:

Key:

Key:

Key:

Key:

Key:

Key:

Key:

Key:

Key:

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey

DefaultCipherKey



Randomized Algorithm with Multiple Ciphers and Hash

Ran for 100 iterations with 3 decrypting ciphers

ENCRYPTION 1
Counter: 1
DECRYPTION 1

DefaultCipherKey

ENCRYPTION 2
Counter: 2
DECRYPTION 2

DefaultCipherKey

ENCRYPTION 3
Counter: 3
DECRYPTION 3

DefaultCipherKey

ENCRYPTION 4
Counter: 4
DECRYPTION 4

DefaultCipherKey

ENCRYPTION 5
Counter: 5
DECRYPTION 5

DefaultCipherKey

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 123 Ciphertext: ®!JSAyilfUEN-E>[I—k

Ciphertext: ®!JSAyll1fUEN-E>LI—k Key:

Counter: 1 Offset: 12 Plaintext: 329007,0' b, ywV
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: fAGzI%'il qEUAE9IIE)
Ciphertext: AGzI%'i gRUAESIA) Key:

Counter: 2 Offset: 12 Plaintext: OriginalPlainTxt
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: [¥fpZya:égyy-KBG[0,M
Ciphertext: [[¥fpZya:égyy-KBG[0,M Key:

Counter: 3 Offset: 12 Plaintext: £°[Je&iA,iA‘idel1a0
Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 123 Ciphertext: C FAAA.AgswE3lle[]™[

Ciphertext: C,FdAA.AgswkE34lle[17[ Key:

Counter: 4 Offset: 12 Plaintext: J;%=2~u3AI-<40EOD

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 123 Ciphertext: [06YM °‘2i2[ylJ&H#[IE
Ciphertext: [06YM °‘?i20yleH#0E Key:

Counter: 5 Offset: 12 Plaintext: [, 0&+-i¥[1-aLR
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ENCRYPTION 6
Counter: 6
DECRYPTION 6

DefaultCipherKey

ENCRYPTION 7
Counter: 7
DECRYPTION 7

DefaultCipherKey

ENCRYPTION 8
Counter: 8
DECRYPTION 8

DefaultCipherKey

ENCRYPTION 9
Counter: 9
DECRYPTION 9

DefaultCipherKey

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: <« IvaAlldo—t4|RIIAT+. ><u
Ciphertext: <IvaAlld—4! RIIAT+. ><u Key:

Counter: 6 Offset: 12 Plaintext: OriginalPlainTxt
Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 124 Ciphertext: @ éPS$)S»A‘3?20ULLI|cA

Ciphertext: @ éP$)S»A‘'3?20ULL|cA Key:

®abaIJUilA&T |®

ENCRYPTION 10

Counter: 10

DECRYPTION 10

DefaultCipherKey

ENCRYPTION 11

Counter: 11

Counter: 7 Offset: 12 Plaintext: UXCM[u<*"",i~(IB
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: ;Gtmis> &a3-0+SAbMOt
Ciphertext: ;Gtri> &a3[~0+SAb[IOt Key:

Counter: 8 Offset: 12 Plaintext: -!!—qv[I¥US2QA[Joa
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: “Ityall bax[) Y§lI¢: 5~
Ciphertext: “Ityall sx1[]1" ¥il1¢: 5 Key:

Counter: 9 Offset: 12 Plaintext: x

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: <E?0s0*elk 5 "NAlixf8
Ciphertext: <E?0s0'elk 5 "NAiixf8 Key:

Counter: 10 Offset: 12 Plaintext: OriginalPlainTxt
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: —7 'BK+é&‘’|{#&cZz3' +¢

84



DECRYPTION 11

DefaultCipherKey

ENCRYPTION 12
Counter: 12
DECRYPTION 12
DefaultCipherKey
ENCRYPTION 13
Counter: 13
DECRYPTION 13
DefaultCipherKey
ENCRYPTION 14
Counter: 14

DECRYPTION 14

DefaultCipherKey

ENCRYPTION 15
Counter: 15

DECRYPTION 15

DefaultCipherKey

ENCRYPTION 16
Counter: 16

DECRYPTION 16

DefaultCipherKey

Ciphertext: —7 BK+é&‘’ |{#acZz?' +¢

Key:

Counter: 11 Offset: 12 Plaintext: Zod.vpUObellbA+¥Y
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: 8k;jIw-'GY+*:z|5Z[:00
Ciphertext: 8kiIw-'GY+*:z|32[1;00 Key:

Counter: 12 Offset: 12 Plaintext: OriginalPlainTxt
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: nE&&[)”®e-I &5Z®U&DoN
Ciphertext: nE8&[1”®«-1 52®U&DON Key:

Counter: 13 Offset: 12 Plaintext: OriginalPlainTxt
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: h¥08'aq}="uaM " ~VU-tin7

Ciphertext: h¥08'af}="aM~~VU-tin7

Counter: 14 Offset: 12 Plaintext:

Plaintext: OriginalPlainTxt Key:

Key:

QU0 EQUvO 2 pA«kh

DefaultCipherKey

Offset: 124 Ciphertext: E9&7%ani,0e0ft o&0; :A

Ciphertext: E9&7%ani,0e0It &0; :A

Counter: 15 Offset: 12 Plaintext:

Plaintext: OriginalPlainTxt Key:

Offset: 124 Ciphertext:

Ciphertext: °®8[6r%Uj¢XE8L[IIVCEC

Counter: 16 Offset: 12 Plaintext:
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Key:

b¢IPEX2x$86[110, -

DefaultCipherKey

°®86r*Uj ¢XE8LIVe fC

Key:

8ATPBUrfl}[IxLze



ENCRYPTION 17
Counter: 17
DECRYPTION 17

DefaultCipherKey

ENCRYPTION 18
Counter: 18
DECRYPTION 18

DefaultCipherKey

ENCRYPTION 19
Counter: 19
DECRYPTION 19

DefaultCipherKey

ENCRYPTION 20
Counter: 20
DECRYPTION 20

DefaultCipherKey

ENCRYPTION 21
Counter: 21
DECRYPTION 21

DefaultCipherKey

ENCRYPTION 22
Counter: 22
DECRYPTION 22

DefaultCipherKey

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: °®80r3Uj¢XE8L[IIVCEC
Ciphertext: °®86r34Uj¢XE8£LIIVeEfC Key:

Counter: 17 Offset: 12 Plaintext: HclIxA”/R6-+6AALL]

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: puESG A-0Wid0E15»6 0
Ciphertext: plEdG A-0WietE15»6° 0 Key:

Counter: 18 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: \tllell >E{ (eR*=Z?[Ap
Ciphertext: \tlell” >E{ (eR*=z?[Ap Key:

Counter: 19 Offset: 12 Plaintext: \[I~A43E~ Abéce’

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: "~Ag [-"0a0&0«ey?00t"
Ciphertext: "Ag [I-~[alall«ey?It® Key:

Counter: 20 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: D‘»>aMlg-6[1I4a+’E4 0p
Ciphertext: D'>aMlg-60Ia+’/E4 0p Key:

Counter: 21 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: ' “»UY¥T=t1%B|?2—0AR[Mi«*
Ciphertext: ' “»0YT=1%p|?2—0ARRa«* Key:

Counter: 22 Offset: 12 Plaintext: allE~"$%BS>x")a|B
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ENCRYPTION 23

Counter:

DECRYPTION 23

23

DefaultCipherKey

ENCRYPTION 24

Counter:

DECRYPTION 24

24

DefaultCipherKey

ENCRYPTION 25

Counter:

DECRYPTION 25

25

DefaultCipherKey

ENCRYPTION 26

Counter:

DECRYPTION 26

26

DefaultCipherKey

ENCRYPTION 27

Counter:

DECRYPTION 27

27

DefaultCipherKey

ENCRYPTION 28

Counter:

28

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: patitis yzo6*"AdSa,«l
Ciphertext: pat*}s §Z6*"Ad3a,«l Key:

Counter: 23 Offset: 12 Plaintext: OillyaL=a?5‘U, 1”0

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: !'[03 n@lll.;3*BORMiKLA
Ciphertext: !0 n@l.;3*RORMKIA Key:

Counter: 24 Offset: 12 Plaintext: U--06£e$6—¢lllwe

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: ~Gax1'gf88!ECYtrl)”;d
Ciphertext: ~0ax1'g#838!EC¥»trll”;d Key:

Counter: 25 Offset: 12 Plaintext: 80ap%ll, adiw, GA&

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: ?FDYpSAc3"A :++-"UgE
Ciphertext: ?FDIp3Ac3"A :$+-"UgEk Key:

Counter: 26 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: “@PUULVW2£[p.Z (YZ-9
Ciphertext: “@PUULVW2£p.0Z (YZ-q Key:

Counter: 27 Offset: 12 Plaintext: [E, 6 &StoErXW—yll|4&

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 124 Ciphertext: :?PAuQX-xXC© [d DTO
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DECRYPTION 28

DefaultCipherKey

ENCRYPTION 29
Counter: 29
DECRYPTION 29

DefaultCipherKey

ENCRYPTION 30
Counter: 30
DECRYPTION 30

DefaultCipherKey

ENCRYPTION 31
Counter: 31
DECRYPTION 31

DefaultCipherKey

ENCRYPTION 32
Counter: 32
DECRYPTION 32

DefaultCipherKey

ENCRYPTION 33
Counter: 33
DECRYPTION 33

DefaultCipherKey

Ciphertext: :?PAuUQX-XL© [d DTO  Key:

Counter: 28 Offset: 12 Plaintext: plsl<lJatilatl{

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: ~<oslWé'bP'{y6YheOz0Y
Ciphertext: ~<o0slWé'P'y5Yhedz0Y Key:

Counter: 29 Offset: 12 Plaintext: vE2-$6ih0OI/~00]

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: ONcI?’a&>xhugHazB®uae”
Ciphertext: ONcI?’a&>xhugHazB®ua” Key:

Counter: 30 Offset: 12 Plaintext: ZBs&A=~ ,~q‘0ISOE

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: F[+0 t-f@+c;h@?10mazZ
Ciphertext: F[+0 $-f@+c;h@?10raZ Key:

Counter: 31 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: 8 ulwU3RZ[A, ~“Z>eX,°®
Ciphertext: 8ulwU3RZ[A, ~Z>eX,° Key:

Counter: 32 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: ”cf8U0;000ziil1?§?dp>"-
Ciphertext: ”“cf80:060z11282dp>"— Key:

Counter: 33 Offset: 12 Plaintext: &wAUh[l 1x;Hndo<[
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ENCRYPTION 34
Counter: 34
DECRYPTION 34

DefaultCipherKey

ENCRYPTION 35
Counter: 35
DECRYPTION 35

DefaultCipherKey

ENCRYPTION 36
Counter: 36
DECRYPTION 36

DefaultCipherKey

ENCRYPTION 37
Counter: 37
DECRYPTION 37

DefaultCipherKey

ENCRYPTION 38
Counter: 38
DECRYPTION 38

DefaultCipherKey

ENCRYPTION 39
Counter: 39
DECRYPTION 39

DefaultCipherKey

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: 1TO¥; TIY!illllkyll;LlO
Ciphertext: iTOY; "TIY!ilUlkyll;O Key:

Counter: 34 Offset: 12 Plaintext: [J/+£6"As&«i&iiYl;

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: ?*iftpoiill”2t05alk -
Ciphertext: ?*itpoiil)”=*t05alk - Key:

Counter: 35 Offset: 12 Plaintext: “pHE™aGgae+lxYEcé

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: OIplelowyiFaR0lu-fs’
Ciphertext: OIplelowyiFaR0lu-fs” Key:

Counter: 36 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: z["aNAg?¥YBéy IxHLISO
Ciphertext: z[1"aNA@?YBéy InHISO] Key:

Counter: 37 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: r"8l=pvzF§3—'%4{E"®
Ciphertext: r"él=pvzOOFS3*—'%{E"® Key:

Counter: 38 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: A'[l?<e,alppll*%éxcg
Ciphertext: Al[I?<e,allppll?%éacyg Key:

Counter: 39 Offset: 12 Plaintext: UEXQI+N[[INY«é3
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ENCRYPTION 40

Counter:

DECRYPTION 40

40

DefaultCipherKey

ENCRYPTION 41

Counter: 41
DECRYPTION 41
DefaultCipherKey

ENCRYPTION 42

Counter:

DECRYPTION 42

42

DefaultCipherKey

ENCRYPTION 43

Counter:

DECRYPTION 43

43

DefaultCipherKey

ENCRYPTION 44

Counter:

DECRYPTION 44

44

DefaultCipherKey

ENCRYPTION 45

Counter:

45

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: AllZ<e,allppll2%éacy
Ciphertext: AlllZ<e,alppll2%éxcy Key:

Counter: 40 Offset: 12 Plaintext: @,“[%EgOLCP Laql

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 12 Ciphertext: ¥l s°p?1°:- R-A&fydX
Ciphertext: ¥ s°p?[1°:- R-A&fydX Key:
Counter: 41 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: 2{0<}§]]alétc10z-6+
Ciphertext: 2{0<}§]]aletc10z-6+ Key:

Counter: 42 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: gQl; (?2+Y Ylz-« NCI?H
Ciphertext: gQls (?2+Y Ylz-« NCI?H Key:

Counter: 43 Offset: 12 Plaintext: I,c9-,0aK-N¥UUAK

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: gQBa(?+Y Ylz-« NCI?H
Ciphertext: gQB4(?2+Y Ylz-« NCI?H Key:

Counter: 44 Offset: 12 Plaintext: #[08R?[g}é6UIA&?Db|*

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 123 Ciphertext: %j, 2Ef207Y ¥00?253? 1
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DECRYPTION 45

DefaultCipherKey

ENCRYPTION 46
Counter: 46
DECRYPTION 46

DefaultCipherKey

ENCRYPTION 47
Counter: 47
DECRYPTION 47

DefaultCipherKey

ENCRYPTION 48
Counter: 48
DECRYPTION 48

DefaultCipherKey

ENCRYPTION 49
Counter: 49
DECRYPTION 49

DefaultCipherKey

ENCRYPTION 50
Counter: 50
DECRYPTION 50

DefaultCipherKey

Ciphertext: %3j,2EJ207Y ¥002532 9 Key:

Counter: 45 Offset: 12 Plaintext: @LF*al ”"+]r~10L

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: ,]$I+2¢21i0003200%j0h
Ciphertext: ,1$I+2¢21J13200%jh Key:

B

Counter: 46 Offset: 12 Plaintext: $-U4!0M30AZYY-}I

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: AG[&8?2'Y,aq00x?j1td1!
Ciphertext: AQG[&4?'Y,a9x?jltol] Key:

Counter: 47 Offset: 12 Plaintext: C&¢ll? yO-[1xUx®’ ¥

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: AG[&?2'Y,aq00x?j1td1!
Ciphertext: AG[&?'Y,a9x?jltol] Key:

Counter: 48 Offset: 12 Plaintext: 7&, 5N *idéclI2JA~?

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: [Jall)U<,Q[]-11j™e | D»ET
Ciphertext: [all)U<,Q[- ™ | D»E&T Key:

Counter: 49 Offset: 12 Plaintext: A uGe{7,AxBkg—xy

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: Uh)€l ' uA»> “A@\é]l?m
Ciphertext: Uh)€ll’"uA> “A@\é]l?m Key:

Counter: 50 Offset: 12 Plaintext: ;?00z[+SA;0]8°¢&
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ENCRYPTION 51
Counter: 51
DECRYPTION 51

DefaultCipherKey

ENCRYPTION 52
Counter: 52
DECRYPTION 52

DefaultCipherKey

ENCRYPTION 53
Counter: 53
DECRYPTION 53

DefaultCipherKey

ENCRYPTION 54
Counter: 54
DECRYPTION 54

DefaultCipherKey

ENCRYPTION 55
Counter: 55
DECRYPTION 55

DefaultCipherKey

ENCRYPTION 56
Counter: 56
DECRYPTION 56

DefaultCipherKey

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: T1?2<i'A0nZ5 (22«e*a
Ciphertext: T1?2<Ui*fAl0rZ5 (22«e*a Key:

Counter: 51 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: ,8z1+alU|@» —-YI®2-»v
Ciphertext: ,8z+a0|@» —YI®2-»v Key:

Counter: 52 Offset: 12 Plaintext: UP£kP"A!!{ 'iiZh

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: § [I¥&| >U”I>=A0i$ill6
Ciphertext: § [J¥&|>U”I>=A01itiil16 Key:

Counter: 53 Offset: 12 Plaintext: AxET +E#«<U E¥x3

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: § [me| >U”I>=A0it1ll6
Ciphertext: § [Im&|>U”I>=A01itiil16 Key:

Counter: 54 Offset: 12 Plaintext: /A2Q000Z?[ladnIl]7!

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: 1 ,DCZ>:? yaé’ .udic|
Ciphertext: 1 ,DCZ>:? yaé’ .4udic)| Key:

Counter: 55 Offset: 12 Plaintext: &)?0]9U2x""+XR‘1

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: ?? 2B0Q0&M.¥15.al»56°ul
Ciphertext: 27?7 2RQaeM.XM16.al»0°ui Key:

Counter: 56 Offset: 12 Plaintext: OriginalPlainTxt

92



ENCRYPTION 57

Counter:

DECRYPTION 57

57

DefaultCipherKey

ENCRYPTION 58

Counter:

DECRYPTION 58

58

DefaultCipherKey

ENCRYPTION 59

Counter:

DECRYPTION 59

59

DefaultCipherKey

ENCRYPTION 60

Counter:

DECRYPTION 60

60

DefaultCipherKey

ENCRYPTION 61

Counter:

DECRYPTION 61

61

DefaultCipherKey

ENCRYPTION 62

Counter:

62

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: I %AU|:20+Am¢abnid O
Ciphertext: I %AU|:20+Am¢abDnt0O O Key:

Counter: 57 Offset: 12 Plaintext: ‘«® s~ ,A-8>"°4

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: I %AU|:20+Am¢abnid O
Ciphertext: I %AU|:20+Am¢aDni0O O Key:

Counter: 58 Offset: 12 Plaintext: mAi *<[~b3i—iille[]

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: C%b"uXz0"Skfl)€h- >
Ciphertext: C%B"uxz0"Skfi)Eh-> Key:

Counter: 59 Offset: 12 Plaintext: 62/0r2*[1ésa00y-To6

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: 2C*>001@eU2 [1aillqellUI
Ciphertext: ?2C~>0[@eU2 [14illge UL Key:

Counter: 60 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: }20aj4rél) -0°5NEL«
Ciphertext: ~}20aj4rél)" -0°5NEL« Key:

Counter: 61 Offset: 12 Plaintext: #pJIO@IC-E0SSc”

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 123 Ciphertext: }20aj4rél) -0°5NEL«
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DECRYPTION 62

DefaultCipherKey

ENCRYPTION 63
Counter: 63
DECRYPTION 63

DefaultCipherKey

ENCRYPTION 64
Counter: 64
DECRYPTION 64

DefaultCipherKey

ENCRYPTION 65
Counter: 65
DECRYPTION 65

DefaultCipherKey

ENCRYPTION 66
Counter: 66
DECRYPTION 66

DefaultCipherKey

ENCRYPTION 67
Counter: 67
DECRYPTION 67

DefaultCipherKey

Ciphertext: ~}20aj4rél)" -L°5NEL« Key:

Counter: 62 Offset: 12 Plaintext: Su-.IIlz tCOO[é

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: H®VyllrbI[IU-AHz) *?1]
Ciphertext: H®VylrbU-AHz) *?1] Key:

Counter: 63 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: #K4]N—:*n-0%xJ®,%:s [
Ciphertext: 2zK4%]N—:*n-0%xJ®,4s™ [ Key:

Counter: 64 Offset: 12 Plaintext: DPAé-Y~f-€qgkll-MA-

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: 8+8Qw+sYp0?'x4GZ[1?]3%4
Ciphertext: 8+6Qw+sYp0?!'x4GZ[1?]34 Key:

Counter: 65 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: LOi{Xujr+Kfi;0, éE®IR—
Ciphertext: [JOi{Xujr+Kfis0, é&®IB~ Key:

Counter: 66 Offset: 12 Plaintext: /?w¥%N22Y;¥0D[Ix

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: 1 0C;|9IXE #h“tU|[-
Ciphertext: 1 0C;|JIXE #h“t0 |- Key:

Counter: 67 Offset: 12 Plaintext: ®$Uisn3/ce|IxOn
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ENCRYPTION 68
Counter: 68
DECRYPTION 68

DefaultCipherKey

ENCRYPTION 69
Counter: 69
DECRYPTION 69

DefaultCipherKey

ENCRYPTION 70
Counter: 70
DECRYPTION 70

DefaultCipherKey

ENCRYPTION 71
Counter: 71
DECRYPTION 71

DefaultCipherKey

ENCRYPTION 72
Counter: 72
DECRYPTION 72

DefaultCipherKey

ENCRYPTION 73
Counter: 73
DECRYPTION 73

DefaultCipherKey

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: OGHL>PwI§?281d3z02!
Ciphertext: OGAL>PwlIj?2803g0i2! Key:

Counter: 68 Offset: 12 Plaintext: gxW+CL, 6 =+&34]"'y"3

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: OGHL>PwIj?281d3z02!
Ciphertext: OGAL>PwlIj?28003g02! Key:

Counter: 69 Offset: 12 Plaintext: o\XZ-.."+|Wk%d0

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: ollIy OK&xAAOy6O (t11£
Ciphertext: olly OK&xAAOy60 (T11£ Key:

Counter: 70 Offset: 12 Plaintext: Y %+;C»,;]10fIhL

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: ."!,apSSRmU?—&o-3/1IL]
Ciphertext: ."!,apS3BmU?—&o-3/10] Key:

Counter: 71 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: T?k50]11:0L"ID.E?2&0Ce
Ciphertext: T?k50]1i:0L"ID.E?a0Ce Key:

Counter: 72 Offset: 12 Plaintext: fED|z-y¢NySeal)\

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: CM04 UT&71ANSO+G1IAMN{
Ciphertext: CHO&"UT4&j1A0SO+0iAT( Key:

Counter: 73 Offset: 12 Plaintext: ’0070“0yo=3, tc.."
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ENCRYPTION 74

Counter:

DECRYPTION 74

74

DefaultCipherKey

ENCRYPTION 75

Counter:

DECRYPTION 75

75

DefaultCipherKey

ENCRYPTION 76

Counter:

DECRYPTION 76

76

DefaultCipherKey

ENCRYPTION 77

Counter:

DECRYPTION 77

77

DefaultCipherKey

ENCRYPTION 78

Counter:

DECRYPTION 78

78

DefaultCipherKey

ENCRYPTION 79

Counter:

79

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: CH0a UT&71A0SO+G1AN{
Ciphertext: CHO&"UT4&j1A0SO+0iAN( Key:

Counter: 74 Offset: 12 Plaintext: &®Y3-z)! (? [lpg

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: 7UE3xIN1®uA+-{~u§?2al
Ciphertext: 70UE3xINl1®uA+-{~u$2al Key:

Counter: 75 Offset: 12 Plaintext: @)q;%UGQe MAdLla

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: 3IPAiijVAKI&"&6J°-n+A
Ciphertext: *IPAUjVAKI®"&6J°-n+A Key:

Counter: 76 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: ‘EDUBPIAY[IWA JFfI57S
Ciphertext: ‘EDUPIAY[IUA JFfI57S Key:

Counter: 77 Offset: 12 Plaintext: w9lEp?'¢!@IB (

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: #B0210+- SN (~{?2 0t?
Ciphertext: #p0210%- ;SN ({2 0t? Key:

Counter: 78 Offset: 12 Plaintext: AEGAOIA(-1?-Wf20

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 123 Ciphertext: #BO+10+- SN (~{?2 0t?
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DECRYPTION 79

DefaultCipherKey

ENCRYPTION 80
Counter: 80
DECRYPTION 80

DefaultCipherKey

ENCRYPTION 81
Counter: 81
DECRYPTION 81

DefaultCipherKey

ENCRYPTION 82
Counter: 82
DECRYPTION 82

DefaultCipherKey

ENCRYPTION 83
Counter: 83
DECRYPTION 83

DefaultCipherKey

ENCRYPTION 84
Counter: 84
DECRYPTION 84

DefaultCipherKey

Ciphertext: #ROx10+: ;SN ({2 0t? Key:

Counter: 79 Offset: 12 Plaintext: A2/il1?U48€ayl);B

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: £V?-iS*{illm mx©350V
Ciphertext: £V?-iS*ilm mIx©330V Key:

Counter: 80 Offset: 12 Plaintext: 7%AS{FiNg“3U&&0

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: 'Aludll-mWdl] AP+JIZAH"
Ciphertext: 'Aludll-mWal] AP+JIZAS" Key:

Counter: 81 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: $%$3Mzjo,cl (ull,A5~ilAe
Ciphertext: %3Uzjo,cl (ul,A5"i0A€ Key:

Counter: 82 Offset: 12 Plaintext: fa)»a?—hcEe”)xXA

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: $30yjo,cl (ull,A5~ilAe
Ciphertext: %30yjo,cl (ul,A5~i0A€ Key:

Counter: 83 Offset: 12 Plaintext: ’squi°-0OYDACP™O!

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: A=«?84-<R9Y? 1002~ JU
Ciphertext: A=«?84-<ROY? illJ?~JU Key:

Counter: 84 Offset: 12 Plaintext: 70ED el ME@- OLI
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ENCRYPTION 85
Counter: 85
DECRYPTION 85

DefaultCipherKey

ENCRYPTION 86
Counter: 86
DECRYPTION 86

DefaultCipherKey

ENCRYPTION 87
Counter: 87
DECRYPTION 87

DefaultCipherKey

ENCRYPTION 88
Counter: 88
DECRYPTION 88

DefaultCipherKey

ENCRYPTION 89
Counter: 89
DECRYPTION 89

DefaultCipherKey

ENCRYPTION 90
Counter: 90
DECRYPTION 90

DefaultCipherKey

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: A=«—84-<R9Y? 1002~ JU
Ciphertext: A=«—84-<ROY? illJ?~JU Key:

Counter: 85 Offset: 12 Plaintext: gnjl”FJGvDUr-[~

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: UVE,”SY¥AA u™y£B:3An
Ciphertext: UOVE,”S¥AA u™yLh:3An Key:

Counter: 86 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: VJI<JO-°""“A°,ekiNtz-0
Ciphertext: VJ<J[1-°""“A°,celiiNis—[] Key:

Counter: 87 Offset: 12 Plaintext: ¢[f0|««]|Z0 ¢!N

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: VJ<-0-°""“A°,ek4iNtz-0
Ciphertext: VJ<-[-°""“A°, cetsiNts-[] Key:

Counter: 88 Offset: 12 Plaintext: ZeG12™IEib-[]-0"

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: -"cPbtal?0p:00a00;4,
Ciphertext: -"cPbtaI?0p:00a00;4, Key:

Counter: 89 Offset: 12 Plaintext: [JR5yell0¢i, i*2716

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: 6k LIl +3ouul*fp?a
Ciphertext: 6lk IO +30ounl*fpra Key:

Counter: 90 Offset: 12 Plaintext: OriginalPlainTxt
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ENCRYPTION 91

Counter:

DECRYPTION 91

91

DefaultCipherKey

ENCRYPTION 92

Counter:

DECRYPTION 92

92

DefaultCipherKey

ENCRYPTION 93

Counter: 93
DECRYPTION 93
DefaultCipherKey

ENCRYPTION 94

Counter:

DECRYPTION 94

94

DefaultCipherKey

ENCRYPTION 95

Counter:

DECRYPTION 95

95

DefaultCipherKey

ENCRYPTION 96

Counter:

96

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: fU%TI £FA"EZ-42{0ER?
Ciphertext: fu3TI £FA EQ-42{0ER? Key:

Counter: 91 Offset: 12 Plaintext: [-E5t¥WoE OwK, PON

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: UEJALII?8 sgMZ-bN-2; 7
Ciphertext: UEJAlI1?8 sgMZ-bN-2; 7 Key:

Counter: 92 Offset: 12 Plaintext: f<COS§>-09+"?XzZé

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 123 Ciphertext: UUXPLUBA¢1s\ nk?’ E) t
Ciphertext: UUXPLUBPA¢1s\ nkE?’'E) t Key:
Counter: 93 Offset: 12 Plaintext: ..AA"<,[10&9’ {eH[]

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: -W4)a<g<,G .0eOUIillU
Ciphertext: -W4)a<g<,G .0e0UIilU Key:

Counter: 94 Offset: 12 Plaintext: sI}GUE2q'UE0+A0

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: -Wa*a<g<,G .0e0UIilU
Ciphertext: -Wa*a<g<,G .0e0UIilU Key:

Counter: 95 Offset: 12 Plaintext: e« %I[?—!¢n2716&

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 123 Ciphertext: &Cr0°I6AR2 dAxn[Psyll50

99



DECRYPTION 96 Ciphertext: &Cr0°l6AR2 dAn[kiy[l50 Key:

DefaultCipherKey Counter: 96 Offset: 12 Plaintext: zI-?8Z-1wlE+*EY

ENCRYPTION 97 Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Counter: 97 Offset: 124 Ciphertext: ?=%X148p;lp,?nllA’ YA

DECRYPTION 97 Ciphertext: ?=%xX148p;lp,?n A’ YA
Key: DefaultCipherKey Counter: 97 Offset: 12

Plaintext:=lg/0Obx] U%YL8) E

ENCRYPTION 98 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 98 Offset: 12 Ciphertext: U| ®“ |ffAKI@DP!UVLSL
DECRYPTION 98 Ciphertext: U| ®“ |#fAKIED!UVISi Key:

DefaultCipherKey Counter: 98 Offset: 12 Plaintext: OriginalPlainTxt

ENCRYPTION 99 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 99 Offset: 12 Ciphertext: {Pi%4h”Ez?JACONQIA&
DECRYPTION 99 Ciphertext: {Pi%4h”Eg?[JACONQI A Key:

DefaultCipherKey Counter: 99 Offset: 12 Plaintext: OriginalPlainTxt

ENCRYPTION 100 Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Counter: 100 Offset: 12 Ciphertext: »m~al+gEll-6XIpziiéac
DECRYPTION 100 Ciphertext: >m~altgEl-6XIpziiéac Key:
DefaultCipherKey Counter: 100 Offset: 12 Plaintext:
OriginalPlainTxt

Cipher 1 was chosen 29 out of 100 iterations.

Cipher 1 was chosen at most 3 times in a row.
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Randomized Algorithm with Multiple Ciphers and Hash and Varying Key

Ran for 100 iterations with 3 decrypting ciphers

ENCRYPTION 1

Counter: 1

DECRYPTION 1

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: ®!JSAyilfUEN-E>[I—k

Ciphertext: ®!JSAyll1fUEN-E>LI—k

Key:&7IiCX8"%) ¢W~UN Counter: 1 Offset: 12 Plaintext:

2 1EM<hB%EPTI%C

ENCRYPTION 2
Counter: 2
DECRYPTION 2

DefaultCipherKey

ENCRYPTION 3
Counter: 3
DECRYPTION 3

H..4A0/Xe E%?bKlk

ENCRYPTION 4
Counter: 4
DECRYPTION 4

GAOAtNG; U OP~4..0

ENCRYPTION 5
Counter: 5
DECRYPTION 5

4}vGCGUMtER?Z ‘-1

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: AGzI3%'i gRUAESIA)
Ciphertext: AGzI%'i gRUAESIA) Key:

Counter: 2 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: C,FdAA.Agswkille[]™ [
Ciphertext: C,FdAA.AgswE34lle[17[ Key:

Counter: 3 Offset: 12 Plaintext: Ac¢,SjUvi~peltell®

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: C FAAA.AgswE3Je™[
Ciphertext: C,FdAA.AgswE34lle[17[ Key:

Counter: 4 Offset: 12 Plaintext: [I® .EmdD66% “fI

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: a0$L®I£ 2;0UALI6[2A
Ciphertext: a0$L®If 2;0UALI6[2A Key:

Counter: 5 Offset: 12 Plaintext: édkefim..tH/S!t0O°

101



ENCRYPTION 6 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 6 Offset: 124 Ciphertext: €jULIf?0?‘B*VrAll, x%.
DECRYPTION 6 Ciphertext: €jlLIq?1? ‘B*VrAll, x%.
Key:< IvabrESELf7ku.¥ Counter: 6 Offset: 12 Plaintext:

Ld€] ?%jIx12:0,,0?

ENCRYPTION 7 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 7 Offset: 12 Ciphertext: YaN3’sWy3!|+Wag°-y™M
DECRYPTION 7 Ciphertext: YuN2’&Wy3!+Was°-y™M Key:

DefaultCipherKey Counter: 7 Offset: 12 Plaintext: OriginalPlainTxt

ENCRYPTION 8 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 8 Offset: 124 Ciphertext: ;Gtri> &a3[1-0+SAbOT
DECRYPTION 8 Ciphertext: ;Gtri> &a3[~0+SAb[IOt Key:

VMU4G ¢z} D¥?C|N  Counter: 8 Offset: 12 Plaintext: azll;y”[i%Kkll&" (

ENCRYPTION 9 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 9 Offset: 124 Ciphertext: “I+yall Ysx1[]1" ¥il1¢: 5
DECRYPTION 9 Ciphertext: “Ityall sx 111" ¥il1¢: 5 Key:

é+EQ | oaF } JUUNEC Counter: 9 Offset: 12 Plaintext: J¥Uvxisy,LeIl0EE[

ENCRYPTION 10 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 10 Offset: 124 Ciphertext: —7«BK+&‘’ |14c¢Z3'° +¢
DECRYPTION 10 Ciphertext: —7«BK+té&‘’ |{#acZz3' +¢ Key:

<BE? Ox[bs¥3R!0'~ Counter: 10 Offset: 12 Plaintext: @iAM°cY " "ZnDI>6

ENCRYPTION 11 Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Counter: 11 Offset: 123 Ciphertext: —7 'BK+&‘’ |U4cZ3'° +¢
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DECRYPTION 11 Ciphertext: —7 BK+é&‘’ |{#acZz?' +¢ Key:

&~ (NiofaBKi §[6 Counter: 11 Offset: 12 Plaintext: /..4432z$&Bé» Ir=r

ENCRYPTION 12 Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Counter: 12 Offset: 123 Ciphertext: \"AJJtEWu+[G9ZI ®»[]
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DECRYPTION 12 Ciphertext: \ "AJtEWu=[G9zI ®»[]
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Key: 8kjAfe+BR°[xFTY] Counter: 12 Offset: 12 Plaintext:

NU9A18KJAN~&19x(]

ENCRYPTION 13
Counter: 13
DECRYPTION 13

afFJeKcUE: ¢cLI &} -

ENCRYPTION 14
Counter: 14
DECRYPTION 14

°[x346UEOhRU ! jpr

ENCRYPTION 15
Counter: 15
DECRYPTION 15

DefaultCipherKey

ENCRYPTION 16
Counter: 16
DECRYPTION 16

OYNSC/ f¥%yee [MaJ

ENCRYPTION 17
Counter: 17
DECRYPTION 17

DefaultCipherKey

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: E %[thfTébllz[1$—AD/€
Ciphertext: E“$[+hfTébl1z[1$—AD/€ Key:

Counter: 13 Offset: 12 Plaintext: prStZC2u¢ldln0ic

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: h¥08'aq}="uaM"~VU-tin7
Ciphertext: h¥08'aJ}="aM~~VU-tin7 Key:

Counter: 14 Offset: 12 Plaintext: $Se-[i/adl O6L[B

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: -CLyUY>!]#[+r[lv~E9kls
Ciphertext: -CUyUY>®]#Ufrv~E9ELs Key:

Counter: 15 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: E9&0%Aani,0e0It &0l; :A
Ciphertext: E9&0%ani,0e0i+ &0;:A Key:

Counter: 16 Offset: 12 Plaintext: mm,*!S&a-[¥0J0<J

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: %40mé6fAi"«y!s— Z6-Kllc
Ciphertext: %#0ro6fii"«yls— Z6-Klc Key:

Counter: 17 Offset: 12 Plaintext: OriginalPlainTxt
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ENCRYPTION 18
Counter: 18
DECRYPTION 18

n4E&itlvZ) p”r®

ENCRYPTION 19
Counter: 19
DECRYPTION 19

[legHEe 7NaxHWG1

ENCRYPTION 20
Counter: 20
DECRYPTION 20

"AQL:A~nagllzrfs

ENCRYPTION 21
Counter: 21
DECRYPTION 21

D' >°Adocet) pOrin-

ENCRYPTION 22
Counter: 22
DECRYPTION 22

DefaultCipherKey

ENCRYPTION 23
Counter: 23
DECRYPTION 23

DefaultCipherKey

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: [I],0E‘Yq\6}>", K S®210
Ciphertext: [,0E‘Yg\6}>",  S®21 Key:

Counter: 18 Offset: 12 Plaintext: €$U0ysiazooli+M]

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: [I{oE‘¥Yq\6}>", 6 S®210
Ciphertext: [JfoE‘Yg\6}>",  S®21 Key:

Counter: 19 Offset: 12 Plaintext: yBUEQ:; $pxNgx"-m

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: \tl?[l" >E{ (eR*=Z?[Ap
Ciphertext: \tU?0" >E{ (eR*=z?[Ap Key:

Counter: 20 Offset: 12 Plaintext: E"i ~plia+fc%80

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: "[{—mY0E¢R1zZ+@3—[]?
Ciphertext: "UJ—mY0E¢R1zZ+@3- [? Key:

Counter: 21 Offset: 12 Plaintext: ,“Af JaFo6xS“6 AJ

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: QyY¥,-##UaqlA00«, \GAc
Ciphertext: QyY¥,-##UaqlAl«, \tGAc Key:

Counter: 22 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: ?buAba+F?AaJallS#;7
Ciphertext: ?buAba+F?0Aa%allS#;7 Key:

Counter: 23 Offset: 12 Plaintext: OriginalPlainTxt
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ENCRYPTION 24

Counter:

DECRYPTION 24

24

)8D;&12YECbi, z[

ENCRYPTION 25

Counter:

DECRYPTION 25

25

a»enr?fNénj--vyf-

ENCRYPTION 26

Counter:

DECRYPTION 26

26

?FD t&[J8:ESH7u®

ENCRYPTION 27

Counter:

DECRYPTION 27

27

DefaultCipherKey

ENCRYPTION 28

Counter:

DECRYPTION 28

28

&é%bs; 20— ! am0o Skl

ENCRYPTION 29

Counter:

29

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: !'[3 n@lll.;3*BORMiKLA
Ciphertext: ! n@l.;3*RORMKIA Key:

Counter: 24 Offset: 12 Plaintext: DIx!°/»EalljE-i@

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: !'[3/n@l.;3*BORMiKLA
Ciphertext: !0&/n@ll.;3*RORMKIA Key:

Counter: 25 Offset: 12 Plaintext: NBfvé*»aallNE¢~[Z

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: ~0401'gt88!ECktr()”;d
Ciphertext: ~0401'g#88!ECktrll”;d Key:

Counter: 26 Offset: 12 Plaintext: ! [I-[BEz,o«< 20!

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: -S[Ea?’ »>l?,Jgz7a'?2\
Ciphertext: -SlEa?’ »0?,Jgz7a'?2\ Key:

Counter: 27 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: :?PAuQX-xXC© [d DTO
Ciphertext: :?PAuUQX-X[© [d DTO  Key:

Counter: 28 Offset: 12 Plaintext: IMoBi>"u>eN&;I,B

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 123 Ciphertext: :?PAuQX-X[© [d DTO
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DECRYPTION 29

g€ulloaAx..nILyxcU

ENCRYPTION 30

Counter:

DECRYPTION 30

048N € t34IE

ENCRYPTION 31

Counter:

DECRYPTION 31

30

31

F[+EZ{ygbeyri-Eoe

ENCRYPTION 32

Counter:

DECRYPTION 32

" :20

ENCRYPTION 33

Counter:

DECRYPTION 33

culdls”eeqit...

ENCRYPTION 34

Counter:

DECRYPTION 34

32

33

34

DefaultCipherKey

Ciphertext: :?PAuQX-XL© [d DTO  Key:

Counter: 29 Offset: 12 Plaintext: 0&$ Ip+4tE® O“

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 124 Ciphertext: ONcI?’a&>xhugHazB®uze”

Ciphertext: ONcI?’a&>xhugHazB®uae” Key: ;x-

Counter: 30 Offset: 12 Plaintext: I-™ai?GjH:'ku?“E
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: ¢ 2G~2@jyfie- u 2! "

Ciphertext: [¢ 7G~2@3yf¥e. .1 Z!" Key:

Counter: 31 Offset: 12 Plaintext: ykl3Mw S$oc) ?E..5%

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 124 Ciphertext: Ya|ébls L¥[1;10}$P&Y!2

Ciphertext: Ya!ébis %s¥[J;10}$P&Y!2 Key: 8[pl@A EE

Counter: 32 Offset: 12 Plaintext: Z) (3xSEOLORZO; &

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 124 Ciphertext: ”cf8U0;00ziil1?§?dp>"-

Ciphertext: ”“cf80:060z11282dp>"— Key:

Counter: 33 Offset: 12 Plaintext: RNIC\} Dz\OUl+-E
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: p[AG?+B“i0SUsee™y®
Ciphertext: p[AU?+B“i0SUsl&e™Y"° Key:

Counter: 34 Offset: 12 Plaintext: OriginalPlainTxt
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ENCRYPTION 35

Counter:

DECRYPTION 35

35

ar3™Ets,\[1/001P@

ENCRYPTION 36

Counter:

DECRYPTION 36

36

©lp?s;YlIIf94él1ad

ENCRYPTION 37
Counter: 37
DECRYPTION 37
DefaultCipherKey
ENCRYPTION 38
Counter: 38
DECRYPTION 38
r"82FEEYBy*A¢>"SE
ENCRYPTION 39
Counter: 39

DECRYPTION 39

RIPUIT'FOYOP>

ENCRYPTION 40
Counter:

DECRYPTION 40

40

E%Uie%s, (e 1A—0 3

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: 1TO}; " TIY!illllkyl;LO
Ciphertext: iTO!; "TIY!ilJUlkyll;O Key:

Counter: 35 Offset: 12 Plaintext: plBGé<[1$° [INjog
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: ?*itpoiill”*t05alk -
Ciphertext: ?*ifpoiil)”=#t05alk - Key:

Counter: 36 Offset: 12 Plaintext: x+[bp &+I%¢k*A’1
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: z["aNAg?YBéy IxHLISO
Ciphertext: z[1"aNA@?YBéy InHISO] Key:

Counter: 37 Offset: 12 Plaintext: OriginalPlainTxt
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: <«G?8WAd+48}Ep 20%
Ciphertext: <G?0WAd+a&}lEp \20% Key:

Counter: 38 Offset: 12 Plaintext: EJ“(I-0¢r 7i\DIod
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: A'[l?<e,alppll*%ézcg

Ciphertext: Al[I?<e,allppll?%éacyg Key:

Counter: 39 Offset: 12 Plaintext: id[f\ ;EB.”?za g

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 123 Ciphertext: A'[lZ<e,allppll®%éacy

Ciphertext: Al(Z<e,alppll2%éxcy Key:

Counter: 40 Offset: 12 Plaintext: HUNxOAS$OAOTUZ2A
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ENCRYPTION 41
Counter:
DECRYPTION 41

DefaultCipherKe

ENCRYPTION 42
Counter:
DECRYPTION 42

DefaultCipherKe

ENCRYPTION 43
Counter:
DECRYPTION 43

eMac¢vyU™=[N, T?

ENCRYPTION 44
Counter:
DECRYPTION 44

A+Y00™ 3416 0\ 10

ENCRYPTION 45
Counter:
DECRYPTION 45

OzOCh0s KIat) O»

ENCRYPTION 46

Counter:

41

Yy

42

Yy

43

44

45

(0]

46

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 12 Ciphertext: [ s°p?1°:- R-A&fydX
Ciphertext: ¥ s°p?[1°:- R-AefydX Key:
Counter: 41 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: 2{0<}§]]alétc10z-6+
Ciphertext: 2{0<}§]]aletc10z-6+ Key:

Counter: 42 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

16008 &

o\

Offset: 123 Ciphertext: E)]¥dUCA-UE?

o\

Ciphertext: E)]¥&80CA-DE?%16003s Key:

Counter: 43 Offset: 12 Plaintext: ‘&80yZH:;1?12BsZ} |

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: %Jj,pEf207Y ¥00253? 1
Ciphertext: %3j,nEf207Y ¥002532 9 Key:

Counter: 44 Offset: 12 Plaintext: ~&2™é&”i [LJOEx-QLIL

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: %j, 2Ef207Y ¥00253? 1
Ciphertext: %3j,2EJ207Y ¥002532 9 Key:

Counter: 45 Offset: 12 Plaintext: |/38D2Q@dOA6cPz’]

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 123 Ciphertext: [ ]$I+2¢2i003200%0h
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DECRYPTION 46

Ciphertext: ,]1S$I+?2¢2i003200%30h Key: 20%3-

?ifYA ‘Hg® Counter: 46 Offset: 12 Plaintext: CAsmafal, :4[LF-

ENCRYPTION 47
Counter: 47
DECRYPTION 47

“@AQLlgA4Uk#ED

ENCRYPTION 48
Counter: 48
DECRYPTION 48

Ji°,+[Be$UD -0?°

ENCRYPTION 49
Counter: 49
DECRYPTION 49

DefaultCipherKey

ENCRYPTION 50
Counter: 50
DECRYPTION 50

S+;»/1Tg+J0i6 [p

ENCRYPTION 51
Counter: 51
DECRYPTION 51

DefaultCipherKey

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: AG[&4?'Y,aMx?jltsi|
Ciphertext: AG[4?'Y,aq0x?j1tol! Key:

Counter: 47 Offset: 12 Plaintext: Y®2[AEs&..D2»0UU™

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: AG[&?'Y,aMx?jltsi|
Ciphertext: AG[&?'Y,aq0x?j1tol! Key:

Counter: 48 Offset: 12 Plaintext: -$-nu2¥ g®gllfull

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: éav<¥wd6fi°GsPATE 0f4
Ciphertext: é&av< ¥%86f°GsPATE (f4 Key:

Counter: 49 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: [09EJ.:daS1?2Si+Ell&ce
Ciphertext: [O9EJ. :daS?SUi+ED4e Key:

Counter: 50 Offset: 12 Plaintext: {I—¢f, K *5%!00az00

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: T1?2<[i'A0OnZ5 (22«e*a
Ciphertext: T1?2<0i*fA00=RZ5 (22«e*a Key:

Counter: 51 Offset: 12 Plaintext: OriginalPlainTxt
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ENCRYPTION 52
Counter: 52
DECRYPTION 52

(%! 1aé18E{,0Z-5

ENCRYPTION 53
Counter: 53
DECRYPTION 53

DefaultCipherKey

ENCRYPTION 54
Counter: 54
DECRYPTION 54

E-EN~OM 7000019

ENCRYPTION 55
Counter: 55
DECRYPTION 55

DefaultCipherKey

ENCRYPTION 56
Counter: 56
DECRYPTION 56

DefaultCipherKey

ENCRYPTION 57
Counter: 57
DECRYPTION 57

1)aull?,g+A 1 aei”

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: ,8z1+alU|@» —-YI®2-»v
Ciphertext: ,8z[1+a0|@» —YI®2-»v Key:

Counter: 52 Offset: 12 Plaintext: OA[] x[J¥Ns¥¢?]?

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: 5allDé]|jn 1iD>~.o»0Y
Ciphertext: 5ulJDé|j= 1iP>~.0»0Y Key:

Counter: 53 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: § [meé| >U”I>=A0it1ll6
Ciphertext: § [Im&|>U”I>=A01til16 Key:

Counter: 54 Offset: 12 Plaintext: CDUJ,6 8S;A4ally:éElp

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: 30;GilkdcEa™ p?~bl|L]
Ciphertext: 320;GilkdcEa™ p?7bl|l Key:

Counter: 55 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: ?? 2B0Q0&M.¥15.al»56°ul
Ciphertext: 27?7 2RQaeM.XM 16.al»0°ui Key:

Counter: 56 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: y:z?6ziiyV? 0ah;j5 wO»
Ciphertext: y:z?6aliyV? 0OalA;5 wO» Key:

Counter: 57 Offset: 12 Plaintext: [UOp’ éml-5iSp}a
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ENCRYPTION 58 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 58 Offset: 123 Ciphertext: I %AU|:20+Am¢aDniO O
DECRYPTION 58 Ciphertext: I %AU|:20+Am¢abDnt0 O Key:

"&Bellb<]S "®z"0 Counter: 58 Offset: 12 Plaintext: i¢A3AHégll«-[IS\x

ENCRYPTION 59 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 59 Offset: 12 Ciphertext: [, voAlly+ UU«J~—d=+
DECRYPTION 59 Ciphertext: [, voAlly+ UU«J~—d=+ Key:

DefaultCipherKey Counter: 59 Offset: 12 Plaintext: OriginalPlainTxt

ENCRYPTION 60 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 60 Offset: 12 Ciphertext: 2C*>00@geU2 [14illge UL
DECRYPTION 60 Ciphertext: ?2C~>0[@eU2 [14illge U Key:

DefaultCipherKey Counter: 60 Offset: 12 Plaintext: OriginalPlainTxt

ENCRYPTION 61 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 61 Offset: 123 Ciphertext: 09nIPOL°EA-"YgA¥N
DECRYPTION 61 Ciphertext: O09n[IBOLI°PEAIII-"YgA¥N Key:

$?21a3E07u0%,lgl10 Counter: 61 Offset: 12 Plaintext: EA;A—2POlInl]l|6Us>

ENCRYPTION 62 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 62 Offset: 124 Ciphertext: °90byatllY-zD;AH| Ul
DECRYPTION 62 Ciphertext: °90byatllY-zD;AH| Ul Key:

E%<, tpdTUINS&MI Counter: 62 Offset: 12 Plaintext: [JEAA&ER;-&x3Ij?€

ENCRYPTION 63 Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Counter: 63 Offset: 124 Ciphertext: zK4M\N—:*pn-0%xJ®,%4s™ [
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DECRYPTION 63

HO®VGA..$, CE¥E OF

ENCRYPTION 64
Counter: 64
DECRYPTION 64

OrQ¥Yr™, IAM“5E " 9R

ENCRYPTION 65
Counter: 65
DECRYPTION 65

8+0@al\ 2%¥FY10J

ENCRYPTION 66
Counter: 66
DECRYPTION 66

DefaultCipherKey

ENCRYPTION 67
Counter: 67
DECRYPTION 67

+|..¥QRESO«EUz~

ENCRYPTION 68
Counter: 68
DECRYPTION 68

UE30%~x=U0Unwpl

Ciphertext: 2zKY%\N—:*n-0%xJ®,4s™ [ Key:

Counter: 63 Offset: 12 Plaintext: $®JRZ™’ 10g[l~ttE@

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: ?2A”00[-0y [1'NL“J«EU
Ciphertext: ?2A7000-Gy *NI“O«EU Key:

Counter: 64 Offset: 12 Plaintext: [M‘}e?»t"j vaarh

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: |LAI3?G" *[JeYHALue&>[]
Ciphertext: |LAIJ3?GH" *[eYHALueé>[] Key:

Counter: 65 Offset: 12 Plaintext: 2hGevvA&>8niicAER

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: &iEn0Q[ &1:pb5|¥2?E
Ciphertext: &iEIm0Q["&l:pb5]|Y2°?E Key:

Counter: 66 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: LOixXujr+Kfi;0, éE®IR—
Ciphertext: HOixXujr+KiigO, é&®IB— Key:

Counter: 67 Offset: 12 Plaintext: k?Pcd >blwkAllI-1¢

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: OGH[>PwlI§?281d3z02!
Ciphertext: OGAL>PwlIj?28003g0i2! Key:

Counter: 68 Offset: 12 Plaintext: [JRAANBe«SQUL;YE?
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ENCRYPTION 69
Counter: 69
DECRYPTION 69

40118 1ud1U0Sm”iMt

ENCRYPTION 70
Counter: 70
DECRYPTION 70

DefaultCipherKey

ENCRYPTION 71
Counter: 71
DECRYPTION 71

CUTADTAd] >2«vM[d

ENCRYPTION 72
Counter: 72
DECRYPTION 72

DefaultCipherKey

ENCRYPTION 73
Counter: 73
DECRYPTION 73

DefaultCipherKey

ENCRYPTION 74
Counter: 74
DECRYPTION 74

T, <0Ya°®°®1, »x[JAbx

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: OGHL>PwIj?281d3z02!
Ciphertext: OGAL>PwlIj?2803g0i2! Key:

Counter: 69 Offset: 12 Plaintext: dR#>-NOEUL0yYLA

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: ;Z;:tBk7-;OI0K"?f1-0P
Ciphertext: ;Z; :tB¥%7-;0OI0K"?7i-GP Key:

Counter: 70 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: ollIp OK&xAAOy6O (t11£
Ciphertext: olip OK6xAAOy60 (T11£ Key:

Counter: 71 Offset: 12 Plaintext: bYl|:Ka?vU°e?

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: ?CHIAYZ0R<° [ & !%[M
Ciphertext: ?Cl|AYZOR<® [I0&|%[M Key:

Counter: 72 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: xy04~¥T4Yaz743™e[ITQY
Ciphertext: xyO4~ ¥T4Y4p743™e[ITQY Key:

Counter: 73 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: O%v« B&2,G.0w" >, °Opl]
Ciphertext: O%v« B&2,G.0w’ >, °OplJ Key:

Counter: 74 Offset: 12 Plaintext: »il"MISIIIEYgRnau
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ENCRYPTION 75
Counter: 75
DECRYPTION 75

av:[N9an<c?@tbt0

ENCRYPTION 76
Counter: 76
DECRYPTION 76

3qD%e[InC"N" | &E9 |

ENCRYPTION 77
Counter: 77
DECRYPTION 77

®A+A0VEIgx[111°,

ENCRYPTION 78
Counter: 78
DECRYPTION 78

DefaultCipherKey

ENCRYPTION 79
Counter: 79
DECRYPTION 79

-Ypd4 u\~00 (1UsUE

ENCRYPTION 80

Counter: 80

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: 0%v™ B&2,G.0w >, °Opl
Ciphertext: 0O%v™ B&2,G.0w’ >, °OplJ Key:

Counter: 75 Offset: 12 Plaintext: F4 y,C-x?6l+15,,

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: ‘EDPBPIAY[IWA JFfI5TS
Ciphertext: ‘EDDPBIAY[IUA JFI5TS Key:

Counter: 76 Offset: 12 Plaintext: ?Bb->30%A001 7>ZJ

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: ]p}U0Osya*.wvlC Clh¢
Ciphertext: ]p}U0sya*.vlC~Clhg Key:

Counter: 77 Offset: 12 Plaintext: HOC28g2 8L 4

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: YQRIII?E CqfY8¢I®E?-S
Ciphertext: YQRI[I?E Cqf¥8¢I®a?-S Key:

Counter: 78 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: #BO+10+- SN (~{2 0t?
Ciphertext: #ROx10%: ;SN ({2 0t? Key:

Counter: 79 Offset: 12 Plaintext: 0GI® O +0£R-0'

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 124 Ciphertext: OW?0R< Ha“WplOORFpAoN
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DECRYPTION 80

wO GOI*@

ENCRYPTION 81
Counter: 81
DECRYPTION 81

DefaultCipherKey

ENCRYPTION 82
Counter: 82
DECRYPTION 82

DefaultCipherKey

ENCRYPTION 83
Counter: 83
DECRYPTION 83

DefaultCipherKey

ENCRYPTION 84
Counter: 84
DECRYPTION 84

DefaultCipherKey

ENCRYPTION 85
Counter: 85
DECRYPTION 85

&[eS>~nda0lyak

Ciphertext: UW?UR< Ja“WplURFpAoN Key: EESAD

Counter: 80 Offset: 12 Plaintext: 51'6Q26°.D-?[E r

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: 'Aludll-mWdll AP+JIZAH"
Ciphertext: 'Aludll-mWal] AP+JIZAS" Key:

Counter: 81 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: :f'“uiiéQDﬁUDﬁ(%?EEi
Ciphertext: :f'“u_ ;S¢bulb- (}%2zb1 Key:

Counter: 82 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: 6t P4 |EQUHUnsO?7AE"
Ciphertext: &6t PY |EQUHUnsO?7AE" Key:

Counter: 83 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: *%pOebxIbe0-Xvils Mpf
Ciphertext: *¥%pOebxIPe0-XvWs Mpf Key:

Counter: 84 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: A=«—84-<R9Y? 1002~ JU
Ciphertext: A=«—84-<R9Y? illJ?~JU Key:

Counter: 85 Offset: 12 Plaintext: 2cWC?*iA4»4OQRUCQOX
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ENCRYPTION 86
Counter: 86

DECRYPTION 86

DefaultCipherKey

ENCRYPTION 87
Counter: 87
DECRYPTION 87
DefaultCipherKey
ENCRYPTION 88
Counter: 88

DECRYPTION 88

AT ITellsq, T'Wi-——

ENCRYPTION 89
Counter: 89

DECRYPTION 89

416499 >LillontJ

ENCRYPTION 90
Counter: 90

DECRYPTION 90

DefaultCipherKey

ENCRYPTION 91
Counter: 91

DECRYPTION 91

Qi3nallAu™.Iféz..

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: UVE,”SYAf u™yL£B:3An
Ciphertext: UOVE,”S¥AA u™yLl:3An Key:

Counter: 86 Offset: 12 Plaintext: OriginalPlainTxt
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: EZ!&.BS6IA="D] 40ab
Ciphertext: EZ!&.BS6IA="D] 30ab Key:

Counter: 87 Offset: 12 Plaintext: OriginalPlainTxt
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: VJI<-[-°""“A°, celsiNts-[]

Ciphertext: VJ<-[-°""“A°, cetsiNts-[]

Key:

Counter: 88 Offset: 12 Plaintext: iWO[I3I2A[8*[IF“3u
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: -"cPbtal?0p:00a0Ll;4,
Ciphertext: -"cPbtaI?0p:00a00;4, Key:

Counter: 89 Offset: 12 Plaintext: US*yEA¥Ulé6'I?[B?
Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: 6k LIl +3ouul*fpra
Ciphertext: 6lk IO +3ounl*fpra Key:

Counter: 90 Offset: 12 Plaintext: OriginalPlainTxt
Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 124 Ciphertext: UELIALILI?8
Ciphertext: UEJAL?8 sgMZ-bN-2; 7
91 Offset: 12

Counter: Plaintext
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ENCRYPTION 92
Counter: 92
DECRYPTION 92

E?\prla-@yILZ-Ep

ENCRYPTION 93
Counter: 93
DECRYPTION 93

DefaultCipherKey

ENCRYPTION 94
Counter: 94
DECRYPTION 94

P¥\JUi;7|%&ivrAu

ENCRYPTION 95
Counter: 95
DECRYPTION 95

F®T ,RtE1'ESErcly

ENCRYPTION 96
Counter: 96
DECRYPTION 96

DefaultCipherKey

ENCRYPTION 97

Counter: 97

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: UEJALII?8 sgMZ-bN-2; 7
Ciphertext: UEJAl1?8 sgMZ-bN-2; 7 Key:

Counter: 92 Offset: 12 Plaintext: NI-0rm8V»>*q0‘PAJM

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: '¥E?hy+o6Ll>1'60[R7E
Ciphertext: '¥E?hy+o6Ll>0' 604 7E Key:

Counter: 93 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 124 Ciphertext: -W4)a<g<,G .0eOUIilU
Ciphertext: -W4)a<g<,G .0e0UIilU Key:

Counter: 94 Offset: 12 Plaintext: B-U"$L«b-UgUL] +

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 123 Ciphertext: -Wa*a<g<,G .0eOUIillU
Ciphertext: -Wa*a<g<,G .0eOUIilU Key:

Counter: 95 Offset: 12 Plaintext: AU&AGLEeMF U|SA/

Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Offset: 12 Ciphertext: BQ#0??¥AY}bbz&[pP]!
Ciphertext: BQ#0??¥AY}bbz&élluP] | Key:

Counter: 96 Offset: 12 Plaintext: OriginalPlainTxt

Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Offset: 124 Ciphertext: ?=%XI148p;Up,?nlJA’ YA
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DECRYPTION 97 Ciphertext: ?=%X148p;Up,?nlA’ YA
Key: [!°?2<aNs—%lw<[I6A Counter: 97 Offset: 12 Plaintext:

H6%ull) ] iRy~ ,&CC°=

ENCRYPTION 98 Plaintext: OriginalPlainTxt Key: DefaultCipherKey

Counter: 98 Offset: 123 Ciphertext: ?=%YI48p;Ub,?nlJA’ YA

DECRYPTION 98 Ciphertext: ?=%YIa8p;Up,?nl A’ YA
Key: U| I10PSSmAIlr -« Counter: 98 Offset: 12 Plaintext:

iai,0s j@i™! /<[]

ENCRYPTION 99 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 99 Offset: 12 Ciphertext: {Pi%4h”Eg?JACONQAA
DECRYPTION 99 Ciphertext: {Pi%4h”Eg?[JACONQI A Key:

DefaultCipherKey Counter: 99 Offset: 12 Plaintext: OriginalPlainTxt

ENCRYPTION 100 Plaintext: OriginalPlainTxt Key: DefaultCipherKey
Counter: 100 Offset: 124 Ciphertext: ,Cz cYU£StEIAMIAY?0

DECRYPTION 100 Ciphertext: ,CZ cY£StAIAMIAY 2] Key:

sm~fiumis -’ £1¢s? Counter: 100 Offset: 12 Plaintext:

dAy/€e~80) A#qUa

Cipher 1 was chosen 33 out of 100 iterations.

Cipher 1 was chosen at most 4 times in a row.
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