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When fires get into the forest canopy, they are much harder to fight. Wicking occurs when
understory fire travels up the mid-story vegetation and sets the taller trees on fire. This
is called a fuel ladder that leads to a crown fire that burns the canopy layer, and is very
difficult to fight (National Park Service, 2017; US Forest Service, n.d.a.). Drought conditions
weaken trees, making them more susceptible to bark beetle infestation and damage. After
California’s last severe drought, many more mature trees died or became weakened and
were infested with bark beetle (CalFire, 2019). These dead trees throughout California’s
forests are too numerous for easy culling, so they stand as potential wicks for fire to travel
into the canopy (Cal Fire, 2019; US Forest Service, n.d.b.). In 2017, Cal Fire estimated that
there were 102 million dead trees in California’s forests (CalFire, 2019).

2.2 IPAWS AND WEA ALERTING SYSTEMS

In 2006 as part of the White House’s post-Katrina emergency management evaluation
(Townsend, 2006), Executive Order 13407 directed the Federal Emergency Management
Agency (FEMA) to create the Integrated Public Alerting and Warning System (IPAWS) to
modernize the way emergency warnings were disseminated to the public (FEMA, 2021a).
In 1963 the Emergency Broadcast System (EBS) had been established, allowing the
federal government to use a system of sirens, and radio and television announcements, to
warn the public of impending enemy attacks. The counties around the country controlled
the siren systems—while the federal agencies controlled the 34 Primary Entry Point (PEP)
stations that received the messages for radio and television dissemination—and each
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spread the messages out to the pre-designed network of stations for broadcast. In 1997
the Emergency Alert System (EAS) replaced EBS. Although the PEP stations remained,
additional radio and television stations were added that could receive digital warning
notices directly. The National Weather Radio System was included in EAS and developed
its first computer synthesized voice system for delivering weather alerts (DHS, 2007).

Until 2000 users relied on dial-up telephone connections to access internet services
(Beckett, 2022), but broadband became available to most subscribers by the middle
of the decade. This system allowed users to make phone calls and use the internet at
the same time, providing high speed data transmission. Broadband can be provided
by telephone companies, fiber optic cable providers, satellite or wireless companies
or electrical utilities (HealthlT.net, 2020). Both IPAWS and WEA depend on broadband
services to carry their messages.

Work on IPAWS began in 2004 and was later established as a response to the 2006
Hurricane Katrina report (DHS, 2007). Under IPAWS, states and local governments that
were designated as Alerting Authorities were permitted to originate messages using
‘compatible alert information software” (FEMA, 2021a, p. 1) that formats the messages
for IPAWS use. More than 1,500 organizations at all levels of government have been
authorized to issue emergency messages for natural, human caused and technological
emergency events (FEMA, 2021a). IPAWS integrated a variety of existing alerting and
warning technologies described above. Recognizing the variety of information pathways
that had been developed, IPAWS was intended to ensure that emergency messaging
across all platforms was uniform and rapid. IPAWS messaging might originate from the
Amber Alert, Chemical Stockpile, National Attack Warning Advisory System (NAWAS),
and NOAA weather radio, as well as the EBS feed to broadcasters. The message would
be disseminated through the usual EASs broadcast channels, as well as to landlines, cell
phones, pagers, and similar devices. Handheld communications devices, road signs and
the internet were added to the traditional outlets in IPAWS. Public radio stations were
added to the PEP network. By the end of 2006, 97,000 NOAA weather radios had been
distributed to public schools, and in 2007 more were purchased for non-public schools,
school district offices and higher education institutions (DHS, 2007).

Established by the Federal WARN Act in 2012, the Wireless Emergency Alert (WEA)
network sends emergency messages to cell phones and similar devices that have been
identified based on a variety of technologies. The expanded warning outlets would allow the
public to receive emergency messaging through their mobile and fixed devices, wherever
they were, and whether or not they had radio or television turned on, as long as there was
cell phone service (DHS, 2007).

Messages that originate with an authorized local government, such as Santa Clara County
(FEMA, 2021b), are created using a special tool that includes definition of the area to
be notified. The messages are then disseminated through the Wireless Emergency Alert
(WEA) network to cell phones, tablets and similar devices (FEMA, 2016). The messages
are limited to 360 characters (National Weather Service, 2019). The IPAWS technology
is designed to improve the geographical accuracy of message delivery, if the cell phone
handset includes GPS-assisted location information. The messages are intended to
be delivered to everyone with a cell phone within the polygon defined by the message
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originator. The message and GPS coordinates are broadcast to the phones in reach of
the towers, and the phones either display the text, or its software determines whether
the message should be displayed, based on the phone’s location inside or outside of the
polygon. The goal is to avoid over-notifying by aiming for no more than a tenth of a mile
outside of the polygon. However, due to the placement of cell towers, messages may
be delivered farther outside of the target area (FEMA, 2021c). FEMA warns that “alerts
will overreach until technology catches up to FCC requirements” (FEMA, 2021c, p. 2) for
geolocation technology in cell phone handsets.

The IPAWS and WEA systems still have significant deficiencies. First, the system does
not easily accommodate messaging in multiple languages. Since about 10% of working
age adults in the United States have limited English proficiency (Wilson, 2014), and in San
Jose, California, 57% of the populations speaks a language other than English at home
(US Census Bureau, 2019a), this means that large segments of the population may be
unable to understand an emergency message well enough to act on it.

Second, IPAWS and WEA do not reach all those needing to get emergency messaging.
Although broadband has become common throughout the United States, broadband
access is influenced by age, income and education. The Pew researchers found that about
75% of American adults have a broadband connection at home. About 15% of American
adults have smartphones but do not have internet at home (Pews, 2021). Additionally,
tribal areas are often rural, with only 65% of the population having basic broadband
access (FCC, 2020). Computer-based alerts would not reach the 35% of residents without
broadband access, meaning that local authorities would have to develop alternative means
of emergency contact. Planning for these types of emergency messaging is essential to
ensure that those at risk in an emergency can take appropriate action.

Third, cell phone users have been known to block WEA messaging due to perceived over
use during the COVID-19 pandemic. WEA messages look like other texts on cell phones,
creating a sense of clutter and overuse that frustrates some users (Ellsessor, 2021).

Fourth, cell towers are often damaged during wildfires. University of Wisconsin researchers
determined that about 25% of the US population lives in an area served by cell phone towers
that are at risk during wildfires. This is 430,000 cell towers and 85 million people. California,
Florida, Texas, Georgia and North and South Carolina have at least 5,000 towers in high
fire-risk areas (Barncard, 2020), complicating planning for IPAWS and WEA messaging.
However, the researchers noted that the loss of power to the cell towers caused by wildfire
may be a greater danger than the destruction of the towers themselves. More than 80% of
California’s 9-1-1 calls come from cell phones, demonstrating the importance of resilience
activities for cell towers, especially creating fire resistant spaces around the towers and
their pack-up power supplies (Barncard, 2020).

2.2.1. AlertSCC Opt-in
Santa Clara County has an official public alert and warning system, called AlertSCC,

which is free to anyone who signs up for the service. Messages that originate from the
county’s emergency management agency can be delivered to a mobile device, landline
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phone or email. Alerts are provided for fires, earthquakes, severe weather and crimes.
The messages include directions for actions during a disaster (Santa Cara County Office
of Emergency Services, 2022). The service is delivered using the Everbridge Mass
Notification application, which promises to notify both residents and visitors in a specified
area. Everbridge notes that all mobile devices are covered without opt-in by the owner,
using Everbridge one-to-many technology; although as noted above, users may block
WEA messages, which they deem overused. They also broadcast to any location-based
SMS or traditional media with opt-in. The tool is capable of enabling “public authorities [to]
create and control geo targeted public alerts to an affected area or at countrywide scale”
(Everbridge, 2022). However, the message is only delivered in English, and only in places
with broadband service.

2.3 SOCIAL MEDIA AND SITUATIONAL AWARENESS

Like public emergency management organizations, large private corporations often employ
operations centers to gather intelligence and help mitigate, respond to, and recover from
incidents. The goal of private operation centers is to protect company assets, employees,
structures, and board-mandated principals. Operation centers are formally known as fusion
centers, global security operation centers, and intelligence operation centers. Information
is gathered on the ground level by Intelligence Analysts and then disseminated throughout
the organization for situational awareness, which is “the perception of the elements in the
environment within a volume of time and space, the comprehension of their meaning, and
the projection of their status in the near future” (Endsley, 1988, p. 97). In simple terms,
it is the awareness needed to “move about, operate equipment, or maintain a system”
(National Research Council, 1998, p. 172). The primary tool used by intelligence analysts
in the technology sector to develop situational awareness is social media review, retrieved
through data scraping.

Actionable information comes into an operations center through data scraping programs
and interactive crisis mapping technologies. Data scraping programs draw information
from open-source social media posts and online material (Zheng et al, 2011). Intelligence
analysts typically receive these alerts as email notifications (Alan Barner, personal
communication, January 16, 2022). Some popular platforms that data scraping programs
draw information from include Twitter, Facebook, Instagram, Nextdoor, Reddit, and
Periscope. Warnings from organizations such as USGS, AMBER, Storm Watcher, Travel
Tracker, and other outlets are also reviewed by operations center personnel for validity
and to determine whether an incident will impact the company’s operations (Alan Barner,
personal communication, January 16, 2022).

Once an operations center receives an alert, intelligence analysts check the source of
information to help determine validity. Depending on the potential impact of an incident,
one or more analysts will investigate the information. In the case of a social media
post, intelligence analysts will check for location and geotags (Alan Barner, personal
communication, January 16, 2022). In addition, analysts check certain aspects of a profile,
such as the time zone, the number of followers, and whether the post is coming from a
real account. Analysts may also check whether the post was original or re-posted by an
individual, and verify that the language contained in the post is relevant. Key phrases
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regarding a post are searched on social media websites to see if the topic is trending, or if
other users are posting about a potential incident. Intelligence analysts explore hashtags
to determine whether the information is widely circulating, and check social media profiles
and websites of public organizations to help verify information, especially in the case of a
fire or natural disaster (Alan Barner, personal communication, January 16, 2022).

Once information is deemed credible, an intelligence analyst will place the information
regarding the event on a crisis map, or edit information on the crisis map, to reflect a more
accurate representation (Alan Barner, personal communication, January 16, 2022). A crisis
map is a tool that allows the intelligence analyst to visualize an incident and its potential
impact (Avvenuti, 2018). Placing data into the crisis map enables stakeholders to view
the general location of a specific incident. Crisis mapping technology is updated through
maps posted online by public organizations, such as in the case of the CZU and SCU
fires (Tech Industry Security Department Management, personal communication, January
16, 2022). Leaders in the technology industry integrate critical company information into
crisis maps, such as visual representations of buildings, employee home addresses, and
other assets (Tech Industry Security Department Management, personal communication,
January 16, 2022). Distance measuring tools are also available on crisis maps so that
the analyst can measure the proximity of an incident to company assets (Alan Barner,
personal communication January 16, 2022). Crisis maps used by industry leaders in social
media are integrated with alert messaging systems (Everbridge website, 2021, n.p.). The
information published on a crisis map by an analyst will then directly populate into an alert
messaging system, go through review by management, and be sent out to the relevant
stakeholders based on its severity (Tech Industry Security Department Management,
personal communication, January 16, 2022).

If an incident is potentially immediately impacting business operations, members of an
operations center will directly reach out to stakeholders in conjunction with sending out
written notifications (Alan Barner, personal communication, January 16, 2022). Since one
significant aspect of incident response is timeliness, integration is crucial to the social
media review process used by industry leaders in the technology sector. For example,
data scraping tools are integrated with crisis maps, and crisis maps are integrated with
notification systems. This integration helps to lessen the time in which information is
reviewed and made available, and stakeholders notified (Tech Industry Security Department
Management, personal communication, January 16, 2022).

Which stakeholders are notified for situational awareness depends on the severity level of
the incident. Typically, stakeholders that may be notified include local security departments,
campus-wide security departments, entire campuses and the employees who work there,
board members, and high-ranking members of the company up to the CEO (Tech Industry
Security Department Management, personal communication, January 16, 2022). Leading
technology companies follow standard operating procedures to determine which stakeholders
will be notified. Typically, notifications are reviewed and approved at the management level,
and authorization level is based on potential impact of the notification (Tech Industry Security
Department Management, personal communication, January 16, 2022).

In the case of wildfires, such as the SCU and CZU fires, intelligence analysts will look for
three main assets that may be compromised. Intelligence analysts will first use information
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from crisis maps to determine the proximity of a wildfire to any major campuses or offices
(Tech Industry Security Department Management, personal communication, January 16,
2022). Intelligence analysts will also check the proximity of executive level or critical role
stakeholders to events, such as a wildfire (Tech Industry Security Department Management,
personal communication, January 16, 2022). Finally, intelligence analysts check to see
the proximity of the home addresses of employees to the wildfire (Tech Industry Security
Department Management, personal communication, January 16, 2022). If it is determined
that the employee is within an evacuation warning or evacuation order, an intelligence
analyst will then take action according to the standard operating procedure.

Although the general public is not considered an organizational stakeholder, if an
intelligence analyst discovers information through social media monitoring that may affect
the general public, they must report it to the appropriate parties (Tech Industry Security
Department Management, personal communication, January 16, 2022). Typically, an
intelligence analyst will present the findings to a supervisor, then escalate the concern to
department-level leadership. Department-level leadership will then contact the necessary
public agencies with the information discovered through social media reviews (Tech
Industry Security Department Management, personal communication, January 16, 2022).
If business operations or the public are in immediate jeopardy, the intelligence analyst may
directly notify local law enforcement or other responding agencies. Triggering mechanisms
for sharing information with public agencies depend on the nature of the online material and
the determined severity level. Many times, triggering mechanisms that involve information
sharing with public agencies involve threats of violence or potential criminal activity posted
to social media.

In the case of incidents such as the CZU and SCU complex fires, leadership within an
Intelligence Department will notify local officials less frequently, as compared to a violent threat
discovered through social media review (Tech Industry Security Department Management,
personal communication, January 16, 2022). One reason for less frequent information
sharing is that much of the confirmed “valid” information gathered by intelligence analysts
comes from the public agencies themselves, such as Cal Fire. An intelligence operations
center will share information with public agencies during incidents, such as a fire, when they
believe they have received information that public responders might not have (Tech Industry
Security Department Management, personal communication, January 16, 2022).

One example of such information would be if a company employee living in a fire area
has information that might assist an agency’s response efforts. Another example would
be if a live stream video is discovered online that the company believes a public agency
may not be aware of. By the time a private organization reports information regarding an
event such as a wildfire to a public organization, the public organization has already been
made aware of the event in most cases (Tech Industry Security Department Management,
personal communication, January 16, 2022). Online material may be shared with public
agencies if it is determined that the information may directly threaten the public and that
a public agency may not be aware of it (Tech Industry Security Department Management,
personal communication, January 16, 2022). Instances such as these are rare, since the
primary focus of the Intelligence Analyst is to monitor the impact of the event on specific
company assets.
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A significant aspect to note is that many individuals working in leadership positions
within corporate security departments come from public agency backgrounds. From the
management level up, many of these individuals have spent extensive time working for
local, state, and federal law enforcement, as well as emergency response agencies. Due
to this fact, many higher-ranking members in private operations centers have contacts
within different public agencies to whom they will report information, if any potential impact
may be outside the scope of the private organization (Tech Industry Security Department
Management, personal communication, January 16, 2022). This same idea of information
sharing also applies among the intelligence departments of different leaders in the
technology industry. For example, were a threat to be received by one company that may
have implications for another company, analysts at the company will escalate the information
to management, who will then send the information over to the appropriate parties at the
other company. Since many individuals work at more than one major technology company
throughout their careers, they make professional contacts that are often used during
such emergency events (Tech Industry Security Department Management, personal
communication, January 16, 2022). Contacts are also made through information exchange
at conferences and other events.

2.3.1. Data Scraping as a Tool for Situational Awareness

Public organizations can gather data through various social media websites using data
scraping. Data scraping is the practice of analyzing large databases to generate new
information (Zheng, 2011). Emergency managers receive information posted on social
media platforms and then look for anomalies, patterns, and correlations (Zheng, 2011).
The first step in data scraping for emergency management purposes is to collect raw data
from social media platforms (Zheng, 2011). This raw data is collected using algorithms
that identify key information relevant to the emergency manager (Zheng, 2011). During a
disaster, raw data is generated in large quantities due to the public’s attention to the event
on social media (Zheng, 2011).

The next step in data scraping is data selection. Data selection is the process of determining
what raw data is relevant or valuable and what raw data is useless (Zheng, 2011). The
data becomes target data once selected by the emergency manager (Zheng, 2011). The
target data then goes through processing to determine whether the data is accurate or
credible (Zheng, 2011). Finally, target data is compared with other data or information
collected on social media to determine whether it is an outlier, or whether any information
is available to support the target data (Zheng, 2011). Emergency managers can then use
this information to determine how to respond to a given event and send out large-scale
public warnings. When data scraping, the challenge that arises for emergency managers
involves deciphering what information coming from social media is accurate and what
information is inaccurate (Zheng, 2011).

Most data scraping software incorporates a machine learning mechanism that determines
what information arrives as a notification. Machine learning mechanisms scan social media
posts for certain identifiable information that may be useful to the organization (Lazreg,
2016). A machine learning mechanism aims to weed out as much inaccurate or irrelevant
information as possible during the data scraping process. For example, machine learning
mechanisms built into data scraping programs look for words, key phrases, time, listed

Mineta Transportation Institute



Background Context 18

locations, hashtags, and geotags (Lazreg, 2016). If a post on a social media site has met
the criteria programmed into the machine learning mechanism, a notification goes to the
intelligence analyst.

Although machine learning mechanisms help cut down on the number of irrelevant
information items data scraped from social media, most of the information received by
intelligence analysts working for industry-leading technology companies is irrelevant or
inconsequential. The problem with machine learning mechanisms in data scraping is due
to the nature of social media (Lazreg, 2016). Many users do not post their locations on
social media, or their listed site might be outdated. Machine learning mechanisms also
can be misled by automated bots or outside groups attempting to take advantage of a
trending hashtag (Gupta, 2013). Additionally, machine learning technologies have difficulty
interpreting slang, abbreviations, and shorthand spellings often used online. In addition,
character limits affect a post’s length and do not always paint a complete picture.

Another problem that machine learning technologies face involves identifying society’s
markers, which have multiple meanings (Grace, 2021). For example, a machine learning
system may not determine if a reference to “Jefferson” is a street, city, county, or person.
For these reasons, all data scraping technologies, even those using machine learning
filter systems, require an intelligence analyst to make a final determination as to whether
a piece of information is valid or relevant (Grace, 2021).

2.4 COMMUNITY STRESSORS: SOCIAL CIRCUMSTANCES OF SUMMER, 2020

241 COVID-19

On February 6, 2020 the first US COVID-19 death occurred, and it was in Santa Clara
County (Chappell, 2020). The source of the COVID-19 virus is believed to be Wuhan,
China, where the virus jumped from bats to humans through a still-unknown mechanism.
The San Francisco Bay Area has close social and economic ties to China (Kelliher, 2020),
so initially only people with recent travel to China were tested for COVID-19. By March 13
there were 66 confirmed cases of COVID-19 in Santa Clara County, including patients in
the intensive care unit. By March 16, 2020 Dr. Sarah Cody, the County Health Officer, had
declared a shelter-in-place order for all residents except essential workers, with all schools
and most businesses closed (Cody & Williams, 2020). The eight Bay Area health officers
issued concurring orders the same day.

On March 19, California Governor Gavin Newsom followed with a statewide shelter-in-
place order, exempting only critical economic activity and the health care system (Office
of the Governor, 2020), meaning that workers in those sectors would not be able to work
from home (Casteneda & DeBolt, 2020). As shown in Table 4, in Santa Clara County
the majority of the population is people of color, who are the majority of workers in the
essential functions of health care, food growing and processing, food service, gardening,
public transportation, hospitality and janitorial sectors. In Santa Cruz County, 43% of the
population is people of color, who are the majority of workers in the essential functions
of health care, food growing and processing, food service, gardening, janitorial, and
tourism sectors. In San Mateo County, the majority of the population is people of color,
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who are the majority of workers in the essential functions of health care, food growing
and processing, food service, gardening, janitorial, public transportation and hospitality
sectors (COVID-19.ca.gov, 2020).

Table 4. Population Demographics: City of San Jose and Santa Clara, Santa Cruz
& San Mateo Counties

Demographic San Jose Santa Clara Santa Cruz San Mateo
Factor County Factor County Factor County Factor

Population 273,213 766,573
Asian 35.9% 39.0% 5.3% 15.5%
Hispanic or Latino 31.6% 31.6% 34% 24.0%
White 25.7% 25% 56.8% 38.7%
Two or more races 5.3% 4.2% 4.2% 4.8%
Black 3% 2.8% 1.5% 2.8%
American Indian 0.6% 1.2% 1.8% 0.9
Pacific Islander 0.5% 0.5% 0.2% 1.5%
Foreign born 39% 39.2% 17.8% 34.8%
Speaks other than English at home 57% 53% 32.1% 45.7%
Median household income $109,593 $124,056 $82,234 $142,641
Living in poverty 8.9% 6.1% 10.6% 6.1%
Median home value $864,600 $984,000 $756,600 $1,089,400
Average monthly apartment rent $2,107 $2,268 $1,717 $2,316

Source: US Census Bureau, 2019a, 2019 b, 2019 ¢, 2019d.

COVID-19 had a disproportionate impact on California’s population of people of color. In
2020, before vaccines were available, the death rate was notably higher, with the Latinx
population accounting for 40% of the state’s population, but 60% of the COVID-19 cases and
50% of COVID-19 related deaths. The Latinx population also accounts for a high proportion
of essential services workers, and frequently lives in multigenerational households, with
26.9% of Latinx families “living in high-exposure-risk households” (IHME, 2021). In 2020
the American Medical Association noted that 38% of the Latinx population in the US was
mono-lingual Spanish speakers, making language a barrier to health information. Many
also work in industries without health care benefits, and undocumented people may have
limited access to health care programs (Robezniek, 2020).

While the Asian community in the Bay Area had experienced only 12% of COVID cases
by 2021, despite being 35% of the population, specific professions have been the focus of
much of the illness and death. For example, Filipino nurses account for 4% of all US nursing
staff, but 24% of the nurses who have died from COVID-19 by 2021 (Cachero, 2021). Early
COVID-19 data from 2020 showed that the East Side of San Jose had disproportionate
COVID-19 impacts in zip codes that included Asian communities. Viethamese community
leaders noted the need for disaggregated data about the different Asian ethnicities, who
have different underlying health concerns, and different socio-economic situations. in 2020
they noted that recent immigrants from India (mainly engineers and technology sector
workers) had jobs that allowed them to work from home, while Viethamese women’s jobs
in the beauty industry had been closed, so they had no income, and had to stay at home
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with their children whose schools were closed. Viethamese seniors suffered from mental
health issues due to isolation at home (Herrera, 2020).

The SCU fire in August of 2020 came at the time of these existing community stressors,
when most people had financial hardship and anxiety from COVID-19. The need to decide
whether to evacuate because of the fires was an added stressor that led to distrust of
government messaging.

2.4.2. Civil Unrest: George Floyd’s Death

On May 25, 2020 an unarmed Black man, George Floyd, was killed by a police officer
during an arrest in Minneapolis. Video of the event went viral on social media. Researchers
from the Brookings Institution noted that “the video of his killing ricocheted around the
web” (Wirtschafter, 2021). This event led to weeks of civil unrest over police department
tactics, training and implementation. Violent protests took place in 140 American cities.
Arson, looting and vandalism that often occurred at the same time as these demonstrations
caused the largest insured losses related to civil unrest in US history, surpassing the
United States’ Rodney King riots in Los Angeles in 1992 (Taylor, 2021b, Manskar, 2020,
Smith, 2020). Calls to defund police departments began in Minneapolis, where Floyd died,
and spread across the United States. Budget cuts for police departments were announced
in New York City and Los Angeles (Stockman & Eligon, 2020, p. A15).

San Jose, California was also the site of a riot in its downtown, near city hall. Demonstrators
began a peaceful march to protest police tactics, but they were joined by people who began
to vandalize property and set fires. The day of peaceful protest was followed by days of
violence, including attacks on the police, who had been deployed to protect the city hall and
downtown businesses. Police Chief Eddie Garcia called the event a “blanket of chaos,” and
“an insurrection of pre-planned violence and complete determination to destroy property that
inserted itself in the crowd of lawful demonstrators” (Solonga, 2020). Social media posts did
not separate the peaceful protesters from the vandals, as police used bean bag rounds and
batons (Lawyers’ Committee for Civil Rights of the Bay Area, 2021).

San Jose is one of America’s most ethnically diverse cities, with 75% of its population
people of color, although only 3% Black, as shown in Table 4. Hu (2020) postulates that
the COVID-19 pandemic forced people to “live online,” so social media images of the
protests had a larger impact on people’s attitudes toward civic engagement. Tufekci (2017)
saw the internet as a “digitally networked public sphere” that shapes social attitudes and
movements. The social media postings from the downtown protests galvanized community
support against the police, leading to a class action civil rights law suit in federal court
against the city for use of force against the protesters, especially people of color (Lawyers’
Committee for Civil Rights of the Bay Area, 2021). When the lightning-caused fires began
in August, there was anti-police sentiment in some communities.

2.4.3. Understanding Distrust of Government

At the end of World War I, citizen trust in government was high. From 1958 to 1964 trust in
the government to do the right thing continued to rise. In 1965, 77% of Americans trusted
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the government, but by 1978 only 29% expressed a high level of trust, undermined by
divisions over the Vietnam War and the politically-motivated break-in at the Watergate
complex. Trust rebounded under Reagan and Clinton, reaching a high point during the
Bush Administration after the 9/11 attacks, “but plummeted... the standard index of trust
in government now oscillates between 15% and 20%” (Putham & Garrett, 2020, p. 103).
Putnam and Garrett note that “falling trust in government is part of a larger pattern of rising
political cynicism on the part of ordinary Americans” (Putnam & Garrett, 2020, p. 103).
The implementation of government mandates related to fighting the COVID-19 pandemic
added to both division and distrust in the American electorate (Silverman & Elwood, 2022).

Trust is the “firm belief in the reliability, truth, ability or strength of someone or something”
(Devereux, 2021, n.p.). Esposti, et al. (2021) found that “institutional trustworthiness...
[includes] benevolence, competence and integrity” (p. 862). Further, “to be deemed
trustworthy, an institution needs to show caring commitment to act in the interest of citizens,
an ability to do the job well, and a capacity to act with integrity” (p. 863). Trustworthiness
is the belief that a third party, such as government agencies, can be depended on “in a
situation of risk” (p. 863). These beliefs are developed over the long term, as “assessments
of institutions thus reflect deeply held, long-term beliefs, dissatisfactions, or concerns, and
are based on their experiences of the political system of which they are a part” (p. 863).

Devereux (2021) noted that federal leaders had “consciously and purposefully lied to the
public about major policy initiatives” (n.p.), citing the Pentagon papers as an example. Many
scholars have blamed the Trump Administration for rising distrust in government (Halpin,
Teixeira, Molyneux, Nyak & Garin, 2018; Brooks, 2020; Friedman, 2018). Halpin et al. (2018)
postulated that the Trump presidency solidified partisan divides, leaving “out party” citizens
feeling distrust of the Trump Administration’s management of federal issues, which spilled
over into distrust of local government for some. Trust in local government “fosters mutual
cooperation and public acceptance” (Esposti, et al., 2021, p. 863) of government initiatives,
and is essential if the population is to support emergency response messaging. The public is
“more inclined to cooperate with police officers they perceive to be competent, honest, and
benevolent” (Esposti, et al., 2021, p. 863). At the midpoint of Donald Trump’s presidency,
Friedman (2018) noted that only one third of Americans trusted the government to “do what
is right” (n.p.), a 14% decline from the previous year. Brooks (2020) suggested that trust in
government was in “precipitous decline” caused by COVID-19, the social unrest over the
murder of George Floyd and “social media mobs” (n.p.).

Pew Research Center researchers noted that trust of the federal government had been
at a low ebb for a decade, even before Trump’s election, so that by 2020 only 20% of US
adults trusted the federal government to do the right thing (Pew, 2020). The Gallup Poll
(2021) found that the events of 2020 even lowered trust in local government by 9%, the
lowest level of trust in local government since the Great Recession (Riquier, 2021). Deloitte
researchers found that the level of trust in local government depends on the agency being
considered. Those perceived as retail-like agencies, that give things to or do things for the
community, like public housing or transit agencies, are better liked than those perceived
as regulators or enforcers. Notably, trust in police fell below 50% for the first time since
Deloitte has been tracking it, a fact attributed to the media coverage of “police misconduct
and subsequent protests” (O’Leary, Agarwal & Weille, 2021, n.p.).
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The intractability of the COVID-19 virus added to public distrust of government agencies
and their representatives. Zak and Roberts (2022) found that infectious disease expert Dr.
Anthony Fauci experienced a drop in confidence in his vaccine messaging (72% to 65%)
in 2021. Fauci noted that “an almost incomprehensible culture of lies” (Zak and Roberts,
2022, n.p.) has invaded the public debate space usually reserved for science. Public
figures like Neil Young, Joni Mitchell and Prince Harry and Meghan Markel have called
out Spotify, for example, for perpetuating COVID “mis-information and dis-information” on
its podcasts that feature “unfactual, misleading and false COVID information” (Rice, 2022,
n.p.). Vilification by electronic media commentators and s ocial media “charlatans” led to
“skirmishes over conspiracy theories and misinformation” (Zak and Roberts, 2022, n.p.)
about COVID-19 that left many members of the public confused, and angry at the CDC,
the government agency that is trying to save their lives. DeVoe (2022) notes, “Confusion
leads to a loss of trust, and when you lose trust, you have lost the community (n.p.).”

Commentators decry Fauci’s $435,000 government salary (Zak and Roberts, 2022) as
Chief Medical Adviser to the President and Director of the National Institute of Allergy and
Infectious Disease (NIAID, 2021), while happy that an NFL quarterback earns $24 million
per year for entertaining people (Branch, 2021). But 900,000 people have died in the US
from COVID-19 since 2020, and even with vaccines, social distancing, and masks, 2,000
people continue to die in the United States every day from COVID-19, mostly unvaccinated
people who are refusing life-saving methods because of social media disinformation and
trolling (Zak and Roberts, 2022). AIDS activist Peter Staley responded to the social media
disinformation campaigns about COVID-19, “It’s flat earth time. ... repeat the lie 100 times
until people think it is true” (Zak and Roberts, 2022, n.p.).

Esposti, et al. (2021) found that “benevolence, competence and integrity are three
contrasting belief systems with which citizens evaluate the trustworthiness of institutions”
(p. 863). Deloitte’s researchers suggest that restoring trust in government requires agencies
to understand why they are not trusted now, and look for ways to overcome those barriers;
and to understand which groups are especially distrustful and why (O’Leary, Agarwal &
Weille, 2021). Wood, et al. (2018) observed that when people are told that there is an
emergency and they need to act, they engage in “milling,” calling friends, neighbors and
family members to see what they are doing, how they are reacting, and whether they are
trusting the government messaging. Mileti & Sorenson (2018) noted that public action is
delayed while people look for multiple sources of information to create a new reality, a
change from safety to danger. They search for more information, confirm the information
with others, check out what others are doing, and finally, personalize the threat perception.

Trustworthiness based on benevolence requires that people believe that the government
“agency understands the community it is serving, and is willing to act in its interest” (Esposti,
et al., 2021, p. 864). National Public Radio reported on the Public Health Service’s effort
to vaccinate resistant Americans against COVID-19, many of whom lived in rural areas.
For many, vaccine reluctance is related to a distrust of government. Rural physician Dr.
Ada Stewart said that because her patients trusted her, they allowed her to vaccinate them
when they visited her clinic for other reasons, even though they would not go to the public
health vaccination sites (Keith, 2021). Democracies must accept that public opinion may
include “feelings of opposition, avoidance and resistance to privacy violations” (Esposti,
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2021, p. 869). Noting that the government “is not always the best messenger” (Keith, 2021,
n.p.), Surgeon General Vivek Murthy supported the creation of a COVID-19 Community
Corps, using friends, neighbors and family members to urge vaccination on the reluctant.
Ultimately, trustworthiness requires that the public believes that the agency urging the
action “adheres to an acceptable set of moral values” (Esposti, et al., 2021, p. 864). An
increase in transparency enhances “perceptions of integrity, whether the agency will do
the right thing and not abuse its power” (Esposti, et al., 2021, p. 869).

Better digital services have been found to enhance trust in local government, especially
when they include data about what the agency is doing well for the community. Devereux
(2021) noted that transparency is a pathway to enhancing trust in government. Humanity,
transparency, capability and reliability are key factors in building community trust. “The
journey to restoring trust should include not only measuring it, but also enhancing services
and managing trust perception in a way that ensures the areas of weaknesses are
addressed” (O’Leary, Agarwal & Weille, 2021, n.p.). It is hoped that the information in this
report will support local government agencies to build greater trust during times of crisis
among their community members.
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lll. LITERATURE REVIEW

Timely and accurate communication is a vital component of successful emergency
management (Lindell & Perry, 2004; Mileti & Fitzpatrick, 1992; Reynolds & Seeger, 2005;
Tierney et al., 2001), and interaction with the public is especially important as people seek
to understand how they are affected by disaster events (Wray et al., 2008). Disasters are
often unpredictable and unexpected, making them difficult and complex to manage (Tierney
et al., 2001). Effective emergency communication with members of the public can provide
lifesaving protective measures, facilitate relief and recovery efforts, and reduce public anxiety
and fears (Sorensen & Sorensen, 2007; Stockdale & Sood, 1989; Wray et al., 2006).

A variety of traditional mechanisms exist for distributing public information in this context,
including broadcast media (television, radio, and newspaper), sirens, phone messages,
face-to-face interactions, and community meetings (Lindell & Perry, 1987). In addition,
online media (e.g., websites, online platforms, blogs, and various forms of social media)
have become an important communication mechanism for supporting timely and wide-
spread interaction with the public (Denef et al., 2013; Hughes & Palen, 2012; Latonero &
Shklovski, 2011; Palen & Hughes, 2018; Palen & Liu, 2007; Reuter et al., 2018). In a world
where communication channels continue to proliferate and evolve, emergency managers
often struggle to understand the most efficient ways to reach a public audience and to build
trust in a way that encourages appropriate public response.

This literature review includes current research in the field of emergency public information
communication, with a particular emphasis on the use of online media. The goal is to
identify empirically supported best practices for building community trust, as well as ways
that emergency managers can motivate the community to better respond to prescribed
protective measures using online communications. Much of the disaster public information
research is not about wildfire events. Communication practices for other event types, like
hurricanes, have been studied far more broadly, and apply and are useful across a wide
variety of disaster event types, including wildfire.

3.1 ONLINE MEDIA IN DISASTER MANAGEMENT

Traditionally, emergency managers have perceived public information work as happening
over one-way communication channels (Palen & Liu, 2007)—flowing from response
organizations to the public but not in the other direction. This perception has been
challenged as emergency managers increasingly use online media (e.g., websites, social
media) to communicate and interact with the public they serve (Denef et al., 2013; Hughes
et al., 2014; Hughes & Palen, 2012; Latonero & Shklovski, 2011; Sutton et al., 2014).
Through online media, emergency managers can reply to requests for assistance and seek
information from a globally distributed audience at previously impossible speeds (Bruns &
Burgess, 2012; Palen & Vieweg, 2008). Members of the public can also participate more
broadly as they find, generate, and distribute online crisis information (Hughes, 2019;
Palen & Liu, 2007; Perng et al., 2012; Qu et al., 2009; Starbird & Palen, 2011). In turn,
emergency managers find that the online information the public generates during a crisis
event can be useful in their own response efforts (Hiltz et al., 2020; Hughes & Palen, 2012;
Latonero & Shklovski, 2011; Purohit et al., 2018). These new information flows—supported
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by online media—have led emergency managers to rethink the one-way communication
model in favor of a two-way model that accounts for new interactions between emergency
managers and the public (Hiltz et al., 2020; Hughes & Palen, 2012; Plotnick & Hiltz, 2016).

Initial studies regarding online media use for emergency public information work focus on
how emergency managers have adopted online tools like social media, and the challenges
faced in fitting these new communication tools with needs and practice (Briones et al., 2011;
Hughes & Palen, 2012; Latonero & Shklovski, 2011; St. Denis et al., 2012; Sutton, 2009).
These studies reveal that despite the potential of social media platforms, their adoption as
tools poses many challenges, such as issues of credibility and trust, lack of support from
management, organizational conflicts, poor tools, and a shortage of resources and training
(Hiltz et al., 2020; Hughes & Palen, 2012; Plotnick & Hiltz, 2016).

Many of these challenges still exist today. For instance, emergency managers often
struggle to understand the validity of information provided by members of the public
during a disaster and whether it can be trusted (Hiltz et al., 2020; Tapia et al., 2011). The
COVID-19 Pandemic saw an abundance of misinformation shared across social media
platforms (Brennen et al., 2021; Enders et al., 2020), making it difficult for authoritative
public health and emergency management voices to be heard. There is also a general
lack of good software tools for helping emergency managers sort through and make sense
of the large amounts of social media data generated during a disaster event (Hiltz et al.,
2020; Reuter et al., 2018).

As social media use by emergency managers has continued to increase, researchers
have examined its use in a wide variety of events and contexts. The majority of studies
in this area focus on Twitter use in events such as the London Riots of 2011 (Denef et
al., 2013), the 2010 Deepwater Horizon oil spill (Sutton et al., 2013), the 2013 Boston
Bombings (Sutton et al., 2014), Hurricane Sandy (Demuth et al., 2018), and Hurricane
Harvey (Li et al., 2019; Mihunov et al., 2020). Twitter is commonly studied because 1) it is
frequently used to communicate about a disaster event, and 2) the platform has a terms-
of-use agreement that allows researchers to collect and study public data more easily than
other platforms (Palen & Anderson, 2016; Reuter et al., 2018). Recognizing that Twitter is
not the only social platform used during times of crisis, a growing number of researchers
have expanded their inquiry to include content from websites, blogs, Facebook, and other
social media platforms (Hughes et al., 2014; Qu et al., 2009; St. Denis et al., 2014).

3.2 BUILDING TRUST THROUGH ONLINE CRISIS COMMUNICATIONS

Studies have shown that community members are more likely to trust government entities
that are familiar to them (Agency for Toxic Substance and Disease Registry, 2005).
Members of the community are more likely to follow guidance from emergency managers
if they trust them (Mileti & Sorensen, 1990; Rubin et al., 2012; Wachinger et al., 2013).
The question then becomes, how can emergency managers foster trust within their
communities? With growing concerns about misinformation and disinformation in social
media (Nied et al., 2017; Starbird et al., 2019), it has become increasingly important that
researchers understand what makes communication trustworthy and how trustworthy (and
untrustworthy) information is perceived and spread (Chauhan & Hughes, 2020; Starbird et
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al., 2016). “Trust lays the foundation for community cooperation... and for the community’s
willingness to ... respond to your recommendations” (Agency for Toxic Substance and
Disease Registry, p. 4-5).

Trust has been studied in online communications during a disaster, but it is usually
considered from the perspective of whether emergency managers can trust information
provided by members of the public (Hiltz & Gonzalez, 2012; Mehta et al., 2017; Mendoza
et al., 2010; Tapia et al., 2011, 2013). Emergency managers often mistrust this publicly
generated information because they worry about misinformation, disinformation, false
rumors, and poor information quality (Hiltz et al., 2020; Hughes & Palen, 2012). Early
crowdsourcing research (Mendoza et al., 2010) found that false rumors on Twitter were
frequently questioned and corrected by the crowd (i.e., others on Twitter) and suggested
that this behavior might be a way to regulate social media and prevent the spread of
misinformation. However, more recent work (Starbird et al., 2014, 2016) has shown that
while the crowd will often correct misinformation, the rate at which misinformation spreads
online often far outpaces these efforts. “Official” accounts, like those of emergency
managers, can play a role in slowing the spread of false rumors and misinformation
through posting denials or correcting information (Andrews et al., 2016).

3.3. STRATEGIES FOR BUILDING TRUST AND ENGAGEMENT

After examining social media messaging from police and fire departments following
Hurricane Sandy, researchers (Hughes & Chauhan, 2015) offered a series of theory-
based recommendations for emergency management organizations to build trust through
online communications. First, they recommend that these organizations make themselves
publicly visible online so that the community knows where to find them when a disaster
hits. Many of the departments in this study did not have an online presence (i.e., a website
and/or social media accounts) or it was difficult to find.

Another way Hughes & Chauhan (2015) suggest building trust and credibility is for
emergency management organizations to be proactive in supplying timely and relevant
information and correcting false rumor and misinformation. When organizations are not
engaged in these activities, it decreases their credibility. The disaster-affected public
appreciates emergency organizations that give regular status reports and that make efforts
to build a sense of community. This includes engaging with the public on social media and
replying to requests for information or assistance.

Emergency organizations can also build trust by being willing to adapt official procedures to
address public needs (Hughes & Chauhan, 2015). An example of this adaptation happened
during Hurricane Sandy when the 9-1-1 system in New York City was overloaded, and
citizens were unable to reach responders to ask for help (Hughes et al., 2014). Affected
citizens began posting requests for help on Twitter. A dispatcher recognized that these
requests could not make their way into the regular dispatch system and began internally
routing these requests to emergency responders. A similar situation happened during the
2017 hurricane season in the United States when 9-1-1 systems in several affected areas
failed or became overloaded (Peterson et al., 2019). Peterson et al. (2019) found that
social media became the default substitute for summoning help when 9-1-1 service was
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unreachable. Service disruptions occurred in six states at 41 Public Safety Answering Points
(9-1-1 centers) during the three Atlantic hurricanes in 2017. The challenge is managing the
large quantities of data generated by the social media posts, and sorting out the actionable
calls for service. Real-time social media analytics systems like CrisisTracker could help to
sort through the big data to find actionable calls for service (Peterson et al., 2019).

Hughes & Chauhan (2015) further recommend that emergency management organizations
should be local authorities for information in their domain (e.g., police for law enforcement,
meteorologists for the weather), but reference others for information outside their expertise.
Lastly, they recommend that emergency managers should make efforts to understand the
different online communication platforms and how to write effective messaging for each.

Other studies have looked at how emergency management organizations can foster online
engagement in different types of crises. One study (Denef et al., 2013) looked at two Twitter
communication strategies used by two different police departments during the August 2011
UK riots. One of the departments used more formal and detached communication, while
the other department used more informal and personal communication. The more informal
department had better engagement with the public and their messaging was distributed
more widely. However, their communication strategy also required more maintenance, and
it more easily polarized public opinions. During the Deepwater Horizon Qil Spill, Sutton et
al. (2013) examined the Twitter behavior of state and federal government organizations
and found that the rate at which information spread was affected by structures created in
Twitter, namely who was connected to whom (i.e., follower and following relationships).
Briones et al. (2011) interviewed 40 Red Cross members about their social media use.
These members felt that social media played an essential role in communicating and
building relationships with members of the public. Research suggests that online tools, like
social media, can play an important role when building and maintaining public engagement
during crisis events (Kankanamge et al., 2020).

3.4. MOTIVATING ACTION THROUGH ONLINE CRISIS COMMUNICATIONS

A variety of factors can motivate members of a disaster-affected community. Lindell (2018)
summarizes the research literature on communicating risk during a disaster event and
discusses factors that affect how people receive and respond to warning messages. This
section discusses the factors that most affect online crisis communications and how they
can motivate action during an event.

3.4.1. Environmental Factors

A significant factor that affects how people respond to online disaster communication is
where they are and what time itis when the event occurs (Lindell, 2018). The communication
channels available to people and the ones they are actively monitoring change over the
course of a day, depending on where they are and what they are doing. For example,
people might use a very different set of communication methods when they are at work
rather than at home. They may also be largely unavailable when sleeping or engaged in
family activities. There is also the challenge of finding ways to communicate with people
who are not typically in an area. For example, research highlights the challenges of
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communicating hurricane evacuation instructions to temporary residents, such as tourists
(Cahyanto & Pennington-Gray, 2015). Tourists’ cell phones might not be registered in the
disaster area, so they would not be on the IPAWS or WEA notification list. If they would
receive the notification, their knowledge of the area might be limited, making it hard for them
to interpret the evacuation directions being received through other means, such as radio
emergency alert systems. Therefore, it is important for emergency response organizations
to understand the populations visiting and living in their community, and how they might
best be reached through online platforms, as well as other communication means.

The public also relies on their senses (i.e., sights, smells, and sounds) to evaluate their
environment and the risk a disaster might pose (Wallace et al., 2016; Weller et al., 2016).
For example, people might respond very differently to a wildfire they can see approaching
their home rather than one that they cannot see that is five miles away, but still poses
a threat. In such situations, individuals might take a wait-and-see approach if the threat
does not appear imminent (Edgeley & Paveglio, 2019; McCaffrey et al., 2018). If people
see their neighbors evacuate, they are more likely to evacuate themselves (Stein et al.,
2013). This research suggests that online communications could encourage compliance
with evacuation orders if they include photos or videos that show the severity of the threat,
or evidence that others in the affected area have already evacuated.

3.4.2. Information Source

The source of information also plays a role in determining how people will respond to
calls for action during a disaster event. In a study of evacuation decision-making following
Hurricane Sandy (2012), researchers found that affected residents talked more about
receiving information from friends and family rather than traditional authority figures (Ploran
et al., 2018). However, the study also found that residents were more likely to evacuate
when the message came from traditional authority figures. In another study (Williams et al.,
2018), researchers found that the public was more likely to trust social media from friends
and family than emergency management organizations, such as local emergency response
agencies, federal agencies, or non-governmental organizations (NGOs). However, when
considering only these emergency agencies and NGOs, the public was more likely to
trust social media from local emergency response agencies. These studies highlight the
importance of local agencies building relationships with their communities that foster trust.

Research has shown that repeated messages across different communication platforms
and from different sources (particularly trusted sources) are more likely to reach a broader
audience and to get more compliance with protective instruction during a disaster event
(DeYoung et al., 2016; Stephens et al., 2013; Taaffe et al., 2013; Wong-Parodi & Feygina,
2018). One study found that those who chose to evacuate had more dense and diverse
social networks (Collins et al., 2018). In other research, people were more likely to evacuate
if they had received communication from local emergency management organizations in
addition to messages from family and friends (Basolo et al., 2009; Demuth et al., 2018;
Huang et al., 2012). If emergency management organizations do not provide adequate
information during a crisis event (online and through other means), members of the public
are likely to seek it elsewhere, often through friends and family, but also through less
reputable sources (Stephens & Malone, 2009; Sutton et al., 2008).
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3.4.3. Warnings and Calls for Action

Much research focuses on ways that disaster warnings and evacuation messaging can
be improved. Liu and colleagues (2017) empirically tested the use of maps in warning
messages to the public and found that including maps did improve understanding. They
also found that compliance with messaging was driven by the emotional reactions of the
public and how well they understood the messaging. Similarly, Kankanamge and colleagues
(2020) showed that, when emergency management organizations posted social media
messages that included images or animated maps, the level of community engagement
increased. Social media messages from emergency managers that shared situational
awareness information received more attention than other messages (Kankanamge et al.,
2020). A 2021 FEMA Report, Improving Public Messaging for Evacuation and Shelter-in-
Place: Findings and Recommendations for Emergency Managers from Peer-Reviewed
Research, recommends ways to improve public messaging for evacuation and shelter-
in-place orders (FEMA, 2021d). Many of their recommendations are included in this
report. However, the report also includes many other recommendations that apply to
communication channels beyond the online resources (e.g., social media, websites) that
are covered here. This resource (FEMA, 2021d) can be beneficial for first responder and
government agencies developing trustworthy social media programs.

Many of the communication channels of today (including many online platforms) only allow
for short messages. Several researchers offer guidance on the most effective ways for
emergency managers to communicate over these short messaging channels, like Twitter
(280 characters), or Wireless Emergency Alerts (WEA) (360 characters) (Bean et al., 2016;
Sutton & Kuligowski, 2019). Sutton & Kuligowski (2019) recommend that these messages
be designed to grab attention, be easily understandable, and be sent from a trustworthy
source. They further state that short messages should clearly describe the location and
extent of the disaster impact, and offer protective measures that can be taken. They then
offer example messages that follow these guidelines for a variety of hazard types. The
Sutton and Kuligowski (2019) paper). Alerts and Warnings on Short Messaging Channels:
Guidance from an Expert Panel Process, is a resource with these examples.

Ideally, disaster-affected communities would immediately respond to warnings and calls
for action from emergency response organizations, but this is not always the case. People
often engage in milling behaviors when a disaster event affects them (Wood et al., 2018), in
which they seek information from multiple sources to try to understand what is happening
before they act. If residents are unable to quickly obtain the information that they need,
this can delay how quickly they act and respond, which could be catastrophic in a wildfire,
flood, dam failure or other type of disaster evacuation. There is some evidence that this
milling behavior has caused increasing delay in response times in recent years, due to the
wide range of communication platforms (e.g., social media) and sources of information
available today (LaLone et al., 2021; Tapia et al., 2018). It is important for emergency
management organizations to provide timely and accurate information that helps members
of their community to better understand how they should respond to a disaster event and
move toward action, rather than milling and seeking more information (Wood, et al.,2018).
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3.4.4. Receiver Characteristics and Perceptions

There are numerous studies on whether a person’s race, gender, or socioeconomic status
affects the propensity to comply with protective measures (Cahyanto & Pennington-Gray,
2015; Edgeley & Paveglio, 2019; McLennan et al., 2019; Thompson et al., 2017; Vasquez et
al., 2016). This section focuses on the literature that most applies to online media. Several
research studies talk about the danger of the digital divide, and assuming that all members
of a disaster-affected community have access to technology and online tools like social
media (Crutcher & Zook, 2009; Madianou, 2015). Madianou (2015) specifically warns that
digital inequalities can create and further social inequality. In a study of Twitter messages
sent by formal emergency responders (Majid & Spiro, 2016), researchers found a lack of
support for cross-language messaging, despite evidence that the impacted communities
had significant numbers of non-English speaking residents. Emergency managers need to
understand the populations whom they serve and provide online communications that are
accessible to all. Inequality in online messaging is an important problem that has received
little attention in the research literature to date. More studies on this topic are needed.

How people respond to disaster messaging also depends on whether they are familiar with
the disaster type or have had past experiences with it (Demuth et al., 2016; McLennan et
al., 2019). In many cases, people were more likely to evacuate when they perceived higher
risk (Stein et al., 2013; Wallace et al., 2016) or when the risk was personalized—e.g.,
their home or family is at risk (Huang et al., 2012). Several studies found that having a
past experience with a disaster made a person more likely to follow protective measures
(Rickard et al., 2017; Taaffe et al., 2013; Trumbo et al., 2014). However, Tinsley and
colleagues (2012) found that if people had experienced a near-miss event (an event that
could have had significant impact but for some reason did not), they are more likely to
engage in riskier behavior when the next event of that type occurs. In one study, high
levels of confidence in a local government’s ability to manage a disaster, paired with
exposure to more disaster preparedness resources, resulted in a higher level of perceived
preparedness among the public (Basolo et al., 2009). If people are more knowledgeable
about a disaster threat and the actions that they need to take, then officials will not need to
convey as much information in their crisis communications (Lindell, 2018).

Responses to a disaster also rely heavily on whether a person interprets messaging
correctly. Much literature looks at whether people can accurately detect the danger that is
present from news reports and official warning messages (Bica et al., 2019; Bostrom et
al., 2018; Casteel, 2016, 2018; Jon et al., 2019; Schumann et al., 2018). One study found
that only 26.3% of study participants could correctly explain a tornado warning polygon
(Mason & Senkbeil, 2014). When sharing information through channels like social media,
it is important that the messaging is clear and easily understood by the intended audience
(Bean et al., 2016).
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IV. METHODOLOGY

The researchers have used mixed methods to obtain and analyze the information in this
report. The team conducted Extensive reviews of academic and professional literature,
followed by interviews with subject matter experts in the fields of community alerting and
warning, fire behavior, social media use in disasters and the technology of social media
management. Public agency leaders were interviewed solely to clarify facts collected
from other sources, and to provide details about response procedures not found in
available documents.

The two research questions posed were:

1. What is the current state of the practice used by public agencies to communicate
disaster information to the public, build trust and compel action? Using the SCU and
CZU fires as examples, what current practices worked well, which need to change
to create community trust and action, and which need to stop?

2. How can disaster reports from traditional and social media be organized and
disseminated in near real time to support geo-specific, accurate and timely
emergency public information?

The answer to the first question is developed through the analytical approach of program
evaluation. A program evaluation often examines the problem that was being addressed,
the solution that was tried, the implementation of the solution and then evaluates the
success of the solution (Sylvia and Sylvia, 2012). The identified problem was delivering
timely, actionable and effectively received emergency management messaging during
the SCU and CZU complex fires in the summer of 2020 to a diverse community. The
solution was the use of IPAWS and WEA in both events, bolstered by a new and untested
Zonehaven technology in the CZU fire. Social media resources were also used for
emergency messaging by both official sources and the general community.

Summaries of factual information about the SCU and CZU fires included in the Findings.
The implementation of the traditional and social media approaches occurred during the
critical first days of each event, when life safety was the focus of messaging, while also
trying to limit the impact of the messaging on unaffected members of the community. The
Findings section reports on the successes and failures of emergency messaging in each
fire, and then on social media and emergency communications.

The evaluation of the effectiveness of the implementation is conducted in the Analysis
section of this report. Lessons for best practices for emergency public information
dissemination were gleaned from the research on the CZU and SCU fires, the social science
literature, and the subject matter experts who were interviewed. The first section describes
action that can be used by both traditional and new channels of public information before
an emergency event. Traditional media are typically one-way communication methods,
while social media are two-way. The second section focuses on best practices that would
build trust through online communications, such as websites and social media, during an
emergency event, when both official sources and community members are contributing to
the pool of disaster-related information.
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The answer to the second question is by its nature more speculative, but some insights
to current technology are provided in the discussion of Question 1, and a path forward is
considered in the white paper attached to this report.

This project has been excluded from review by the San Jose State University Institutional
Review Board because there are no human subjects used for this research.
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V. FINDINGS

5.1 PUBLIC MESSAGING IN THE CZU FIRE IN SANTA CRUZ COUNTY,
CALIFORNIA

5.1.1. CZU Fire Facts

The CZU Complex fire burned from August 16 through December 23, 2020 in an area
that included private property and federal lands (Cal Fire, 2021a). It impacted parts of
San Mateo and Santa Cruz counties. The fire continued to spread for 37 days, consuming
86,509 acres (Cal Fire 2022c), of which 63,754 acres were in Santa Cruz County (Santa
Cruz County Civil Grand Jury, 2021). After containment, the fire burned for more than
four months, with 1,490 structures destroyed (Cal Fire, 2021a), 1,000 within Santa Cruz
County (Moench, 2020), 140 structures damaged, and one civilian death, becoming the
largest fire in CalFire CZU unit history (Cal Fire, 2021a). Unified command was formed
with two sheriff's departments and five fire protection agencies joining Cal Fire (Cal Fire,
2022). CalFire CZU provided daily updates at 6:00 am on the radio (Chris Thompson,
personal communication, April 28, 2021). Public information was managed by the unified
command. On August 22, 2020 a Presidential Declaration of Major Disaster #4558 was
granted by FEMA for San Mateo, Santa Cruz and five other counties, including individual
assistance and hazardous materials removal for residents of fire zones (FEMA, 2020).

5.1.2. Evacuation Management

The CZU fire was one of the lightning-caused fires burning simultaneously in the state
in August 2020. It was Santa Cruz County’s biggest fire in 100 years, and “the level of
escalation was surprising” even to a local fire chief (Chief Stacee Brownlee, personal
communication, March 7, 2022). Much of the area that caught fire had no history of wildfire
activity, so residents were not prepared for the need to evacuate, and communities often
have few resources for fighting unanticipated wildfires.

Boulder Creek had its first spot fire on Monday, and the chief called Cal Fire and started
the evacuation. That night Boulder Creek was evacuated, then Ben Lomond, which was
evacuated by the sheriff. Bonnie Doon was “wiped out” (Chief Stacee Brownlee, personal
communication, March 7,2022). Lack of available fire personnel and equipment meant
that the fires burning in inaccessible terrain with no fire history were allowed to burn (Cal
Fire, 2021a). Lacking fire breaks, wildfire fighting equipment and evacuation experience,
the communities had relied on Cal Fire for response if it became necessary, but they were
out of resources.

The fires started in San Mateo County and burned south into Santa Cruz County, with most
of the fire burning in State Responsibility Area (SRA) land where Cal Fire was in charge. As
the fire reached Big Basin State Park, evacuation orders were issued for the park, Boulder
Creek, Bonny Doon and Las Cumbres. Wind and terrain allowed the fire to spread rapidly
to 43,000 acres overnight on August 18, 2020, resulting in additional evacuation orders for
South Skyline, Russian Ridge, Middleton Tract, and Portola Redwoods, then communities
along Empire Grade and the San Lorenzo Valley were added. Felton, Davenport and
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Santa Cruz were also threatened, and the fire burned along the Ben Lomond mountains
toward University of California at Santa Cruz campus, causing it to be evacuated (Choi,
2020). “The fire burned to Highway 1 on the western flank, Pescadero Creek road on the
north flank, Highway 9 on the east flank and Bonny Doon/Smith Grade Road area on the
south flank” (Cal Fire, 2021a, p. 56). Scotts Valley was also evacuated (Kelliher, Baron
and Kendall, 2020).

The Ben Lomond Fire Department asked for an engine strike team to help fight the fire
in Bonnie Doon, but Cal Fire estimated that they did not have the resources to fight the
fire. About 50 of the residents organized themselves to stay and defend their town. Living
in the wildland interface, residents had prepared for a wildfire, obtaining water tanks
and hydrants, and they created their own fire department. They used Google Docs and
weather reports to plan their strategy and kept aware of exit routes. Observers noted that
they had chainsaws, bulldozers and scouts on motor bikes to guide the creation of fire
lines. By Sunday afternoon, nearly a week after the residents chose to stay and defend,
professional fire department strike teams arrived, and helicopters began water drops. Fire
Chief Stacee Brownlee of the Ben Lomond Fire Department noted that the help arrived after
news reports of the absence of Cal Fire from the area (personal communication, March
7, 2022). Residents who had evacuated created supply lines to support the defenders.
CalFire PIO Dan Potter noted that they lacked hand crews because the number of prison
inmate firefighters had dropped due to the COVID-19 early release program for low-level
offenders (Wigglesworth and Rust, 2020).

An evacuation center was created in Half Moon Bay where evacuees could get information
and a meal. Food was donated by a local market that had to evacuate and gave away their
perishable items to feed fire fighters and evacuees. Residents of low-income communities
in San Mateo County, like La Honda, Pescadero and small unincorporated areas, were
evacuated but had few resources to pay for lodging, after suffering low employment during
the COVID-19 pandemic. Residents drove around the fire zone trying to decide whether to
evacuate, hindering the movement of fire vehicles (Kelliher, et al., 2020).

Firefighters and Silicon Valley technology experts joined together in 2018 to create a better
evacuation planning tool to cope with the size and frequency of California’s burgeoning
wildfires. By early 2020 the Zonehaven team had a three-year contract with San Mateo
County and a two-year contract with Santa Cruz County to create evacuation maps and
plans that could provide precise, address-based guidance to residents on whether to
evacuate and what route to use. The software was designed to estimate traffic back-ups
and design the best routes away from danger.

When the CZU fire started, the Zonehaven program was still six weeks away from its
planned launch. A local fire chief asked the creators to launch the program, and in 20
minutes they were feeding field reports into the algorithm to create evacuation zones based
on threats determined by weather and terrain. Evacuation notices were sent “through
Facebook, Twitter and emergency text alerts,” directing residents to an online map of the
safe routes. After the success of Zonehaven in the 2020 fire evacuation management,
Waze has agreed to include evacuation notices on its system (Ryan, 2021, n.p.). Nearly
80,000 people were safely evacuated using the system, although one person died when
fire blocked his route (Larson, 2020).
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While San Mateo County lost 490 homes and had one death, Santa Cruz County lost 925
homes and 3 multi-family residences, but had no loss of life. More than 60,000 people
evacuated for at least part of the event, with 1,800 staying in shelters. The county assisted
evacuees with free hotel rooms in 187 hotels paid by FEMA and 400 rooms offered for free
by AirBNB hosts, but permanent shelter was a larger challenge, as much of the affordable
housing stock had been lost to the fire. The FEMA hotel program only lasts for 30 days
after the end of the disaster declaration (Moench, 2020).

Before the fire, Santa Cruz was the 7" least affordable housing market in the United
States, with 2,000 homeless residents. Help was being provided for 4,800 evacuees, and
the rental market was eased somewhat by the lack of UC Santa Cruz students, who were
all on distance learning programs due to COVID-19. Once the hazardous materials were
removed from the burned homes, residents were able to get permits to stay on their lots in
trailers, provided they had electricity, running water and a septic system (Moench, 2020).

5.1.3. Evacuation Messaging Challenges

Cal Fire used its Twitter feed to update the public on CZU Fire progress, and San Mateo
County had a wildfire resource page. SMC Alerts pushed information to residents who had
signed up using IPAWS and WEA systems. San Mateo County used Facebook and Twitter
to reach community members with updated fire information and held Zoom meetings
regarding fire response and resources that included Spanish language translation. As the
assistance centers at Half Moon Bay and Pescadero closed, a new recovery page was
created on the county’s website to provide sheltering information (San Mateo, 2020).

In 2021 the Santa Cruz County Civil Grand Jury issued a report that criticized the county
government’s response to the CZU Fire. A principal complaint was the lack of coordinated
communication from the elected officials to the community (Johnson, 2021). CalFire held
a public information briefing each morning at 6 am on the radio, with chief officers from the
small fire departments participating. The briefings followed the same format of a weather
report, current fire conditions, and updates on community impacts (Chief Stacee Brownlee,
personal communication, March 7, 2022). Many of the smaller mountain towns complained
of a lack of updated communication from the Cal Fire sources, noting the inability to see a
map of the fire. Unfortunately, they lost cell towers early in the event, so they often could
not get information from IPAWS and WEA sources. They lost power and internet lines, so
they could not access social media or electronic media sources (Stadiewicz, 2021), or
ZoneHaven, which is web-based. Residents with NOAA weather radio or battery-operated
radios were able to access the daily calls, but the dynamic nature of wildfires meant that a
daily briefing was quickly out of date.

During the CZU fire one neighborhood created a communication system by climbing to a
high point on the mountain and accessing a cell phone connection from outside of the fire
zone to collect social media information from a friend in the unaffected area (Stadiewicz,
2021). This example inspired other neighborhoods to prepare better communications
systems for future emergencies. Communities are developing their own Multi-Use Radio
System (MURS) and amateur radio networks to ensure that they can access outside
information (Chief Stacee Brownlee, personal communication, March 7, 2022), and some
are requesting the reinstatement of the civil defense siren systems to warn of fires.
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Cal Fire public information officers (P1Os) were operating out of the Incident Command Post
(ICP) in Scott’s Valley, using an inaccurate map of the fire zone that confused residents.
Local fire departments, many of which are all volunteer, were focused on trying to defend
homes, provide medical aid and assist with vehicle accidents during the fire. Some local fire
departments participated in the ICP briefings but did not have formal PIO training. However,
because they were residents of the area, they were o ften able to provide map corrections.
They also recognized the need for better reporting on future events, emphasizing effective
wording and accurate mapping. However, by its nature wildfire is volatile and dynamic,
making it hard to maintain accurate situational awareness and common operating picture
— a uniform view of the fire fight. Cal Fire had challenges keeping up with the changing
fire conditions in the mountainous areas, many with very limited access. Zonehaven has
the potential to give people access to better evacuation maps, but elderly residents of the
mountain towns are often unfamiliar with computers and may need help to use the system
(Chief Stacee Brownlee, personal communication, March 7, 2022).

Social media postings during the CZU fire from bystanders also created confusion,
often providing misinformation about where the fire was burning. Google maps routing
was sometimes inaccurate, including routes that went off a cliff. To try to manage this
information problem, local fire departments assigned an officer to monitor the posts
and provide immediate corrections and answers to queries from the community. They
recognized the value of Community Emergency Response Teams whose members could
assist their neighbors with obtaining better information, freeing trained fire personnel to
focus on emergency response needs. During the CZU fire many neighbors formed their own
self-help networks for information sharing and communication. In Bonny Doon, neighbors
created a MURS radio system (Chief Stacee Brownlee, personal communication, 2022,
2021), while in Boulder Creek neighbors have organized to deal with a post-fire drinking
water delivery crisis. The fire destroyed Boulder Creek’s surface water treatment plant,
and fire-retardant chemicals are believed to have gotten into the drinking water system
(Hagemann, 2021), leaving them to rely on bottled water until another agency buys the
water delivery system.

5.2 PUBLIC MESSAGING IN THE SCU FIRE IN SAN JOSE, CALIFORNIA
5.2.1. SCU Fire Facts

The SCU Complex fire burned from August 18 through October 1, 2020. It impacted parts of
five counties: Santa Clara, Alameda, Contra Costa, San Joaquin, Stanislaus (Cal Fire, 2022,
Freedman, 2020, Wilcox & Harkness, 2020) and Merced counties (Reed, 2021). The fire
burned 396,624 acres (Cal Fire 2022), becoming the third largest fire in California history up
to that time (Cal Fire, 2021a, p. 37). A fire progression map is available at https://ftp.wildfire.
gov/public/incident_specific_data/calif_n/!CALFIRE/2020_Incidents/CA-SCU-005740
SCU_Lightning_Complex/GIS/Products/20200907/progression_e_port_20200906_2101
SCULightningComplex CASCU005740_opt.pdf. The fire burned for 44 days, with 222
structures destroyed, 26 damaged, six confirmed injuries, but no deaths (Cal Fire, 2022).
More than fifty city, county, special district, and state agencies participated in the response,
both in the field and in emergency operations centers (Cal Fire, 2022). CalFire SCU provided
daily updates at 3:00 pm on their Twitter account (San Jose, 2020b).
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