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ABSTRACT

While cloud computing is gaining widespread adoption these days, some challenges are

emerging around security, performance, and reliability of centralized cloud resources.

Decentralized services are introduced as an effective way to overcome the limitations of cloud

services. Blockchain technology with its associated decentralization is used to develop

decentralized application platforms. The interplanetary file system (IPFS) is built on top of a

distributed system consisting of a group of nodes that shares the data and also takes advantage of

blockchain to permanently store the data. The IPFS is very useful in transferring data between

people. This project focuses on blockchain technology, distributed file sharing system IPFS, and

their applications in software development. It talks about different types of blockchain, its

advantages and challenges, and what we can do to overcome the challenges of decentralized

technology.

Keywords - blockchain technology, distributed system, decentralized service, interplanetary

file system (IPFS)

4



ACKNOWLEDGEMENT

I would like to thank my project advisor, Dr. Ramin Moazeni, for his support and guidance

throughout the project. I also want to thank Dr. Melody Moh and Dr. Teng Moh for the support

and being my committee members. Finally, I am thankful for the support of my family to help

me achieve my academic goal.

5





The blockchain network is home to deployed executable smart contracts. When the web

server needs to interact with a smart contract, it uses the contract’s network address to connect

and then call a method in the smart contract. The contract executes the method to perform an

operation requested by the application, such as writing the hash code to the blockchain or

verifying the user’s identity. In the case of uploading new data, the smart contract will write the

hash code to the blockchain by adding a new block that contains the hash and links to the

previous node on the blockchain. The contracts are deployed to and running on the blockchain

network, as illustrated in Figure 6 above.

Figure 7. Sequence diagram of data retrieval in IPFS

Figure 7 shows the sequence diagram of data retrieval in IPFS: The web application server

uses an IPFS client to talk to a remote IPFS network of nodes or the local IPFS daemon. In our

experiments, we run the IPFS daemon locally, so we can test the code changes we make to

improve the performance of IPFS data retrieval. We add key-value memory cache to two APIs in
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IPFS. One API is to get the root file node from a file hash, and the other API is to find provider

nodes that can provide the corresponding data from a key. A key is the content addressed

identifier of a file. Besides querying data, the web application also utilizes the IPFS client’s Add

API to add new data to IPFS.
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IV. IMPLEMENTATION

4.1 Implementation Approach

As we are trying to improve the security of data stored in IPFS and the performance of data

retrieval from IPFS, we have decided to use encryption/decryption, access control using smart

contracts, migration of the web application from localhost to a remote IPFS network, and

memory cache. Below are the snapshots of two pages of the application for file upload and file

download.

Figure 8. Upload entry page of the application

Figure 9. Download entry page of the application
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In terms of security, we do not want the user’s actual data to float around in a distributed

IPFS file system since the data can be stored on multiple servers, which increases the risk of the

data getting hacked or stolen by a malicious party. Although IPFS hashes the file content, anyone

who has access to the hash can retrieve data from IPFS. It creates a security gap there. To

improve the security, we are using asymmetric encryption to encrypt the data before it is

uploaded to IPFS.

Smart contracts offer a way for us to implement access control over the data on IPFS. We can

implement logic in a smart contract to verify certain things, such as the username, email address,

etc. from a user when they try to download a file from IPFS. This will prevent an unknown user

from accessing the data because they do not have all the right information of the known user.

Migrating an application from the localhost to remote IPFS helps improve the availability

and accessibility of the application. We did this experiment to prove that once the application is

hosted on IPFS, it can be accessed from any computer, regardless of whether our localhost

machine is on or off.

To improve the performance of data retrieval from IPFS, we use a key-value memory cache

to cache the responses of some major internal APIs or method calls in IPFS. The key in the cache

will be the content identifier because it is unique for the same content. If the cache contains the

key, we can immediately return the value without doing any extra work, so it helps make data

lookup on IPFS faster.

4.2 Encryption and Decryption

Before getting uploaded to IPFS, a file is encrypted with the public key of the recipient.

When the recipient downloads the file using the hash from IPFS, they can use their private key to

decrypt the file to get the actual data. We used asymmetric encryption to encrypt a text file by the
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public key of the recipient, so that only the right recipient has the associated private key to

decrypt the file. If someone else has the hash and tries to download the file, they cannot decrypt

and see the file content because they lack the correct private key. It improves the security of data

on IPFS since only the intended recipient has the right private key to be able to decrypt the

downloaded file.

Figure 10. Asymmetric encryption when uploading to and downloading from IPFS

After the data has been saved in IPFS, IPFS returns the hash of the file content. We contact

the proper smart contract to write this hash to the local blockchain, so that no one can tamper the

hash thanks to the blockchain’s immutability property. The hash will then be copied and

distributed to other peer nodes, which makes it hard to be lost since multiple copies of the hash

are on the blockchain.
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Figure 11. Code snippet on a smart contract to write/read the file hash to/from the blockchain

4.3 Access Control using Smart Contracts

Smart contracts have been proven useful and effective in Ethereum blockchain based systems

to ensure a transaction between two parties is handled correctly as per the mutual contract. Smart

contracts are Turing complete, so they can be used for various purposes. Ethereum blockchain is

stateful, so it can record changes executed by smart contracts. Additionally, the blockchain is

appended only and immutable, and any modification to the blockchain is agreed upon through

consensus of participating nodes. Therefore, it eliminates chances of a malicious user trying to

tamper with the data on the blockchain. All of the above enables us to implement access control

as well as adding, modifying, and removing conditions for accessing data.

We have integrated smart contracts to our application to implement the access control of the

data on IPFS. For our experiment, we have written the logic in a smart contract to check the

user’s email address. The smart contract is compiled and deployed to our local blockchain. When

a user tries to download a file from IPFS, they are prompted to enter their email address. This

27



email address is sent to the application server, and the server calls a method on the smart contract

for email verification. If the verification succeeds, the server proceeds with fetching the

requested data from IPFS. Otherwise, we show an error message to the user that they do not have

access to the requested data.

Figure 12. Code snippet on a smart contract to verify an email address
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Figure 13. Code snippet to call the smart contract from the application server

4.4 Migrate Web Application from Localhost to Remote IPFS

Speaking of hosting a web application, we usually think about using a dedicated centralized

hosting service, such as Google, Amazon, then register a domain name, and set up a DNS record

to point the domain to the hosting server. Although these services can provide quite reliable

access and availability to our application, what happens if the centralized service goes down, or

the domain name service is not available? Our web application will not be accessible any more.

IPFS provides a great way to decentralize the hosting of an application where multiple nodes

can host the application, so the application can be accessed in case one or a few nodes go down.

Whereas the centralized server provides access to a website through an HTTP protocol, an

application running on IPFS will be accessed through the IPFS peer to peer protocol or the IPFS

Gateway API. It is even better that once the application is on IPFS, we can pin it to the local

node using the hash output from IPFS in order to make sure the application stays on the IPFS

network [8].
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Figure 14. Distributed app architecture supported by IPFS and Ethereum blockchain

We have used a tool on fleek.co to deploy our application to a distributed IPFS network.

Once deployed, we create a domain name on GoDaddy and change the CNAME record in our

domain’s DNS to have a better URL to access the application.

4.5 Key-value Memory Cache

We have used a third party caching library to add caching to the IPFS source code. The

memory cache is useful when a request for the same key is sent to a server multiple times within

a certain amount of time. The first time the request will go through the normal flow to retrieve

everything it needs to retrieve the requested data. The subsequent requests for the same key will

hit the cache, so we can avoid unnecessary calls to other methods. The cache is built upon a

thread safe map with the key of type string, and the value of type interface, so that the value can

store objects of different types. The cache can be accessed by multiple methods as well.

There are three main operations on the cache.
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● Cache set: used to set a key-value mapping in the cache. If the key already exists in

the cache and has not expired, the key-value pair will be replaced with the new value.

● Cache get: used to get the corresponding value of a key from the cache. If the key

does not exist in the cache, it will return null. This operation returns a pair of the

associated value and a boolean indicating if the value was found or not.

● Cache evict: used to delete a key-value entry in the cache when the key already

expired.

The cache’s methods synchronize access to the cache’s internal data mapping to avoid

inconsistent reads and data integrity issues. The cache constructor takes an expiration duration

and a cleanup interval. Entries in the cache will expire after the expiration duration. A cleanup

routine runs periodically at the specified interval to delete expired entries. It ensures the cache

only stores recently accessed data. It is possible to make the cache entries never expire by setting

the expiration time to -1. The cache will maintain the entries forever, so it will require manual

deletions to clean up the cache.

4.6 Methods

4.6.1 getFileNodeFromPath()

This method takes an IPFS hash path to a file and resolves to a file root node that points to

the start of the file. The method queries the directed acyclic graph (DAG) which is the

underlying data structure of IPFS and returns a node pointer to the file. Since the hash path is

based on the file content and is the same for the same content, we can put the hash path and the

resolved file node in the cache. Future requests with the same hash path will hit the cache and

immediately return the file node.
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This method first resolves the given path to the last valid resolvable path. It uses the content

identifier in the last resolvable path to query the DAG. The DAG will return a root node that

contains links to other nodes in the graph representing the requested data. When receiving the

root node, the method creates a new Unix file system based file node. This node can represent

different hierarchies of the file system, such as a file, a directory, or a symbolic link to a file.

4.6.2 findProvidersAsync()

While getFileNodeFromPath() returns the file root node to a specific given hash path, this

findProvidersAsync() method searches for peers that are close to the current node and can

provide a given key. The method takes a content addressed identifier and a count, then returns a

set of peers that have or know where to get the requested content. A content addressed identifier

is formed by a version, a content type, and the hash of the content. The count specifies how

many peers we want to get. If the count is zero, the method returns an unbounded number of

peers. Because the content identifier is unique for the same content, we cache the content

identifier and the set of peer providers. Therefore, future calls to this method with the same

identifier will be able to directly get the providers from the cache.

This method internally tries to find providers from the local network as well as the wide area

network. In each network, it creates a channel which is responsible for sending back a peer’s

address when it is found. Since a peer can be found again and again, the method keeps a local

map that stores a newly found peer. We just ignore the peer that has already been found and is in

the map. If at the end of the method, we cannot find any new peers, we publish a query event to

the query event channel. The query event has the context of the initial data request.

4.7 How Everything Works Together
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Now that we have finished all the necessary parts to improve the security and performance of

our web application. We have run some simple tests on the same application workflow to

illustrate how everything works together.

We first encrypt a text file using the recipient’s public key and upload it to IPFS. We use a

file large enough, so that during the upload, the file is broken into multiple data blocks. The

blocks are processed and can be stored on different nodes on IPFS. The upload request returns

the hash of the file content which we can use to retrieve the file later.

When the file is successfully uploaded, we try to download the file from IPFS. The

application requires the user to enter their email address before they can download. We send a

download request along with the user’s email address to the application server. The server calls

the smart contract that has already been deployed to the local blockchain to verify if the entered

email address is correct and trusted. If the verification fails, the application pops up a message to

inform the user that they are not authorized to download the file.

After the email has been verified, we proceed to call the IPFS Get API to retrieve the file’s

data. The API takes the hash we received from the upload and tries to find data providers that

have the file and are ready to return the file. During the process of finding data providers, the two

methods findProvidersAsync() and getFileNodeFromPath() are internally called. When each

method receives the needed response objects, it puts the response objects into the memory cache.

When the Get API returns, from our web application side, we should receive the file’s content in

the response.

Now we try to download the same file again and measure the time it takes in both methods

findProvidersAsync() and getFileNodeFromPath(). We should observe that each method is taking

much less time than before thanks to the memory cache.
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Since the memory cache is refreshed periodically and invalidates data entries that have not

been accessed for some expiration time, we wait long enough for the data to be invalidated and

try to download the same file again. We again measure the time elapsed in both the

aforementioned methods. We should see that both methods are taking a much longer time

because the requested data is now missing in the cache, so the methods have to go through a full

normal flow to retrieve the data.
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V. EXPERIMENTS AND RESULTS

The purpose of the project is to improve the security and performance of web applications

when using the distributed file system IPFS. We integrated various methods into our application

to make it more secure and faster. The methods we used are encryption/decryption, access

control using smart contracts, and memory cache. We have done 4 experiments where 3 of them

demonstrate the result of each improvement method we have implemented, and 1 experiment

shows the application is completely running on the remote IPFS.

Table 2: Summary of the experiments and their results

Experiment Result

Encryption and decryption Only the expected recipient can decrypt the
file after downloading from IPFS because
they have the correct private key.

Access control using smart contracts Only users with trusted and valid identity can
access the data on IPFS

Migration of the application to IPFS The application can always run and be
accessible even when the local server shuts
down.

Memory cache Improve the latency to find node providers for
a key as well as finding the data’s root node
from an IPFS hash path. The latency goes
down from more than 300 ms to about 10 ms
for these operations.

5.1 Encryption and Decryption

For the first experiment, we used encryption and decryption to protect the privacy of the data

we upload to IPFS. We first generated a pair of a public key and a private key using OpenSSL

commands.
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We ran the following commands to encrypt the file test.txt, output the encrypted file

encrypted.txt, and uploaded the encrypted file to IPFS.

● openssl rsautl -encrypt -pubin -inkey public.key -in test.txt -out encrypted.txt

● ipfs add encrypted.txt

The below screenshot shows the contents of the original file and the encrypted file.

Figure 15. The contents of the original file and the encrypted file

The ipfs add command returned the hash of the file as

“QmWnGk5okhJocwLRS8QDkMnmzpiGHXdu6UrrqA3a88XqXX”. We used this hash to
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download the file back from IPFS and then decrypted the downloaded file. We ran the following

commands.

● ipfs get QmWnGk5okhJocwLRS8QDkMnmzpiGHXdu6UrrqA3a88XqXX

● openssl rsautl -decrypt -inkey private.key -in

QmWnGk5okhJocwLRS8QDkMnmzpiGHXdu6UrrqA3a88XqXX -out decrypted.txt

The downloaded file was saved with the same name as the hash

“QmWnGk5okhJocwLRS8QDkMnmzpiGHXdu6UrrqA3a88XqXX”. We decrypted this file to

create an output file called decrypted.txt

Figure 16. The original file and the decrypted file have the same content
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5.2 Access Control using Smart Contracts

In the second experiment, we used smart contract based access control to verify the user’s

identity before giving them permission to download a file on IPFS. When we downloaded a file

from IPFS, we were required to enter an email address for the smart contract to validate. For

experiment purposes, we hard coded this email address vule@sjsu.edu in the smart contract, and

the email verification would fail for any email different from the hard coded email. When the

entered email address passed the verification, we showed a success message to the user and

started downloading the file from IPFS.

Figure 17. The success message for email address verification

When we put in an unexpected email address, it would fail the verification by the smart

contract. We showed a failure message to the user and did not allow them to download the file.
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Figure 18. The failure message for email address verification

5.3 Migration of the Web Application to IPFS

We have migrated the web application from the localhost to a remote IPFS network, so the

web application can be accessed even though the local server is not running. We also set up an

SSL connection and a custom URL https://sjsu-cs298.on.fleek.co for secured and easy access to

the application.

Figure 19. Web application running on remote IPFS (upload page)
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Figure 20. Web application running on remote IPFS (download page)

5.4 Memory Cache

We experimented uploading and downloading files of different sizes and measured the time it

took to get the root file node with and without the cache. For each file, we ran the same

experiment 10 times and took the average latency. The results are shown in Figure 21.

Figure 21. Comparison of the latency in getting the root file node with and without the cache

We can see that without the cache, the average latency fluctuates from 300 ms to 400 ms. In

our experiment, sometimes it can take up to a few seconds to get the root file node because it

depends on when the lookup algorithm finds the node.

We also measure the download latency for different file sizes, shown in Figure 22. With the
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cache, it only takes about 10 ms to get the root file node, and the latency is pretty consistent. The

latency that the user observes when downloading a file from the application will be higher due to

the Internet latency to transfer the data. The Internet latency is insignificant and not noticeable

for a 1Mb file, and it is increasing as the size of a file gets bigger.

Figure 22. Internet download latency for different file sizes

We also tried varying the expiration time of the memory cache; the results are shown in

Figure 23. We pre-uploaded 100 different text files of about 1 Mb each to IPFS. We tried setting

the expiration time to 10 seconds, 30 seconds, 1 minute, and 5 minutes, and for each expiration

time, we ran a script to continuously download random files from the pre-uploaded files on IPFS

and measured the latency. The resulting latency is drawn in the chart below. As the chart

illustrates, when the expiration time increases, the latency decreases because more entries are

kept in the cache, and we get more cache hits in the download operation.
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Figure 23. Latency vs. expiration time of the memory cache

The memory cache is backed by a key-value map in Go language. Since a map can have a

dynamic size, when more data is added to the map, the map will get more slots internally.

Therefore, the maximum amount of data in the cache will depend on the available heap size and

the operating system where IPFS is running. For example, a map in a 32-bit operating system can

have 231 - 1 slots, and a map in a 64-bit operating system can have 263 - 1 slots. Because of the

above reason, initializing a map with a different size for our memory cache will not result in any

difference in terms of the latency to get the data. However, the size of the cache is limited by the

heap size and the memory available in the operating system.

Note that there is a possible disadvantage of using the memory cache. When the data

requested from IPFS is too large that the cache cannot hold, it will result in a cache miss. When

many cache misses are happening, it will slow down the performance of IPFS. Depending on the

application’s use cases, if IPFS with the integrated memory cache is not a good fit, we can

consider other alternative distributed file systems, such as Ceph, GlusterFS, and HDFS. HDFS

42



stands for Hadoop distributed file system which can store, process large unstructured data, and

provide high throughput access. Ceph is a POSIX-compliant network file system that offers high

performance, large data storage, and is highly compatible with legacy applications. GlusterFS is

also a fast and scalable distributed file system which has caching of data and metadata.

GlusterFS can be integrated with HDFS to process large data for data analysis purposes [6].

Figure 24. The request headers and parameter for Get API call to IPFS
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Figure 25. The response shows the content of the downloaded file from IPFS
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5.5 Tradeoff Between Performance and Security

There is a computing cost for each added security mechanism in the appli- cation, so it incurs

a tradeoff between performance and security. When an additional layer of security is integrated,

the application’s server has to do more computing work in the security check, so the application

can run a lit- tle slower. If security is more important, we need to sacrifice performance of the

application, and vice versa. Therefore, it is important to choose the right balance between

performance and security to meet the requirements and use cases of the application.

We have measured the performance impact in our application for each security method. We

upload and download files of 1 Mb in size. The encryption and decryption using OpenSSL each

takes about 50 ms. The call to the smart contract to verify the user’s identity takes between 20 to

70 ms. In short, the security implementation adds an additional 50 ms to the file upload flow and

an extra 70 ms to 120 ms when downloading a file.

As we know from the experiments, IPFS with the memory cache only takes about 10 ms to

resolve the root file node, so the additional latency from the security protection is about 7 to 12

times longer on average for a file download. From the user experience, the added latency of

about 100 ms in a download should not be noticeable. However, if we want to upload a very

large file, we may need to split it into chunks and encrypt each chunk at a time because there is a

size limit in OpenSSL encryption. This splitting and encrypting of a large file may add a

significantly longer latency for uploading a file, which is something we need to consider.
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VI. CONCLUSION AND FUTURE WORK

Our research and experiments show that it is imperative to protect the security and privacy of

data on a distributed network, and we have used several methods in our application to improve it.

Data encryption ensures the data can only be seen by the authorized user who has the right key to

decrypt the data. Access control by smart contracts provides another layer of security check to

verify the user’s identity before giving the user permission to access the data. Combining the two

methods can significantly improve the security and lower the risk of data being stolen by

malicious users. Some future work to be done in this area will be to add more access control

policies to smart contracts to verify the user’s identity, such as verify the user’s public key and

signature. We can also have a blockchain based service that encrypts and manages the user’s

secret key, and an application which wants to access the data can call the service to get the key

and decrypt it. This key management service can use smart contracts’ access control to

authenticate the user before sending them the key [18, 19].

Besides the security concern, our experiments demonstrate performance improvement in

IPFS by using key-value memory caching. The cache helps significantly reduce the time it takes

to find a data provider or the root node of an underlying directed acyclic graph in IPFS, which in

turn makes it faster to retrieve data from IPFS. In the future, another way we can try to add on

top of caching is to use recursive lookup instead of the current iterative lookup. When the

iterative lookup asks a node for the associated value of a key, if the node does not have the value,

it will return a list of other nodes closer to the requested value. The same process continues until

it finds a node that actually has the value and can return it. With the recursive lookup, when we

ask a node for a value, and the node does not have the value, it will ask another closer node

which will ask another closer node. Once the value is found, it will be returned to the original
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requestor following the same chain of requests in the reversed order. The recursive lookup can

reduce a lot of network traffic between nodes and the latency in processing requests and

responses in each node, so it will certainly improve the performance of data retrieval in IPFS.

The performance can degrade when extremely large data files are trans- ferred because the

entire data will not fit in the memory cache. We will more likely experience cache misses.

Another future work is to find a solution to han- dle this situation and try to achieve the

optimized performance of the cache as well as IPFS when requesting large data from IPFS.
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