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ABSTRACT 

 

AUTHENTICATION AND ENCRYPTION OF AERIAL ROBOTICS 

COMMUNICATION 

 

by Maojie Han 

 

As designed to accept custom modules, autonomous aircrafts has developed into a 

fast-paced industry. The remote-control system of aerial robotics is typically based on 

wireless communications methods, such as 2.4 GHz, 5.8 GHz, or Wi-Fi. Because the 

services vary with the communication method, users face different kinds of 

cybersecurity challenges. This thesis provides an innovative solution for the 

authentication and security methods in proposed aerial robotics communication 

network.  The thesis begins with an introduction to RF drone communications. After a 

discussion of the MAV Link communication protocol, the thesis will focus on the 

differences between the existing one-to-one network and the proposed one-to-many 

network. This thesis will then address the application of the transport layer security 

(TLS) layer, in connection with communication protocols, encryption, decryption, key 

distribution and authentication. The thesis concludes with a discussion of the future of 

Wi-Fi based aerial robotics networks. 
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I. INTRODUCTION 

 

Aerial robotics has developed into a fast-paced industry. Autonomous aircrafts are 

designed to accept custom modules. The remote-control system of aerial robotics is 

typically based on different wireless communications methods. To ensure the security 

of these communication methods. The following eight chapters propose aerial 

robotics frameworks and discuss the relevant security methods. Chapter 2 provides 

relevant background knowledge that focuses on the current aerial robots’ 

communication network, communication channel, authentication and cryptography 

used in the current drone network. Chapter 3 examines the security and structural 

weaknesses of the current communication network by comparing the one-to-one 

network with the one-to-many network.  

In Chapter 4 after the selection of the one-to-many communication network 

structure, security issues such as threats and attacks towards the wireless 

communication channel are discussed. Chapter 5 explores the deployment of the 

proposed security methods, and a more complex network structure is given, including 

the communication structure, messages types, and communication schedule. Chapters 

6 and 7 propose an encryption and authentication method for an aerial robotics 

communication network along with a key distribution system for that network. I 

conclude that that the key distribution in the network is very important in ensuring the 

security of aerial robotics networks. The thesis also concludes that the one-to-many 

network will soon become ubiquitous in the aerial robotics industry.  

Lastly, in Chapters 8 and 9, I summarize my findings and offer my conclusions 

about the direction of future research in aerial robotics networks.   
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II. BACKGROUND KNOWLEDGE 

 

This chapter discusses the background of communication protocols, 

communication methods, security methods, and Wi-Fi communication methods of 

aerial robotics.  

A. Communication Protocols  

Aerial robotics drones are more widely known as unmanned aerial vehicles 

(UAVs). Drones are flying robots. The aircraft can be remotely controlled or can fly 

autonomously through software-controlled flight commands in its embedded systems 

working in conjunction with the embedded air pressure sensor, compass, and GPS. 

The various types of drones, such as fixed-wings, multi-motors, and helicopters, are 

divided into different categories for military, commercial, and consumer use. Since 

types and categories vary, different drones have distinct speeds and ranges in order to 

accomplish dissimilar tasks; therefore, they require different communication methods. 

Because communication distance requires flexibility, all communication methods 

should be wireless. Selecting the most compatible wireless communication methods 

and communication protocol will help aerial robotics to be more efficient. 

Today, users can buy their own drones, build their own drones, and modify their 

own protocols without any industry standards to organize drone communications, 

which could lead to confusion in the air. So, Micro Air Vehicle (MAV) Link 

protocols were instituted in consumer and commercial drones. The MAV Link is a 

protocol for communicating with small, unmanned vehicles that provides a sample 

framework for UAV communications. First released early 2009 by Lorenz Meier 

under LGPL licensing [7], MAV Link typically communicates between a ground 

control station (GCS) and aerial robots and between the subsystems of the robots. 
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MAV Link is designed as a header-only message marshaling library that can be used 

to transmit the orientation of the robots, their GPS locations and speeds. We can use 

the same structure in Wi-Fi communications for aerial robotics.  

MAV Link messages come in two signal types [1], heartbeat and control. The 

heartbeat signal periodically sends and receives, usually at the rate of one heartbeat 

per second. The heartbeat signal, used for the drones to provide feedback of their 

status to the ground control station, is a message containing several fields, including 

type, autopilot, mode, system status, and the specific MAV Link version. The type 

field indicates the shape of the aerial robotics’ type, such as fixed-wing, multi-motor, 

helicopter. The autopilot field is the flying control algorithm; generally, this algorithm 

will be selected among APM, PPZ, and PIX HAWK. The mode field contains the 

mode of aerial robotics control, including a base mode and a sub mode (the details of 

modes will be explained in the following chapters). The system status field indicates 

whether the aircraft is on the ground or airborne (preparing, taking off, loitering, 

flying back, landing). Since different versions of protocols have different frames, 

which might lead to different checksums, the message should also announce the exact 

MAV Link version it uses because a drone might use a different MAV Link version 

from that of the ground station. The communication protocol should pair the versions 

to ensure the success of message transformation. 

The control signal has three base modes: auto, position control, and manual. Under 

auto mode, software completely controls the drone. The drone takes off, finishes 

tasks, and lands automatically. Under position control mode, the robotics control 

combines manual control with the GPS signal. The controller can send a position, and 

the drone re-positions itself to finish the mission. Under manual mode, controllers can 
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directly control the drone’s throttle, pitch, yaw, and roll angle to fly the drone to any 

position the user wants. Fig. 1. is an example for the Mav link message frame. 

 

Fig. 1. Mav link message frame. 

 

B. Communication Methods  

Users employ three kinds of communication methods, satellite communications, 2.4 

G Wi-Fi signal, 2.4 G radio signal. Military drones use satellite communications. 

From taking off until it leaves the line of sight, the ground-control station controls the 

drone via a direct data link. After the drone disappears from line of sight, satellites 

serve as the access point in the link. The drones also use GPS to relay their positions. 

The communication rate of this method is from 1.5 Mbps to 20 Mbps. Moreover, the 

delay can be more than 600 ms, and the communication distance can be more than 

300 km.  

Some of the consumer drones use 2.4 G Wi-Fi to transfer information. Data rate 

can be up to 54 Mbps, but the communication distance in this case is 300 m. Most of 

the consumer and commercial drones use a 2.4 G GFSK analog signal. Frequency-

shift keying (FSK) is a frequency modulation scheme in which digital information is 

transmitted through discrete frequency changes of a carrier signal. The Gaussian 

frequency-shift keying (GFSK) filters the data pulses to make the transitions 

smoother. This filter has the advantage of reducing sideband power in order to reduce 
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interference with neighboring channels, but at the cost of increasing inter-symbol 

interference. This filter improves the communication distance.  

In drone communications, users employ pulse width modulation (PWM). PWM, or 

pulse-duration modulation (PDM), is a modulation technique used to encode a 

message into a pulsing signal. Although this modulation technique can be used to 

encode information for transmission, its main use is to control the power supplied to 

electrical devices, especially to inertial loads such as motors. In the drone control 

system, the PWM signal controls the motor and the flying control system. Different 

signal widths control different ports in the system. The PWM signal is modulated on 

the GFSK signal.  

PWM frequency is between 2400 MHz and 2525 MHz. The sender signal is 20 

dBm, and the receiver signal is -106 dBm. The communication distance is from 2100 

m to 800 m. There is no received signal strength indication (RSSI) in the 

communication sequence. Data rate is from 250 bps to 2 Mbps. Real-time video 

streaming communication uses a 5.8 G analog signal, which can extend 

communication distances in clean space; however, because of its shorter wavelength, 

in complex environments the communication quality of the 5.8 G signal is worse than 

that of the 2.4 G signal.  

C. Security Methods 

To protect essential communication and configuration information and to prevent 

aerial communication systems from hacking and attack, appropriate security methods 

in the channel are crucial.  

Security methods that used nowadays can be separated into software and hardware 

approaches. Spread-spectrum signals as a current hardware security function are 
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highly resistant to deliberate jamming unless the adversary has knowledge of the 

spreading characteristics. Military radios use cryptographic techniques to generate the 

channel sequence under the control of a secret called the transmission security key 

(TRANSEC) that the sender and receiver share in advance.   

Software security methods use authentication and encryption algorithms to protect 

the communication channels. There are 16 identical stages of processing, termed 

rounds. There is also an initial and a final permutation, termed IP and FP, 

respectively, which are inverses (IP "undoes" the action of FP, and vice versa). IP and 

FP have no cryptographic significance, but are included in order to facilitate loading 

blocks in and out of mid-1970s 8-bit based hardware. Before the main rounds, the 

block is divided into two, 32-bit halves and processed alternately; this crisscrossing is 

known as the Feistel scheme. The Feistel structure ensures that decryption and 

encryption are very similar processes. The only difference is that the sub keys are 

applied in the reverse order when decrypting. The rest of the algorithm is identical. 

This greatly simplifies implementation, particularly in hardware, as it eliminates the 

need for separate encryption and decryption algorithms.  

Based on a design principle known as the substitution-permutation network, the 

AES speedily combines the substitution and the permutation in both software and 

hardware. Unlike its predecessor DES, the AES does not use a Feistel network. The 

AES is a variant of Rijndael, with its fixed block size of 128 bits and a key size of 

128, 192, or 256 bits. By contrast, the Rijndael specifies that block and key sizes may 

be any multiple of 32 bits (with a minimum of 128 and a maximum of 256 bits). The 

AES operates on a 4×4 column-major order matrix of bytes, termed the state, 

although some versions of Rijndael have larger block sizes and have additional 
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columns in the state. Most AES calculations are done in a special finite field. The 

algorithm is displayed below.  

1) Wi-Fi Communication Methods. The current method to control consumer drones 

is based on the 2.4 GHz RF ground station with a RF based (MAV Link) protocol. 

Under this method, every drone is controlled by it respective ground station, which 

means one person can control only one drone at one time. In the future development 

of the drone industry, users might need drones to achieve many new utilities and 

purposes, such as drone deliveries, drone detection. In this scenario, one person 

controlling multi-drones becomes necessary.  So, using Wi-Fi as the communication 

protocol is a better choice since, under a Wi-Fi network with multiple drones, each 

drone can have its own IP address, with which it can communicate with the same 

ground station at same time as the other drones. 

Under the current RF wireless communication, each drone and ground station 

matches each other with a process called binding. During the binding process, the 

ground station is in listening mode, and individual drones send out a broadcast signal 

to announce their communication frequency and their frequency hopping table, and to 

synchronize their RF system with that of ground control. In this way, there is a pairing 

of the unique frequency hopping table between the drone and the ground station, 

which means every communication channel needs its own RF module. Even though 

this binding process achieves multiple connections, this precise and complicated 

system may not be efficient. Wi-Fi multi-connection can be established much more 

easily because every node works on the same frequency; in fact, users could work 

with an ad hoc network in this system. 
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2) Wi-Fi Based Encryption. The visual communication range of aerial robotics is 

between 0~2 km while the out-of-sight range is 2-6 km. The Wi-Fi based aerial 

robotics communications, a LAN or MAN could be established. Because every drone 

ground-station network can be treated as an IP subnet, multi connections can share the 

same network. The Wi-Fi protocol has its own encryption method; however, in this 

scenario, every drone has access to the same network in order to minimize potential 

risk by reducing the encryption/decryption calculations and by improving the 

frequency of key updating. For the purpose of comparison, all the encryption methods 

are listed below. In comparing the security methods of Wi-Fi with the security 

methods proposed in this thesis, the insufficiency of the Wi-Fi security methods is 

clear. For greater efficiency, aerial communication Wi-Fi can be set up as part of a 

public network that every device can access. 

WEP[3]: standard 64-bit WEP uses a 40-bit key (also known as WEP-40), which is 

concatenated with a 24-bit initialization vector (IV) to form the RC4 key. At the time 

that the original WEP standard was drafted, the U.S. government export restrictions 

on cryptographic technology limited the key size. Once the restrictions were lifted, 

manufacturers of access points implemented an extended 128-bit WEP protocol using 

a 104-bit key size (WEP-104). 

A 64-bit WEP key is usually entered as a string of 10 hexadecimal (base 16) 

characters (0–9 and A–F). Each character represents 4 bits, so 10 digits of 4 bits each 

produces 40 bits; adding the 24-bit IV produces the completes the 64-bit WEP key (4 

bits × 10 + 24 bits IV = 64 bits of WEP key). Most devices also allow the user to enter 

the key as 5 ASCII characters (0–9, a–z, A–Z), each of which is turned into 8 bits 

using the character's byte value in ASCII (8 bits × 5 + 24 bits IV = 64 bits of WEP 
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key); however, this restricts each byte to be a printable ASCII character, which is only 

a small fraction of possible byte value and so greatly reduces the space of possible 

keys. 

A 128-bit WEP key is usually entered as a string of 26 hexadecimal characters. 

Twenty-six digits of 4 bits each produces 104 bits; adding the 24-bit IV completes the 

128-bit WEP key (4 bits × 26 + 24 bits IV = 128 bits of WEP key). Most devices also 

allow the user to enter this key as 13 ASCII characters (8 bits × 13 + 24 bits IV = 128 

bits of WEP key). 

A 152-bit and a 256-bit WEP system are available from some vendors. As with the 

other WEP variants, 24 bits are for the IV, leaving 128 or 232 bits for actual 

protection. These 128 or 232 bits are typically entered as 32 or 58 hexadecimal 

characters (4 bits × 32 + 24 bits IV = 152 bits of WEP key, 4 bits × 58 + 24 bits IV = 

256 bits of WEP key). Most devices also allow the user to enter it as 16 or 29 ASCII 

characters (8 bits × 16 + 24 bits IV = 152 bits of WEP key, 8 bits × 29 + 24 bits IV = 

256 bits of WEP key). 

TKIP [4]: TKIP uses the same underlying mechanism as WEP; consequently, it is 

vulnerable to a number of similar attacks. The message integrity check, per-packet 

key hashing, broadcast key rotation, and a sequence counter discourage many attacks. 

The key mixing function also eliminates the WEP key recovery attacks. 

Notwithstanding these changes, the weakness of some of these additions have allowed 

for new, although narrower, attacks.  

WPA/WPA2 [5]: WPA uses a message integrity check algorithm called TKIP to 

verify the integrity of the packets. TKIP is much stronger than CRC, but it is not as 

strong as the algorithm used in WPA2. Researchers have since discovered a flaw in 
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WPA, its reliance on older weaknesses in WEP and the limitations of Michael to 

retrieve the key stream from short packets to use for re-injection and spoofing. 

WPA2, which requires testing and certification by the Wi-Fi Alliance, implements 

the mandatory elements of IEEE 802.11i. WPA2 includes mandatory support for 

CCMP, an AES-based encryption mode with strong security. Certification began in 

September 2004; since March 13, 2006, WPA2 certification has become mandatory 

for all new devices that bear the Wi-Fi trademark. 
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III. WEAKNESSES OF CURRENT COMMUNICATION NETWORKS 

 

 The structure of an aerial robotics network can be separated into two modes, one-

to-one communication and one-to-many communication. Current drone 

communication normally utilizes the one-to-one network frame. This chapter 

discusses the weaknesses of current communication networks. 

A. Comparison of Network Structures  

The one-to-one communication structure of the current network framework for 

commercial and consumer drone can be achieved by the 2.4 G radio communication 

signal. This kind of structure can provide a large, stable bandwidth of 

communications. One ground control station controls one aerial robot, and different 

channels are selected to avoid interference. Before the drone takes off, the 

authentication method of this network structure binds the drone to the ground control 

station. The communication channel is set on a selected frequency and flipped on the 

same frequency jumping table.  Using this channel, messages are exchanged without 

encryption.  

In the one-to-many communication structure, a new kind of network framework for 

consumer and military drones can be achieved using IP based wireless technology or 

other likely technologies, such as the Wi-Fi network. With this network, one ground 

control station can control several aerial robots at the same time, and aerial robots can 

communicate with other robots and several ground control stations simultaneously. 

According to an analysis of consumer use of this type of network, the authentication 

and encryption methods are based on Wi-Fi, which include the WPA2 password and 

AES cryptography [9]. 

B. Security Weaknesses of the Current Communication Structure 
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As new uses for aerial robotics develop, the security measures of the one-to-one 

network will prove inadequate. In the future, it will be impossible to ignore the issues 

enumerated below:  

1. The current communication structure allows the owner to control only one drone 

at any time. In some scenarios, one project may need multiple kinds of information, 

so the drone is required to carry multiple sensors. A drone with even one broken 

sensor can sabotage the entire project since the drone flies back, resulting in wasted 

time and money. 

2. In the current communication structure, messages are sent in plain text in the 

channel, which is a vulnerability for network security concern. The man-in-the-middle 

attack can be easily deployed in the channel (details of such attacks will be discussed 

later). The current drone communication structure is a concern for network security 

since messages are sent in plain text in the channel. 

3. The current communication structure cannot provide a port for the drone’s flying 

traffic observation and the drone’s flying tracking. Moreover, the one-to-one network 

structure can hardly provide a port for a third party to get access to the identification, 

control and feedback information and save the information from the communication 

channel for later usage.  

4. The current communication structure for consumer and commercial use aerial 

robotics cannot allow users to deploy an ad hoc network, which means the flying 

devices can be controlled only within the communication range of the ground control 

station’s antenna.  

The one-to-one network exhibits several security challenges, but the one-to-many 

aerial robotics network, by combining cryptography and authentication applications, 
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can address such security problems.  Enumerated below are some of the most relevant 

issues: 

 1. For projects that need to synthesize diverse kinds of information, the one-to-

many network allows the ground control station to link to multiple flying devices. 

Different devices can carry different sensors, and ground control stations can manage 

the organization of different devices to meet various requirements and goals.  

 2. The one-to-many network can combine with an authentication and encryption 

method in its application layer or its TLS layer, which can help users to defend and 

avoid different kinds of passive and active attacks. Details will be discussed in a later 

chapter. 

 3. The one-to-many network structure can transmit all the control and feedback 

information in the same network; therefore, users can achieve traffic observation and 

flying tracking by looking through the feedback information from all aerial robots in 

the network. 

 4. The one-to-many network structure can help users to deploy an ad hoc network 

easily to extend the communication range of the entire network, so aerial robots in the 

same network can communicate with one other.  

5. Lastly the one-to-many network structure can control the position of every 

device and transmit all the messages in the network simultaneously to ensure that 

some devices can fly within the communication range of other devices while other 

devices can fly out of communication range of ground control. 

In conclusion, the one-to-many network structure and its superior security 

technology will have great impact on aerial robotics communication in the future. 
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IV. THREATS AND ATTACKS TOWARDS AERIAL ROBOTICS 

COMMUNICATION NETWORKS 

 

 In this paper, threat and attack describe almost the same kind of entities which 

influence the cyber security of an aerial robotics communication system. Typically, 

attacks can be divided into active attacks and passive attacks. 

A. Definition  

Based on RFC4949, entities that influence system security can be divided into two 

types: threats and attacks [6]. 

Threat: A potential for violation of security, which exists when there is an entity, 

circumstance, capability, action, or event that could cause harm. 

Attack: An intentional act by which an entity attempts to evade security services 

and violate the security policy of a system. That is, an actual assault on system 

security that derives from an intelligent threat. Or a method or technique used in an 

assault.  

An active attack attempts to alter system resources or affect their operation. In an 

aerial robotic communication system, active attacks involve modifications of the data 

stream or the creation of false streams and can be subdivided into four categories: 

masquerade, replay, modification of messages, and denial of services. 

A masquerade attack takes place when one entity pretends to be a different entity. 

A masquerade attack usually includes one of the other forms of active attack. For 

example, the authentication sequences between drones and ground control stations 

can be captured and replayed after a valid authentication sequence has taken place, 

thus enabling malicious GCSs to be authorized. This now hostile GCS can access a 

specific drone, intercept communications, and send harmful commands. 



15 
 

 

Replay involves the passive capture of an authentication stream and/or a command 

stream and the retransmission to produce an unauthorized effect. 

Modification of messages simply means that some portion of a legitimate message 

is altered, or that messages are delayed or reordered, to produce an unauthorized 

effect. For example, a message meaning “Allow GCS1 to access the key database and 

take charge of Drone1” is modified to mean “Allow GCS null access to the key 

database and take charge of Drone1.” 

A denial of service attack prevents or inhibits the normal use or management of 

communications facilities. This attack usually has a specific target. For example, an 

entity may suppress all messages directed to a particular drone and lead to an auto 

landing or fly back. Another form of service denial is the disruption of an entire 

control network, either by disabling the network or by overloading it with messages in 

order to degrade its performance. 

This kind of attack always aims at the data saved in the cyber devices, such as the 

drone and the GCS, or the sensitive information transferred though the 

communication channel, such as control messages, key exchange messages and so on. 

So, it is easier for the system to detect them. However, because of the variety of 

attacks, it is may be hard for systems to prevent them. The security methods towards 

active attacks are authentication and system security checking.  

A passive attack attempts to learn or make use of information from a system but 

does not affect system resources in that system. 

Passive attacks are a form of monitoring, or eavesdropping upon transmissions. The 

goal of the opponent is to obtain any information that is being transmitted. Passive 

attacks come in two types:  release of message contents and traffic analysis. The 
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release of message contents is easily understood. For example, a key transfer message 

or a drone control message may contain sensitive or confidential information. We 

would like to prevent an opponent from learning the contents of these transmissions.  

The second type of passive attack, traffic analysis, is more subtle. Suppose users 

could encrypt the contents of key transfer messages or flying control messages so that 

opponents, even if they capture the messages, cannot extract any useful content from 

them. Even if encryption protection is in place, an opponent might still be able to 

observe the patterns of the encrypted messages. In addition, the opponent could 

determine the location and identity of communicating a GCS and aerial robots and 

could observe the frequency and length of messages being exchanged. This 

information could easily lead to conclusions about the nature of the communication, 

such as the type of flying control messages or the key exchange messages, which can 

be used to decipher messages or access the entire network. A detailed study of 

security methods is provided in the following chapters.  

B. Network-based Communication Threats and Attacks 

 The nature of wireless aerial robotics communication results in several 

shortcomings:  

 1. Inadequacy of the authentication and identity detection methods.  

 2. Inadequacy of the cryptography on the message transformation channel.  

 3. Ease of access to the network. 

 4. Inconsistent versions of communication protocols  

 Knowing those shortcomings, multiple attacks could be deployed towards the 

communication network. Depending on the type of attacks, the security methods that 

could be taken to strengthen the weakness are discussed below.  
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1) Introduction of Incorrect Input Commands. With access to the aerial robotics 

communications network, it becomes possible to lead aerial devices into an incorrect 

action by generating fake input messages. Also, by passing themselves off as aerial 

devices, GCS or other information provider, aggressive third parties can access all 

message exchange information, such as control messages, authentication messages, 

status feedback messages, and key exchange messages. Certain aspects of the airborne 

devices could be controlled by an unauthorized third party. Various defensive 

mechanisms can be applied to protect the system security: system authentication, 

frequent position checking combined with feedback information, and encryption of 

key exchange messages. 

2) Sender-Receiver Related Weaknesses. Because of the nature of message 

exchange, third parties could introduce several classic errors into the aerial robotics 

communication network. These errors are explained below.  

3) Buffer Overflow Attack, Encoding/Decoding Errors, and Message Format 

Errors. These sorts of problems can be prevented by using a better detection function 

algorithm, and matching the different stacks between different code transfer 

algorithms, such as the Unicode and ANSI formats. 

4) Network Deny of Service (DoS) Attack. Because wireless communication 

channels can be easily accessed, when the network becomes larger. the routing in the 

network becomes more complex. In this scenario, very long delays in communication 

and very long times to initiate communications will occur. When the delay is long 

enough, a DoS will occur.  

To prevent and defend from this kind of attack, a different message transformation 

protocol should be taken in the network for different kinds of messages; for example, 
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one could use TCP for control and key exchanging messages and use UDP for status 

feedback messages. At the same time, because the position of flying devices changes 

from time to time, a smarter routing algorithm could reduce the path loss and 

shadowing effect of the signal power, and this beneficial method of self-protection 

should be taken in case of scenarios like auto fly back or auto landing. When attacked, 

drones could use beneficial methods of self-protection like auto fly back or auto 

landing. 

5) Generation of Incorrect Output Values or Commands. In a manner similar to 

incorrect inputs, fake output values can be sent to network-connected flying devices 

and other controllers. All the devices in the same network are influenced and an 

aggressive, third-party GCS is recognized as the authorized controller. Various 

defensive mechanisms can be applied to protect against erroneous outputs, including 

authentication, protection of the key exchanges, and frequently key updates in the 

network.                                                                                                                                                                                                                

6) Insertion of Messages to Indicate Incorrect Feedback Status of Parts of the 

System. Malicious messages can be sent to lead the GCS into an abnormal auto 

control reflection by generating fake status feedback messages. Such tactics can be 

used to spoof the GCS, pretend that the flying devices in a specific status and lead to 

erroneous commands from the GCS. This technique is called feedback spoofing.  

Aerial robots have self-control features, accomplished by the self-control algorithm 

together with the GPS signal. Attackers can spoof the GPS signal or capture and 

resend the GPS signal to the drone. A wrong GPS signal will lead to incorrect 

commands and cause the drone to fly out of visual range from the GCS. For example 

[11], on December 4, 2011, Iranian forces near the city of Kashmir captured an 
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American Lockheed Martin RQ-170 Sentinel UAV (Unmanned aerial vehicle). The 

Iranian government announced that the UAV was brought down by its cyber warfare 

unit, which had taken control of the aircraft and safely landed it. According to an 

Iranian engineer’s assertion in a Christian Science Monitor article, the drone was first 

captured by jamming both satellite and land-originated control signals to the UAV 

and then subjected to a GPS spoofing attack that fed the UAV false GPS data to make 

it land in Iran rather that at its home base in Afghanistan. Analysis of the robotics’ 

ability to move and the drone’s voting algorithm and the signature in feedback 

messages can prevent such feedback spoofing.  

7) Collection of Essential Information. Generally, accessing drone communication 

streams makes it possible to determine essential operating messages and system states 

that can cause harm by an adversary in more complex cyber-attacks. For example, 

third parties can determine the message types by simple traffic analysis of the 

messages length, then replay attack could be deployed in the channel. For example, by 

determining the message types by simple traffic analysis of the messages’ length, 

third parties can then determine the types of messages intercepted. To prevent harm 

from this weakness, key distribution in the network is crucial. 

8) Interruption or Corruption of Communications among Control System 

Components. Rather than directly leading to error process signals for controllers or 

robotics to act on, third parties can interfere with communications and disrupt the 

stability of communication in the channel. Depending on the network type and 

configuration, the following failure types may be created.  

9) Incorrect Signal Sequence, Unusual Delay, Masquerade, Excessive Jitter, 

Broadcast Storm (Denial-of-Service of Service), Unintended Repetition, Inconsistency 
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(More-or-Less Judgment), Loss, Insertion, Addressing, and Collision. In the above 

scenarios, a clear and precise network and communication protocol is needed for 

defense.  The following chapters will introduce a proposed communication structure. 

Then several encryption and authentication algorithms will be discussed for all 

messaging. The subsequent chapter discusses a proposed key exchange solution. 
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V. AERIAL ROBOTICS COMMUNICATION FRAMEWORK  

 

 To meet the requirements of the security issues in increasingly complex networks, 

the existing aerial robotics communication protocol, such as the MAV Link, is clearly 

insufficient to meet the growing needs of this industry. In this chapter, a new 

communication structure based on the current framework is proposed. In this chapter, 

the types of communication messages, the framework of drone communications, and 

the structure of all four kinds of messages will be discussed. 

A. Aerial Robotics Communication Structure 

Since communication methods for aerial robotics vary, in this thesis Wi-Fi 

communication is selected as an example. Wi-Fi based 2.4 G or 5.8 G communication 

could be deployed easily, and the whole communication network could thus be IP 

based. Packets could be sent under either a TCP or UDP protocol, depending on the 

type of message. If the communication network is deployed using other 

communication methods, such as MAV Link, every device will have its own unique 

ID number in the network similar to an IP address in Wi-Fi. Users can establish 

transportation layer protocols in their own communication system similar to TCP or 

UDP.  

Four kinds of network structures (modes) can be established to accomplish Wi-Fi-

based aerial robotics communication: point-to-point mode, ad hoc mode, AP mode, 

and ground-control center mode.  

1) Point-to-point Mode. Point-to-point communication can be established between 

ground control stations (GCSs) and aerial robotics. Details are shown in Fig. 2. Users 

can have their own Wi-Fi router and a GCS, and an aerial robot can be connected 

using the same router for TCP/IP communications. In this point-to-point mode, users 
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establish their private networks, and each UAV has its own, unique IP address. Users 

can have a base station network to control multi UAVs simultaneously. In this mode, 

the GCS-UAV system is considered a mobile system, which can be established 

ubiquitously. Because of the limitation of the power supply, the communication range 

of this system is less than 500 m. In this network, communication has the lowest 

packet delay, but if different systems work near one other and share the same channel, 

interference will become a problem.  

 

Fig. 2. Point-to-point mode communication structure. (Photograph is public access)  

2) Ad hoc Mode. An ad hoc communication can be established between GCS and 

aerial robotics. Users can have their own Wi-Fi router, and each UAV can act as an 

access point in the air. Details are shown in Fig. 3. UAVs can communicate with one 

other or with the GCS. In the ad hoc mode, users have their own private networks, 

and each UAV has a unique IP address.  Users can use an ad hoc network to control 

multi UAVs simultaneously. In this mode, the GCS-UAV system is also considered a 

mobile system, which can be established ubiquitously. Because of the limitation of the 

power supply, the communication range of this system is less than 500 m between 

each node, but the entire communication system could range between 0 and 7 km in 
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this network. Unfortunately, the communication has a larger packet delay than the 

point-to-point mode does.  

 

Fig. 3. Ad hoc mode communication structure. (Photograph is public access) 

3) AP Mode. AP mode communication could be established between a GCS and 

two kinds aerial robotics: normal UAVs and AP UAVs. Users can have their own Wi-

Fi router, and the GCS and the AP UAVs can be connected in an ad hoc network 

while normal UAVs are connected to AP UAVs. Details are shown in Fig. 4. In this 

mode, users have their own private networks, and different UAVs have different IP 

addresses. Users can have a AP-based, ad hoc network to control multi UAVs 

simultaneously. In the AP mode, the GCS-UAV system is also considered a mobile 

system, which can be established ubiquitously. Because of the limitation of the power 

supply, the communication range of this system is also between 0 and 7 km. In this 

mode, a network structure is simpler than the ad hoc mode; therefore, this mode has 

less packet exchange than does the ad hoc mode. The packet delay for this mode is 

between point-to-point mode and ad hoc mode. 
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Fig. 4. AP mode communication structure. (Photograph is public access) 

4) Ground Control Center Mode. Ground control center(GCC) mode can be 

established between a GCC and aerial robotics[8]. Users, i.e., GCSs connect to UAVs 

via a permanent GCC. A GCS and a UAV can be connected to a permanent Wi-Fi 

network to have TCP/IP communications. Details are shown in Fig. 5. In this mode, 

all users share one public network, and different UAVs and different GCSs have 

separate IP addresses. Users can access a metropolitan-area wireless network to 

control multi UAVs simultaneously. In this mode, the GCS-UAV system is also 

considered a mobile system, and the network is an extendable, permanent wireless 

network. Thus, AP can be deployed permanently on the ground or in the air while the 

GCC manages the network. Because the connection between GCS and UAV is 

enlarged to a metropolitan area network (MAN), the communication range of this 

system can be over 10 km. In this network, communication has a lower packet delay 

than the AP mode does. 
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Fig. 5. GCS mode communication structure. (Photograph is public access) 

B. Messages Types 

Besides key exchange messages, current communication methods in aerial robotics 

includes two types of information messages: heartbeat and control [10]. Adding the 

routing message results in four types messages total that are sent in the new 

communication channel. They are discussed here in order of low priority to high 

priority. 

1. States feedback message (heartbeat message) 

2. Control message  

3. Routing message 

4. Key exchange message 

Different communication protocols can be established among different kinds of 

messages. Therefore, different encryption methods should be used for different types 

of messages. The content of various kinds of messages is discussed below.  

1) Heartbeat Message. A heartbeat message is sent periodically between the GCS 

and a UAV to ensure that the connection is still active. Depending on the heartbeat 

messages sent from UAV, the GCS is aware of the status of the drones, such as the 

altitude, speed, and position. Depending on the heartbeat messages sent from GCS, 

the UAV is aware that the channel is still stable. 
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2) Control Message. Managing the task detail of all the drones in the network, the 

GCS generates control messages. Two types of control modes exist for consumer and 

commercial drones: manual mode and auto mode. 

3) Routing Message. A routing message is exchanged before the communication 

link is established, especially in the ad hoc mode, AP mode, and GCC mode. Because 

of the high flexibility of drone positions, routing messages will be sent frequently in 

the channel to achieve the highest quality of communication. 

4) Key Exchange Messages. Key exchange messages are the most important part in 

key distribution. To establish the authentication and message encryption, every device 

needs to exchange its keys with others in the network. 

C. Communication Phases 

To ensure efficiency and security, the drone’s in-air communication is divided into 

five message types, as listed below. 

The channel message exchange can be divided into five types:   

1. Initialization 

2. Routing in air 

3. Key exchange 

4. Command message exchange 

5. Heart beat message exchange 

In the next chapter, key distribution details are discussed; in this chapter, all the 

keys are assumed to be already distributed. 

1)  Initialization. Initialization occurs when a new device (drone or ground control 

point) is powered on and linked to the network for first time. During the initialization 

phase, the new device accesses the network of the main ground control station 
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(MGCS). The MGCS then update the routing table of the new device and sends the 

key for the first session. Next, the MGCS will select the control and the 

communication modes to prepare for the subsequent communication phases. 

A figure of the initialization is shown in Fig. 6. If a GCS sends a message, but the 

device does not receive the ACK message, this message is sent to the drone again. 

 

Fig. 6. Initialization phases. 

2) Routing in Air. When the drone is airborne, the routing messages should be 

exchanged in the ad hoc mode, AP mode, and GCC mode whenever the 

communication mode is changed or the structure (position) of the network is 

changed. Because routing in the air is a complex problem, this paper does not 

address this issue.   

3) Key Exchange. After the initialization phase, the MGCS generates the key 

exchange messages and sends them to the specific drone whenever the key chain 

is updated. The most important issue is deciding when to use the new key instead 
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of the former one. Details are shown in Fig. 7. Every new key will be sent out 

before the old key expires. 

After the drone sends out the key update massage and received the ACK, the 

key will be updated; otherwise, the key will not be updated until the former steps 

are completed. 

 

Fig. 7. Key exchange phases (in air). 

4) Command Message Exchange. To transfer the command messages within the 

network, the control of the drone can be divided into two modes: manual and auto. 

If the drone is in auto mode and has not received any ACK, the GCS sends the 

command message again. As introduced in the background knowledge, the 

manual mode control is more sensitive and can tolerate less delay than the auto 

mode while the stability of auto mode is problematic. So, these two control modes 
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need different communication protocols; the details of which are shown in Fig. 8. 

and Fig. 9. 

 

Fig. 8. Command exchange (auto mode) phases. 

 

Fig. 9. Command exchange (manual mode) phases. 
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If the drone is in manual mode, any lost commands are not sent again, so the user 

must make adjustments to the commands on their own. 

5) Heartbeat Message Exchange. The wireless communication environment is a 

complex one for the heart beat message. Although it may result in unpredictable path 

loss and shadowing effect on the channel, the frequency of the heart beat message is 

presumed stable. Package loss in the channel can actually be tolerated. Details are 

shown in Fig. 10. 

 

Fig. 10. Heart beat exchange phases. 

Heart beat messages are sent periodically between GCS and drone; if the drone has 

continuously lost heart beat messages from the GCS, the drone automatically flies 

back.  
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VI. ENCRYPTION AND AUTHENTICATION IN COMMUNICATION 

NETWORK 

 

 To protect essential information in the network, the user should select encryption 

algorithms for different messages carefully. In this chapter, the encryption algorithm 

for each layer will be discussed thoroughly. 

A. Comparison of Key Exchange Message ECC  

 Key exchange messages are used to deliver the sub-master, the session, and the 

channel keys. In the drone communication phases, the master key encrypts the sub-

master key, and the sub-master key encrypts the session and channel keys.  

Because protection for the communication system is established through encryption 

and authentication, the security of the key exchange message is the most essential 

part.  

During initialization, key exchange messages are transferred first in the channel, 

with the sub-master key, channel key and the first session key being delivered to the 

drone step-by-step. In this case, we use public-key cryptography to establish 

authentication and encryption.  

1) Public-key Cryptography. The key pair, or public-key cryptography, has two 

parts: the public key and the private key. People can use either of the keys for 

encryption and the other key for decryption.  

In the proposed drone communication network, GCS first generates its own and the 

drone’s public keys and private keys, then send GCS’s public key and drone’s private 

key to the drone. When the GCS sends a key distribution message to a drone, the 

message will first be encrypted by GCS’s private key, then it will be encrypted by the 

drone’s public key. To decrypt packages from the GCS, the drone should first use its 
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own private key before using the GCS’s public key. The drone’s public-key pair 

ensure the message can be decrypted only by the drone for encryption purpose and 

GCS’s public-key pair to ensure that the drone recognizes the message that the GSC 

had sent for authentication purpose.  

In the network, one device has its own private key and others’ public keys.  

In this paper, RSA and ECC algorithms are compared in order to determine the 

better system performance.  

2) RSA Cryptography. RSA is the oldest and most widely used public-key 

cryptography algorithm. RSA cryptography relies on the assumption that factoring is 

a hard task for calculation.  This means that even though attackers have sufficient 

computing resources and sufficient time, an adversary should not be able to penetrate 

the RSA by factoring.     

3) RSA Key Generation. A RSA public and private key pair can be generated using 

the algorithm below [2]:  

1. Choose two random prime numbers p and q such that the bit length of p is 

approximately equal to the bit length of q.  

2. Compute n such that n = p * q.  

3. Compute Euler’s totient function such that φ(n) = (p – 1) *(q – 1).  

4. Choose a random integer e such that e < φ(n) and gcd(e, φ(n)) = 1, and then 

compute the integer d such that: e*d ≡ 1 mod φ(n).  

5. (n, e) is the public key, and d is the private key. 

The generation of the key is shown in Fig. 11. 
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Fig. 11. RSA key pair generation. 

The public key and the private key are shown in Fig. 12., Fig. 13. and Fig. 14. 

 

Fig. 12. RSA private key modulus and exponent. 
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Fig. 13. RSA private key. 

 

Fig. 14. RSA public key. 

4) Elliptic Curve Cryptography (ECC). An elliptic curve is given by an equation [2] 

in the form of  

    𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏 

where 4𝑎3 + 27𝑏2 ≠ 0 

Many interesting problems arise from the set of points on elliptic curves over a 

finite field under group operations. The finite fields that are commonly used are those 
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over primes (Fp) and binary fields (F2n). The security of ECC is based on the elliptic 

curve discrete logarithm problem (ECDLP). This problem is defined as follows: 

Given points X, Y on the elliptic curve, find z such that:  

  X=zY  

The discrete logarithm problem over this group in a finite field is a trapdoor one-

way function because there are currently no known polynomial time attacks for 

solving the problem. The methods for computing the solutions to the ECDPL are 

much less efficient than that of factoring, so ECC, which was developed 

independently by Neal Koblitz and Victor Miller in 1985, can provide the same 

security as RSA with smaller key lengths.     

 5) ECC Key Generation. To generate a public and a private key pair to use in ECC 

communications, an entity would perform the following steps:  

 1. Find an elliptic curve E(K), where K is a finite field such as Fp or F2n, and a 

given point on E(K).  n is the order of Q.   

2. Select a pseudo random number x such that 1 ≤ x ≤ (n - 1).  

3. Compute point P = xQ.  

4. The ECC key pair is (P, x), where P is the public key, and x is the private key.  

 The generation of the ECC key is shown in Fig. 15. and an example of the ECC 

key is shown in Fig. 16. 

 

Fig. 15. ECC key generation. 
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Fig. 16. ECC private key and public key. 

Based on the algorithm details, the ECC algorithm can use shorter keys to ensure 

the same level of security for the messages, as in RSA. The processing time for 

encryption and decryption is less than that for the RSA. In this scenario, we select 

ECC to encrypt messages in the aerial robotics communication channel. 

B. Comparison of Command Message AES  

For the command message, users can select a block cipher to protect the message. 

Compared to stream ciphers, block ciphers such as AES can provide better protection 

with shorter keys.  

Session keys and channel keys are two parts of the AES key; both keys are 

transferred and updated separately to ensure the security. 

In AES, the cipher takes a plaintext block size of 128 bits, or 16 bytes. The key 

length can be 16, 24, or 32 bytes (128, 192, or 256 bits). The algorithm is referred to 

as AES-128, AES-192, or AES-256, depending on the key’s length, respectively.  

A sample for AES encryption and decryption, commands for encryption and 

decryption are shown below, in Fig. 17., Fig. 18., and Fig. 19.  
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Fig. 17. AES ECB encryption. 

 

Fig. 18. AES CBC encryption. 

 

Fig. 19. AES CBC decryption. 

And consequences for these commands are shown below. In Fig. 20, a sample way-

point mode command of the drone is given, which includes several steps that are 

informed by position order. This is a plain text message, which will be encrypted below. 

 

Fig. 20. Command message plain text. 

In Fig. 21, the former plain text is encrypted by the AES-ECB method. The key 

length is 128 bits. In this method, the plain text is divided into several blocks, and 

each block is encrypted independently by the AES key. 
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Fig. 21. Command message AES ECB encrypted text. 

In Fig. 22, the AES-CBC method encrypts the former plain text message. The key 

length is 128 bits.  
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Fig.22. Command message AES CBC encrypted text. 

In this method, the plain text is divided into several blocks, and each block is 

encrypted independently. The key of the encryption is generated from the 

combination of the outcome of the former block and the AES key. 

In Fig. 23, the former AES-CBC encrypted message is decrypted by the AES-CBC 

key. The key length is 128 bits. The encrypted message is divided into several blocks, 

and decrypted block by block. One can see the decrypted message is as same as the 

plaintext. 
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Fig. 23. Command message AES CBC decrypted text. 

C. Heart Beat Message ECCDSA 

For the heart beat messages, users can employ the drone’s key public-key pair as a 

signature. The drone’s private key encrypts all the messages. This means only the 

drone’s public key can decipher the message, which ensures that the receiver 

authenticates where the feedback messages came from.  

However, this method provides a window for a third party to analyze drone traffic.  

If third parties access the drone communication network and have the public key of 

all the devices in the network, they can read all the feedback messages in the channel. 

Additionally, because third parties cannot access the private key of any other devices, 

the third party can hardly modify the heart beat messages for traffic observation. 

Because of the limitation of the drone’s communication bandwidth, and because the 

ECC algorithm can provide the same level of security with smaller keys than that of the 

RSA, ECCDSA protects the feedback messages in the channel much more effectively. 
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The algorithm for the ECCDSA is same as the ECC algorithm for the key distribution 

message.  
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VII. KEY DISTRIBUTION IN THE KEY EXCHANGE LAYER 

 

Earlier chapters have already provided details about the communication structure of 

aerial robotics and the cryptography used for different kinds of messages. In this 

chapter, discussion focuses on the keys.  

Key exchange in presentation layer can be divided into four types of keys: master, 

sub-master, channel, and session. These keys are used in different steps in the 

network. Combining these keys ensures the security of the keys and messages. 

In this chapter, the types of keys, the usage of keys, the transformation method, key 

use frequency, key distribution and key distribution timing are discussed. 

A. Master Key 

The master key is used to encrypt and decrypt the sub-master key in key 

transmission. The main ground control station of the wireless communication subnet 

generates the 128 bits master key. Different sub hosts (devices) in the subnet have 

their own, individual master keys. To synchronize the master key with the main 

ground control station and other devices, the devices link to the MGCS by wire while 

it is on the ground; then, the wired channel transfers the key to the device because the 

wired channel provides better protection for the master keys. A third party who cannot 

physically access the main ground control station would never get the master key. The 

master key should be updated annually.  
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TABLE I. 

MASTER KEY. 

Type Algorithm Payload Update Frequency 

Master Key ECC Sub-master 

Key 

Once a year 

 

B. Sub-master Key 

The sub-master key is used to encrypt and decrypt channel keys and session keys in 

key transmission. The main ground station of the communication subnet generates the 

128-bit sub-master key. Different sub hosts (devices) in the subnet would have their 

own, individual sub-master key. To synchronize the sub-master key with the MGCS 

and other devices, the devices should connect to the subnet first. Then the sub-master 

key, which was encrypted by the master key, will be sent wirelessly. The sub-master 

key is updated every 20 connections.  

TABLE II. 

SUB-MASTER KEY. 

Type Algorithm Payload Update Frequency 

Sub-

master 

Key 

ECC Channel Key 

Session Key 

Every 20 Connection 

 

 

C. Channel Key 

The channel key is combined with the session key to encrypt and decrypt messages 

in command transmissions. The main ground station of the communication subnet 

generates the 128-bit channel key. Different sub hosts (devices) in the subnet would 

have their own, individual channel key. To synchronize the channel key with the 
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MGCS and other devices, the devices should connect to the subnet first. Then, the 

channel key, which was encrypted by the sub-master key, is sent wirelessly. The 

channel key is updated when every connection has been established. 

TABLE III. 

CHANNEL KEY. 

Type Algorithm Payload Update Frequency 

Channel Key AES Command 

Message 

Every Connection 

 

D. Session Key 

The session key is combined with the channel key to encrypt and decrypt messages 

in the key transmission. The main ground station of the communication subnet 

generates the 128-bit session key. Different sub hosts (devices) in the subnet would 

have their own individual session key. To synchronize the session key with the 

MGCS and other devices, the devices should connect to the subnet first. Then, the 

session key, which was encrypted by the sub-master key, is sent wirelessly. The 

session key is updated every 5 min during the connection. 

TABLE IV. 

SESSION KEY. 

Type Algorithm Payload Update Frequency 

Session Key AES Command 

Message 

5 Minutes 

During 

Connection 

 

 

E. Key Distribution 
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The master key is used to transfer the sub-master key, the sub-master key is used to 

transfer the session key channel keys, and different keys are protected layer by layer 

to reduce potential attack and threat. Details are discussed below.  

1) Key Types. Different usages require different types of keys.  

As introduced in chapter 6, the ECC algorithm protects key exchange and key 

distribution messages. Therefore, the master key and the sub-master key have two 

parts, a public-private key pair for ground control stations and a public-private key 

pair for drones.  

As is introduced in chapter 6, AES protects control messages. In this case, the keys 

for AES cryptography are separated into session keys and channel keys.  

2) Key Distribution. To establish the ECC and AES key distribution in drone 

communication networks, key exchange is different from that of the internet because 

in the drone communication network, even in ad hoc mode, drones do not need to 

share keys with other drones. 

In this case, the main ground control station needs to generate public-private key 

pairs for ECC encryption and session key/channel key for AES encryption, which 

means MGCS is used as the key distribution center (KDC). Then, the MGCS need to 

deliver the GCS’s public key, the drone’s private key and the drone’s session 

key/channel key to every drone individually. 

The session key and channel key are delivered separately to the drone, and the 

MGCS and the drone need to combine these two types of keys into one key for AES 

cryptography. 

F. Key Distribution Timing 
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The master key is written into the drone first. Then, during communication 

initialization, the sub-master, the channel and the first session keys are distributed step 

by step. Later, during a drone flight, new session keys are periodically sent to the 

drone. Whenever a new session key is delivered, the protocol data unit (PDU) number 

is reset. 

Details are shown in Fig. 24. In this figure, one can see the key distribution in 

initialization and in the air. All the keys are distributed step by step. 

 

Fig. 24. Key exchange phases. 

Analysis: If the session key update frequency rises higher, the encryption for the 

command message is harder to break. In this scenario, one can select a lighter 
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algorithm to protect command messages. To reduce the complexity of the 

cryptography computing, one simply needs to ensure that the encryption is not 

penetrated in one session. 
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VIII. SUMMARY AND CONCLUSION 

 

 In this thesis, a presumed aerial robotics communication network was established, 

which includes the network structure, communication message types, authentication 

and security methods.  

The goal of the proposed communication solution was to improve the current drone 

communications, extend the communication distance, enlarge the communication 

network, and enable more devices access to a same communication channel. This 

communication framework allows a third party to access information about the state 

of the flying feedback status information, supervise flying details to ensure 

communication security, and prevent aerial robotics devices from hacking and attack.  

Through the exploration in this thesis, I established a more considerate 

communication structure that can be deployed on network, transport, and presentation 

layers; all of which can be used in digital signal aerial robotics and ground control 

stations. Then, depending on the nature of the drone’s wireless communication, I 

proposed a key distribution structure that can help to ensure the security of aerial 

communications. Finally, I selected the cryptography for each message type that fits 

the given communication network best.   

This thesis merely begins the consideration of the security of aerial robotics 

communication that will become increasingly vital to the military, to businesses, and 

to consumers in the future.   
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IX. FUTURE DIRECTIONS 

 

The current aerial robotics communication solution has been improved by this 

proposed security system. Still, several insufficiencies can be improved in the future. 

1. Communication Structure. First, the structure of the aerial communication 

system is achieved as a Wi-Fi and IP protocol, but the communication methods in 

consumer and commercial drones vary. In the future, a communication protocol 

should be established in network and the application layer that can be deployed on all 

current communication methods.   

2. Communication Streaming for Manual Control. In the proposed communication 

network, messages are transferred as packages. The proposed network can ensure the 

security of key distribution and auto control messages and prevent messages from 

package loss. But, for control signals under manual mode, packaged messages lead to 

longer delays. In this scenario, control commands will reduce the delay in the channel 

by streaming. (e.g., cryptography for PWM or PAM constant signal). 

3. Routing. As described in the paper, network structures can vary. In the drone’s 

ad hoc network, the routing table will be updated frequently. Because aerial devices 

are so active, the physical structure of the network will change from time to time. In 

this case, the hand shake and routing algorithms can rely on the drone’s moving 

schedule. In this scenario, the drone could fly out of communication range and lose 

the connection.    

4. Video Streaming. In this paper, the proposed security system does not address 

video streaming messages in the drone communication channel. In the future, if 

drones fly out of the visual range from the ground control station but the drone needs 

to finish some projects that need visual analysis, real-time video streaming will be 
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necessary. Transferring video streaming messages with shorter delays should be a 

concern in the future. 

5. Cryptography. As introduced in this thesis, because the duration of the aerial 

communication channel is largely shorter than that of the internet, security methods 

for the internet could be too complex for use. In the future, easier cryptography should 

be designed to fit special scenarios.   

6. Observation on Traffic. Although in the proposed security system the drone’s 

private key encrypts the feedback massages, every device that has the public key can 

read the feedback messages. The task could be too complex when a user needs to 

observe several channels simultaneously. Such details need to be explored in the 

future. 

7. Combined Authentication Method. In the proposed security system, every device 

has its own in-net ID. Relating the ID of the drone to owner’s ID would be helpful to 

UAV organization. For example, if a drone’s ID is generated from an owner’s FAA 

ID code, or if the drone has a unique ID to pair with the owner’s ID, the government 

might find it easier to determine responsibility.  

8. Data Security. In this paper, the issue of saving and protecting sensitive 

information in the drone or in the ground control station has not yet arisen. More 

effort is needed in this area because solving such problems is necessary for the entire 

system to work efficiently, effectively, and flexibly.  
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