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ABSTRACT 

AN EXPLORATION OF THE LOW PREVALENCE EFFECT DURING PHISHING 
DETECTION 

by Sherry J. Wei 

Phishing attacks are attempts to obtain individual credentials or other private information 

through deception, usually in email format. As the Internet becomes increasingly intertwined 

with everyday lives, such attacks are on the rise, threatening individuals and businesses alike. 

Existing anti-phishing training measures fail to address possible prevalence effects on 

detection performance: in tasks where targets appear rarely, participants have heightened 

miss rates. This low prevalence effect could be present in phishing detection because 

phishing emails are observed much less frequently than legitimate emails. Emerging research 

has reported observing heightened miss rates as a function of phishing email rarity. This 

study aimed to replicate those findings with improvements to both the internal and external 

validity of the task design by using real-life emails as stimuli and increasing the stimulus set 

size. Participants attempted to identify phishing emails among normal emails and were 

randomly assigned to one of four phishing prevalence conditions: 1%, 3%, 5%, and 20%. 

Sensitivity did not significantly differ between prevalence groups, nor did we observe 

significant differences in criterion or miss rates. Limitations of the study include not 

accounting for English fluency, which is a possible covariate. More research is needed to 

understand whether the low prevalence effect is observed during phishing detection.
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Introduction 

Nearly $3.5 billion was lost to internet crime in the United States in 2019 alone (Federal 

Bureau of Investigation, 2020). Of all the attack methods, phishing was one of the most 

frequently reported. Phishing is a social engineering tactic whereby the attacker poses as a 

legitimate entity using an electronic medium, with the aim of stealing an individual’s 

credentials or other private information (Jagatic et al., 2007). Financially driven phishing 

attacks are on the rise, targeting both companies and individuals. In 2022, the Federal Bureau 

of Investigation reported that phishing-type attacks were the top crime type that they received 

complaints about, comprising of 22% of all crime reports received by the Internet Crime 

Complaint Center that year and causing $44 million in losses. In addition, Verizon reported 

in its annual Data Breach Investigations Report in 2020 that one-fifth of investigated data 

breaches involved phishing. 

Phishing attacks include messages that attempt to incite the user to click on a provided 

link or attachment. The content and structure of these messages vary widely, as do the 

appearance of the linked false websites. Phishing attacks occur through several channels, 

appearing as emails, texts, social media posts, and phone calls. Despite having high 

variability, phishing attacks often share common characteristics. These characteristics, called 

cues, include the sender’s address, vague language, and invocations of urgency or threats 

(Downs et al., 2006). Any number of these cues may be present or absent in a phishing 

attack.  

Phishing attacks are advantageous to the attacker because thousands of phishing attempts 

can be sent out with ease, and just one successful phish may be enough to lead to a large data 
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breach. Given the polymorphous nature of this ongoing threat and the critical role of human 

defenders, there has been a growing body of research aimed at better understanding and 

combating phishing from a perspective centering around human behavior in relation to 

detecting phishing attacks. A large body of research has focused on phishing emails over 

other mediums since that is the most common attack vector (Accenture, 2019). 

A Human-Centered Approach 

The role of human decision making in vulnerability to phishing attacks has prompted 

researchers to explore human variables related to falling victim to a phishing attack. Initial 

research on phishing susceptibility has studied decision making strategies, familiarity with 

technology or phishing, and individual differences to better understand phishing 

susceptibility (see Moreno-Fernández et al., 2017 and Williams et al., 2017 for a review). 

Downs et al. (2006) examined the decision-making strategies of individuals with low 

computer security knowledge in relation to phishing detection. They sought to understand 

what thought processes or criteria individuals use during phishing email classification, and 

used a method of measuring phishing susceptibility that has been widely adopted in the field. 

The susceptibility measure utilizes a yes-no task with a stimulus set of phishing or legitimate 

emails, where participants are asked to categorize emails as one category or the other. 

Participants were additionally given a role to play in order to contextualize the emails (a 

scenario-based task). The stimulus set they created included five phishing and three 

legitimate emails, with relevant details such as sender address and link or URL text noted 

down. During the evaluation of each email, participants were asked to talk aloud about 

reasons for their actions. Following completion of the phishing detection task, participants 
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were interviewed about their security awareness and asked to identify the characteristics that 

dictated whether they should trust the email’s content. 

Downs et al. (2006) found that awareness of security cues like indicators for website 

security levels did not affect the level of caution in approaching the emails. Often, 

participants would misinterpret security cues, leading to faulty evaluations. Other studies 

(Alsharnouby et al., 2015; Egelman et al., 2008; Kelley & Bertenthal, 2016) supported these 

findings, observing that participants spent very little time looking at security warnings and 

tended to ignore them. 

Kelley and Bertenthal (2016) examined human interaction with security warnings on 

browsers in the second stage of a phishing attack, where users face a website that prompts 

them for user information while masquerading as a legitimate site. Participants were 

instructed to decide between logging in or backing out of the website based on how secure 

they believed the website to be. They were incentivized by a monetary reward to act as 

quickly and accurately as possible. A tendency to log in regardless of security warnings was 

observed. Those with high security knowledge, who logged in less frequently if there were 

security warnings present, were not better at determining the legitimacy of websites in the 

absence of security warnings. Kelley and Bertenthal suggested that in everyday use, users 

were accustomed to ignoring security warnings. This is perhaps because security warnings 

are often present on benign but insecure websites, and only rarely indicate a malicious one. 

Additionally, insecure hosting is no longer a reliable indicator of a malicious website: 68% of 

phishing websites reported internationally in the third quarter of 2019 were hosted using 

secure HTTPS protocol (Anti-Phishing Working Group, 2019). This highlights an issue 
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where individuals become vulnerable if an expectation regarding characteristics of a phishing 

attempt is violated. 

Security awareness, while important, is not enough to prevent vulnerability to phishing. 

In an exercise conducted at West Point Academy, cadets who received four hours of security 

awareness training were deceived by benign phishing emails mere hours following the 

training sessions (Ferguson, 2005). High email load and habitual email use were also linked 

to a higher likelihood to be phished (Vishwanath et al., 2011). To simulate the circumstances 

of a real phishing attack, embedded phishing exercises were appended to phishing awareness 

programs (e.g., Kumaraguru et al., 2007). Embedded phishing exercises involve sending 

unannounced benign phishing emails with links to educational material, should individuals 

click on the link. These test emails are sent every few weeks or months (Siadati et al., 2017), 

reflecting the rarity of real phishing email occurrences. This training strategy is commonly 

employed in companies and organizations today.  

General susceptibility to phishing attacks is reported to be decreasing, from 14.1% in 

2015 and 12.6% in 2016 (Cofense Inc., 2019) down to 10.8% in 2017 (Cofense Inc., 2017) 

and 9.8% in 2019 (Cofense Inc., 2019). However, each year a smaller decrease is observed. 

Currently employed strategies are seeing a gradual plateau in beneficial results. A 

phenomenon known as the low prevalence effect may be relevant for understanding this 

trend, given that embedded training does not address phishing attack rarity in a manner that 

encourages individuals to guard against it. The next sections will describe the literature on 

the low prevalence effect. 
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The Low Prevalence Effect 

The low prevalence effect (LPE) describes a situation where individuals tend to miss 

targets disproportionately often when those targets are rare compared to when they are 

relatively frequent (Wolfe et al., 2005). For example, while visual search tasks in the 

laboratory often include targets at a 50% prevalence rate, in real world visual searches such 

as during airport baggage screening, targets appear much less often. Wolfe et al. (2005) 

designed a baggage screening task varying the number of objects viewed in each trial and the 

prevalence rate of targets to study how visual search behavior interacted with target rarity. 

Participants were assigned to conditions with 1%, 10%, or 50% target prevalence. In the 1% 

condition, participants viewed over 2,000 trials, but only saw 20 targets. In the 10% and 50% 

conditions, participants viewed over 200 trials with an unspecified number of targets. Results 

revealed that error rates increased as prevalence decreased. For example, when target 

prevalence was 50%, participants missed targets 7% of the time, but when target prevalence 

was 1%, participants missed targets 30% of the time. Response time data revealed that 

participants were inclined to quickly abandon their search when the target was rare, with 

faster reaction times for target-absent responses than for target-present ones. 

Subsequent studies suggested that this behavior and decline in performance is not due to 

motor errors from fatigue during difficult search tasks. During easy low prevalence tasks, 

participants tasked with indicating target-absent or target-present by pressing buttons may 

develop a somewhat automatic response for indicating target-absent (Fleck & Mitroff, 2007). 

These motor response errors can be corrected by allowing participants to double-check their 

work and change their answer (Fleck & Mitroff, 2007). However, during difficult search 
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tasks, the LPE persists even if responses are correctable (Van Wert et al., 2009; Wolfe et al., 

2007). Additionally, when participants have difficulty detecting a target’s presence through 

perception, they tend to choose a response based on the perceived prevalence of the target 

(Schwark et al., 2012). The LPE is also not due to the target being too difficult to detect. 

Hout et al. (2015) found that participants often missed rare targets even when they looked at 

them directly, as measured by eye tracking. 

The Low Prevalence Effect with Trained Observers 

Alarmingly, even highly trained, professional observers display the LPE (Evans et al., 

2013; Sawyer & Hancock, 2018; Wolfe et al., 2013). Evans et al. (2013) examined 

prevalence effects during mammography screening by radiologists in a clinical setting. 

Expert mammographers were shown 50 positive and 50 negative cases within their normal 

workflow over the course of nine months, leaving the usual (low) prevalence rate unaffected. 

These cases were later reviewed in a single session by six radiologists who had also 

participated in the low prevalence clinical condition. Miss rates were significantly higher in 

the low prevalence clinical condition than in the high prevalence condition, suggesting a 

prevalence effect even among trained individuals. 

The LPE has not only been found with trained observers in static search tasks but also in 

dynamic tasks. Beanland et al. (2014) examined whether prevalence effects would occur 

during a driving simulation. Participants with driving experience were instructed to look for 

buses and motorcycles while watching vehicles approach and pass by. In one condition, 

motorcycles were rare and buses were highly prevalent, while in the other, the opposite was 

true. While participants rarely missed targets, they were significantly faster at detecting high 
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prevalence targets compared to low prevalence targets regardless of target size, thus 

displaying a prevalence effect. 

Given that the low prevalence effect has been observed in multiple contexts and persists 

with training, researchers have proposed explanations for the LPE in the interest of aiding 

mitigation attempts. Several proposed explanations of the LPE utilize signal detection theory 

(SDT), which provides a framework for understanding how people weigh information and 

make decisions when detecting targets among ambiguous stimuli (Macmillan & Creelman, 

2004; Martin et al., 2018). The following sections provide an explanation of SDT’s core 

concepts and tie those concepts to the low prevalence effect. 

Signal Detection Theory 

SDT divides stimuli in the environment into targets, called signals, and non-targets, 

called noise. To account for ambiguity and variability in stimulus strength, signal and noise 

stimuli are modeled as two normal distributions that partially overlap. Figure 1 provides a 

visual representation of this. 

The signal distribution has a higher mean than does the noise distribution. An 

individual’s performance is affected both by their ability to recognize the signal (sensitivity) 

as well as how likely they are to answer one way or another when given an ambiguous 

stimulus (criterion; c). Sensitivity (d’) is represented by the distance between the peaks of the 

noise and signal distributions. An unbiased criterion (c) is the value at the point where the 

distributions overlap, where stimuli with strengths falling to the right of the criterion will 

elicit signal-present responses, while stimuli with strengths falling to the left of it will elicit 

signal-absent responses. Shifting the criterion toward the left or the right signifies a bias 
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toward responding with more signal-present or more signal-absent decisions, respectively. 

These concepts can be measured by observer response data.  

Figure 1 

Signal and Noise Distributions in Signal Detection Theory 

 
Note. d’ represents sensitivity, and c represents the criterion. 

Correctly identifying a signal is a hit, while misidentifying a signal as noise is a miss. 

Correctly identifying noise is a correct rejection, while misidentifying noise as a signal is a 

false alarm. Sensitivity is determined by how accurately the observer makes signal-present 

responses; accurate performance comes from having both a high hit rate and a low false 

alarm rate. This model allows researchers to quantify performance and decision making 

during visual search tasks. The next section describes explanations for the low prevalence 

effect using SDT. 
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Explanations for the Low Prevalence Effect 

One possible explanation for the low prevalence effect is that perhaps individuals miss 

targets more often due to responding more quickly, a concept known as a speed-accuracy 

tradeoff (see Heitz, 2014 for a review). Another explanation is that perhaps individuals have 

lower sensitivity because of the rarity of the target, while a third explanation is that low 

prevalence leads to a shift in criterion. Wolfe and Van Wert (2010) conducted a set of 

experiments to examine these possibilities. To examine whether a speed-accuracy tradeoff 

had occurred, participants searched for targets that were either present in 98% of the trials or 

in 50% of them. Performance for errors during target-absent trials was examined. In the 98% 

prevalence condition, an elevated false alarm rate was observed compared to in the 50% 

prevalence condition. However, rather than observing faster reaction times in the high 

prevalence condition as a speed-accuracy tradeoff would suggest, no such relationship was 

observed. Instead, in the 98% condition where absent targets were rare, target-absent 

responses were greatly slowed compared to in the 50% condition. Thus, Wolfe and Van Wert 

concluded it was unlikely that a speed-accuracy tradeoff would explain the low prevalence 

effect. 

Reported in the same paper, a follow-up experiment examined the impact of varying 

target prevalence on sensitivity and criterion. Could lowered sensitivity be an explanation for 

the low prevalence effect? Participants searched for targets in 1000 trials where the 

prevalence of the target varied from high to low and back to high over the course of the 

study. Results showed that criterion changed systematically with prevalence rate, while 

sensitivity did not. As prevalence decreased, criterion values were observed to increase, 
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meaning that participants gave relatively more target-absent responses when they realized 

target prevalence was decreasing. Additionally, only target-absent response times were 

observed to change alongside prevalence. In other words, during the trials, participants would 

adjust their understanding of the prevalence and modify their criterion as well as how quickly 

they would decide on target absences. These results suggest that the low prevalence effect 

can be explained as a shift in criterion, where signal rarity predisposes individuals to identify 

ambiguous stimuli as noise, thus leading to a heightened miss rate. Should the low 

prevalence effect be observed during phishing detection tasks, this understanding of the LPE 

could inform improvements to training program implementation or design. 

Phishing and Low Prevalence 

Research on phishing detection typically either uses a 50% prevalence rate (e.g., Downs 

et al., 2006) or a real-world prevalence rate of about 1% (Williams et al., 2017). Studies 

exploring the low prevalence effect in the context of phishing detection are few and lack 

consensus. Aiming to examine the impact of prevalence on phishing detection performance, 

Sawyer and Hancock (2018) designed an inbox simulation exercise where participants were 

tasked with responding appropriately to received emails. Assuming the role of an employee 

at a dummy company, participants received emails requesting that they send back a 

document or accept an attached file. Participants were allowed to take as much time as they 

needed and were instructed to respond appropriately. To respond, participants selected one of 

three options: report as suspicious, attach a document, or file the attached PDF. 

Thirty participants were randomly assigned to one of three conditions, where the 

percentage of phishing emails shown was 1%, 5%, or 20%. In each condition, 300 emails 
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were shown sequentially and in full. Phishing and legitimate emails differed with a consistent 

cue in the form of sender domain suffix (“.tv” versus “.com”), while emails containing 

malicious attachments additionally consistently ended in “.exe” instead of “.pdf”. In the 1% 

condition, results revealed that although participants took more time to complete the task, 

their response accuracy was lower compared to the other two conditions, where participants 

took less time while having higher accuracy rates. This suggests a prevalence effect at the 1% 

prevalence rate, but not at the 5% or 20% rates. Sawyer and Hancock (2018) thus suggested 

that, as automated phishing detection technology improves, human phishing detection as the 

final line of defense would falter due to this phenomenon. 

Despite these potent findings, the study has several limitations in both task and stimulus 

design. In the study, phishing emails consistently included an obvious cue, but in real world 

settings, phishing emails do not have a consistent set of cues and may even take advantage of 

“safe” cues like valid sender addresses to deceive their victims. Additionally, during real 

world situations where individuals are tasked with sifting through a large volume of emails, 

they do not view each email sequentially but rather many at once through a preview pane. Of 

further note is the low number of trials utilized: with 300 trials at a 1% prevalence rate, only 

3 data points were obtained per participant. 

A more recent study by Sarno and Neider (2022) showed 72 participants 100 emails at 

5%, 25%, or 50% prevalence, and found that, contrary to Sawyer and Hancock’s findings, 

sensitivity decreased with prevalence. They did not find the low prevalence effect at 5% 

prevalence. While their stimulus set better approximated real-life emails, their low set size 

limits the results of their study. 
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Study Objectives 

The present study aims to improve on the above points by employing a novel task design 

as well as a larger and more varied stimulus set. Instead of showing emails sequentially, 

multiple emails will be shown at once in an approximation of an inbox preview pane. This 

method not only is more ecologically valid but also allows researchers to display more trials 

at once. However, because people are scanning an inbox preview pane with dozens of emails 

displayed at once, it is not possible to obtain response times per trial. Because heightened 

miss rates are the primary indicator of the low prevalence effect, this drawback was judged to 

be minor in comparison to the benefits. 

A threshold for the low prevalence effect in the context of phishing is also not clear. 

Sawyer and Hancock (2018) found the low prevalence effect in phishing detection at a 

phishing prevalence rate of 1%, but not at 5%. However, in other research, the low 

prevalence effect has been observed with 2% prevalence (e.g., Wolfe & Van Wert, 2010) as 

well as at 5% (e.g., Hout et al., 2015). Methodologically speaking, the number of trials 

needed to ensure adequate power differs greatly depending on the target prevalence, with 5% 

allowing for substantially fewer experimental trials, overall. While obtaining an exact 

threshold is beyond the scope of this study, the present study aims to examine the impact of 

low prevalence on performance in phishing detection tasks. 

To summarize, the current study has two objectives: 

1. Investigate the relationship between target rarity and phishing detection using a 

more varied stimulus pool and an inbox simulation task that shows multiple 

stimuli at once. 
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2. Explore at what prevalence rates the low prevalence effect manifests, in the 

context of phishing. 

Hypotheses are as follows: 

H1: Sensitivity (d’) will not vary across prevalence conditions. 

H2: A positive criterion shift will occur as prevalence decreases (in the 1%, 3%, and 

5% prevalence conditions). Participants will display heightened miss rates while 

maintaining false alarm rates similar to those from participants in the high prevalence 

20% condition. 

H3: A main effect of prevalence will be observed on miss rates (miss rates will be 

higher in lower prevalence conditions). 

Findings may suggest improvements to existing phishing training systems, such as 

embedded training. This study additionally includes the creation of a database of phishing 

and legitimate emails that may be useful in future research on phishing.  
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Methods 

Participants  

Participants were undergraduate students at San José State University (SJSU), recruited 

through SONA Systems, who were compensated with course credit. SJSU’s Internal Review 

Board (IRB) reviewed and approved this study’s planned methodology and analyses. 

Participants gave their informed consent prior to beginning the study. 

Participants were screened for fluency in English, which was measured by one item like 

an attention check (“Please select the answer that is third from the top”). While 

miscategorization is a concern for this method, responses were not expected to differ 

egregiously from true fluency levels (for example, where an individual cannot understand the 

meaning of simple sentences but responds that they are fluent). Additionally, individuals who 

cannot quickly respond correctly to the question may apply excessive amounts of time to 

complete the thousand-trial task and would not be able to receive the appropriate level of 

compensation in credit, which was capped at 1.5 hours. 

A statistical a-priori power analysis was performed for sample size estimation using 

GPower 3.1, based on data from Sawyer and Hancock (2018) (N = 30), comparing accuracy 

and response time on a composite of phishing email prevalence levels. Partial eta-squared in 

this study was .27, converting to an effect size of .61. With an alpha = .05, power = .80, and a 

more conservative but still large effect size of .40, the projected sample size needed with this 

effect size is approximately N = 76 for a between-subjects comparison with four groups. 

Reponses that were abandoned before survey submission or responses where participants 

spent an unrealistically low amount of time on the task while performing poorly were 
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excluded from analysis. Exclusion criteria are discussed further in the results section. The 

final sample size was 82, with 21 responses each in the 1%, 5%, and 20% conditions and 19 

in the 3% condition. Demographic information such as age and gender were not collected as 

no significant effect on phishing detection was expected after a review of the literature: 

research on the effects of age and gender on phishing detection appears inconclusive and 

small effect sizes were reported (Abbasi et al., 2016; Canfield et al., 2016; Chen et al., 2018; 

Kleitman et al., 2018; Sheng et al., 2010).  

Materials 

A commonly used paradigm in phishing detection studies involves showing participants 

emails in their entirety. However, when sifting through large volumes of unread emails in 

everyday situations, people often use the inbox preview pane to filter emails. To approximate 

this situation more closely, images with ten emails each were created and displayed through 

Qualtrics.com, an online survey-making site. Because having a one-line preview would not 

provide enough information on the email body, email content previews were expanded to a 

maximum of five lines to allow links to appear. Additionally, because Qualtrics does not 

allow hover-text, where sender addresses would typically be displayed, sender addresses 

were placed below sender names. Participants were shown five 10-email images per page, 

with each email mapped to a hotspot that could be selected or deselected. Figure 2 displays 

an example image. 
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Figure 2 

Example Email Stimuli and Format Shown to Participants 

 
Note. An image of emails shown to participants as part of their training on the task. Note the 
5th and 9th emails from the top, purported to be from Amazon customer service and Sam’s 
Club respectively. Both contain multiple characteristics common to phishing attempts, such 
as an urgent call to action, a vague or implausible premise, and wrong sender addresses. 

A total of 1084 real-world emails were collected for use in this study. Of those, 52 were 

phishing emails, and the remaining 1032 were legitimate. Of the legitimate emails, 980 were 

filler and 52 were paired with phishing emails. 

Real-world phishing emails were obtained from Cornell University’s Phish Bowl 

(https://it.cornell.edu/phish-bowl), a database of reported and confirmed phishing emails sent 
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to individuals on the university campus, as well as the researchers’ own email inboxes. 

Phishing emails had to include a link in the body text of the email as well as arrive from a 

fake sender address. Sender usernames for these emails were random combinations of letters 

and numbers to make them easier to identify. In addition, domain addresses utilized common 

tactics such as number and character substitutions. 

Unfamiliarity with what a legitimate version of a phishing email might look like is a 

possible reason for missing a phish, so to help mitigate this, each phishing email was paired 

based on content to a legitimate email. Both the sender and the content were matched as 

closely as possible. In cases where the sender would not legitimately include certain content, 

the same content from a different sender or from the same sender saying they would not 

collect personal information was substituted. Finally, additional legitimate emails were 

collected to achieve the low prevalence rates required for the design. 

Real-world legitimate emails were obtained from a variety of subscription services (e.g., 

Spotify, Netflix) and from the researchers and their associates' email inboxes. Personal 

greetings, sent-to addresses, and other personal information present in emails were removed 

(or replaced with fake information) from all emails to preserve privacy and so that the use of 

a scenario could be avoided. Studies on use of scenarios in experiments suggest a lack of 

generalizability to real world situations for certain results (e.g., Kim & Jang, 2014). 

Emails were assigned numbers and ordered into sets of 10 based on numbers drawn from 

a random number generator. Phishing emails were uniformly distributed across all images in 

a condition such that in the low prevalence conditions, each image would have either zero or 

one phish out of ten, while in the 20% condition, each image would have two. Additionally, 
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phishing emails' placements in the images were distributed uniformly, such that each row 

across the condition had the same number of phishing emails. Legitimate emails that were 

matched with phishing emails were always present in the same image. Image order was 

further randomized using Qualtrics’ within-block question randomization function to avoid 

possible order effects, such as participants always seeing a phish in the beginning of one task 

in one low prevalence condition, but not others. All phishing emails present in lower 

prevalence conditions were also present in higher-prevalence conditions. 

Pilot Studies 

Two pilot studies were conducted. The first aimed to test the mechanics of proposed 

stimulus presentation strategy and assess the difficulty of the detection task, while the second 

aimed to determine expected completion times of the study, assess the difficulty of the email 

stimuli after modifications, and further refine mechanical aspects of the study. 

The first study iterated on an earlier design of stimulus presentation, which was to show 

50 emails per image and fewer lines of text per email in Qualtrics. It also served to inform 

decisions on the number of stimuli to show per condition, the direction of stimulus creation, 

and improvement on the scalability of the design. Six participants, sourced by word of mouth 

through the researchers’ networks, were shown a subset of stimuli depending on the 

condition they were in. The low prevalence conditions were reduced to the 1% and 5% 

conditions, and each included 250 out of the planned 1000 emails. The high prevalence 

condition, 20% prevalence, included 50 emails total out of the planned 250 emails. Images 

were created in Adobe InDesign, a desktop publishing and typesetting software application 
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produced by Adobe Systems (https://adobe.com/products/indesign). One block of questions 

was allotted for each condition. 

Following this study, images were reduced from 50 emails to 10 emails per image to 

preserve a minimum level of readability. The image creation process also moved away from 

manual creation to automatic creation by a script coded in Python 3.7.1 

(https://www.python.org/about/) to improve scalability and iteration speed. An informal 

survey of hit and miss rates for the control condition showed an unexpectedly high miss rate 

across conditions, suggesting that the differences between signal and noise needed to be 

made clearer. Thus, for the next pilot study, phishing emails were modified to have random 

strings of characters and letters as sender usernames that, if noticed, were obviously not 

legitimate.  

The second pilot study included a training block prototype, 4 condition blocks, and a 

post-task block. Both the stimulus set’s images and the survey were constructed using Python 

scripts for improved scalability. Fifteen participants, sourced through word of mouth, 

completed the survey. An informal analysis of sensitivity, criterion, and miss rates suggested 

that the detection task was reasonably challenging and neither too easy nor too difficult. The 

survey construction method and training block design were further refined prior to the full-

length study. 

Design  

This between-subjects study examined three dependent variables derived from participant 

response data—sensitivity (d’), criterion (c), and miss rates—and one independent variable, 

phishing prevalence measured in percentage of total displayed emails, on four levels: 1%, 
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3%, 5%, and 20%. The 1%, 3%, and 5% conditions were considered low prevalence, while 

the 20% condition was considered high prevalence. Participants were randomly assigned to 

one of four conditions through Qualtrics’ built-in random assignment feature.  

Procedure 

All participants were asked to complete the task in a single online session. Participants 

first answered a 2-item screener assessing reading comprehension and ensuring that they 

accessed the survey from a desktop or laptop browser; then, they read a consent notice, to 

which they indicated consent or non-consent. After this, participants received training on 

both phishing email characteristics and the task. Training materials can be found in the 

appendix. In the training section, they first received instructions on common phishing cues. 

Then, they were shown an image of 10 emails, 2 of which were phishing messages to match 

the high prevalence condition and were instructed to click on the emails that appear to be 

phish. They were given feedback on their responses in the form of red boxes indicating 

which emails in the image were phishing, accompanied by a description of what 

characteristics were present in each and a warning that phishing emails vary in how many 

characteristics they include. 

Following the training block, participants were randomly assigned to one of four groups, 

varying in level of phishing email prevalence: 1%, 3%, 5%, and 20%. In all conditions, 

participants were instructed to clean out their inbox and select any emails that appeared to be 

phishing emails. They were allowed to self-pace and take breaks in the event of eye strain or 

other reasons. Those in the 1%, 3%, or 5% condition were shown 1000 emails split into 100 

images with ten emails each, with five images per page. Of that thousand, just 10, 30, or 50 
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respectively were phishing emails. Participants in the 20% condition were shown 250 emails 

in blocks of 5 ten-email images per page, of which 50 were phishing emails. After 

completing the final trial, participants reported when they last were trained on phishing 

characteristics, if ever, and how frequently they received such training. Participants in the 

longer, low prevalence conditions (1%, 3%, and 5%) took on 83.72 minutes, 84.19 minutes, 

and 81.54 minutes on average respectively, to complete the task after two outliers each were 

removed from the 1% and 3% conditions. Participants in the shorter, high prevalence 

condition took 36.30 minutes on average. 

Analysis Methods 

Hit rates (proportion of phish detected) were calculated for all emails per participant. 

Miss rates were calculated for phishing emails (proportion of phish that went undetected), 

while false alarm rates were calculated for legitimate emails that were paired with those 

phishing emails (proportion of paired legitimate emails that were incorrectly identified as 

phish) as well as for legitimate emails overall. Standardized scores of these rates were used to 

'obtain participant sensitivity and criterion values through the following formulas: d' = Z(H) - 

Z(F); c = - [Z(H) + Z(F)]/2, where H represents hit rate, F represents false alarm rate, and Z 

represents the area under the cumulative normal distribution corresponding to each 

proportion. In cases where there were too few false alarms to conduct an analysis, only miss 

rates were analyzed. Time spent on each page and overall performance on the task were used 

to determine cases where individuals responded more quickly than possible. 

For hypothesis 1, which expects no difference in sensitivity between conditions, an 

alternative to traditional hypothesis testing must be used. This alternative is known as a 



 

22 

Bayesian approach. Bayesian analyses aim to quantify and weigh evidence supporting 

competing hypotheses against each other through the computation of Bayes factor (Ly et al., 

2020). The Bayes factor (K) is a ratio of the likelihood of an alternative hypothesis over the 

likelihood of the null hypothesis. In general, interpretations of Bayes factor follow a general 

pattern: data reveals substantial evidence supporting the alternative when K is much greater 

than 1, strong evidence supporting the null when K is close to 0, and no particular evidence 

supporting either hypothesis when K is close to 1 (Dienes, 2014). An inverted Bayes factor 

(1/K) value was obtained to compare the likelihood of no difference in sensitivity to the 

likelihood of a difference, where likelihood of a difference is considered the alternative 

hypothesis. Using Kass and Raftery’s (1995) criteria, values of 1/K ≥ 3.2 were considered 

substantial evidence supporting the null hypothesis model while values of 1/K ≤ 3.2 were 

considered substantial evidence supporting the alternative hypothesis model. 

A one-way between-subjects ANOVA was conducted on the rates and measures 

calculated from the collected data to test hypotheses 2 and 3, which state that criterions are 

expected to be higher in lower prevalence conditions and that miss rates will change in 

relation to prevalence. Additionally, for hypothesis 2, comparisons between the 1% and 20%, 

3% and 20%, and 5% and 20% were planned. 

All analyses were conducted using JASP (https://jasp-stats.org/). JASP is a statistics 

software supported by the University of Amsterdam that makes both traditional frequentist 

statistical analyses and computationally complex Bayesian analyses more accessible. Table 1 

shows a summary of statistical analyses. 
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Table 1 

Statistical Analysis Plan 

Hypothesis IVs DVs 
Statistical 

Test Effect Size 

Sensitivity will not 
vary across prevalence 
conditions. 

Prevalence 
rate (1%, 3%, 
5%, 20%) 

d’ (parametric), 
area under the 
ROC curve (non-
parametric) 

Traditional 
ANOVA and 
Bayesian 
ANOVA 

Partial eta-
squared 
(ηp

2),  
Bayes 
factor (K), 
inverted 

Criterion values will be 
higher in the low 
prevalence conditions 
than in the high 
prevalence condition. 

Prevalence 
rate (1%, 3%, 
5%, 20%) 

c One-way 
between- 
subjects 
ANOVA, 
planned 
comparisons 

Partial eta-
squared 
(ηp

2) 

A main effect of 
prevalence on miss rate 
will be observed. 

Prevalence 
rate (1%, 3%, 
5%, 20%) 

Miss rate One-way 
between- 
subjects 
ANOVA 

Partial eta-
squared 
(ηp

2) 
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Results 

Over 1 month, the survey collected 137 responses, of which 82 were included in analysis. 

Responses were excluded from analysis if they were left incomplete (less than 100% 

completion and inactive for more than 2 weeks) or if time spent on each page dropped 

unreasonably low, especially in comparison to earlier page completion times from the same 

participant. Thirty-two responses were excluded for incompleteness, while 23 responses were 

excluded for not completing the task appropriately. While it was possible for participants to 

start a survey and complete it in multiple sittings across two weeks, all participants—except 

two in the 1% and 3% conditions—did so in a single session. Twenty-one participants were 

in the 1%, 5%, and 20% conditions, while nineteen were in the 3% condition. 

Time taken per page over all conditions averaged 191.69 seconds (N = 82, SD = 348.16), 

meaning participants spent on average 3.83 seconds per email. Participants in the 5% 

condition spent the fewest seconds per page (M = 139.20, SD = 144.19), averaging 2.78 

seconds per email, followed by participants in the 1% condition, who spent 196.25 seconds 

on average (SD = 370.58), or 3.93 seconds per email. Participants in the 3% condition 

averaged 206.80 seconds per page (SD = 472.5), or 4.14 seconds per email. Participants in 

the 20% prevalence condition spent the most seconds per page (M = 328.77, SD = 247.99), 

averaging 6.58 seconds per email. Figure 3 graphs these means with standard error bars. This 

difference in time spent per page may be due to how the 20% condition showed less stimuli. 

Participants across the lower prevalence conditions began to spend less time per page as they 

progressed through the task, an informal observation that is in line with findings from an 

experiment on email load and detection accuracy by Sarno and Neider (2022). 
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Figure 3 

Average Seconds Taken per Page of Fifty Emails per Phishing Prevalence Condition 

 

Note. Error bars represent ± 1 standard error of the mean. 

Hypothesis 1 - Sensitivity (d’)  

Mean sensitivity was lowest in the 1% condition (M = 1.78, SD = 1.03), followed by the 

20% condition (M = 2.08, SD = .48), the 3% condition (M = 2.20, SD = .78), and the 5% 

condition (M = 2.32, SD = .44). Figure 4 provides a visual comparison of the means with 

standard error bars. 

Prior to running an ANOVA to see if these values were significantly different, we tested 

assumptions of normality of distribution and equality of variance. Examination of a Q-Q plot 

showed an approximately normal distribution. However, Levene’s test for equality of 

variance was significant, F(3,78) = 6.73, p < .01, indicating that the variances of sensitivity 
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were not equal across conditions. Thus, we conducted Welch’s ANOVA, an alternative to the 

classic ANOVA used in cases of heteroskedasticity, which revealed no main effect of 

phishing prevalence on sensitivity, F(3,41) = 1.97, p = .13, ηp
2 = .076. 

Figure 4 

Average Sensitivity per Phishing Prevalence Condition 

 
Note. Error bars represent ± 1 standard error of the mean. 

To examine if there was significant support for the null hypothesis, a one-way between-

subjects Bayesian ANOVA was conducted to compare the effect of phishing email 

prevalence on phishing detection sensitivity in 1%, 3%, 5%, and 20% prevalence conditions. 

The Bayesian ANOVA revealed weak evidence supporting the null hypothesis, that phishing 

prevalence has no effect on detection sensitivity (BF01 = 1.60). 
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Hypothesis 2 - Criterion (c) 

Mean criterion was highest for the 3% condition (M = 0.68, SD = 0.14), followed by the 

5% condition (M = 0.61, SD = 0.09), 1% condition (M = 0.46, SD = 0.10), and 20% 

condition (M = 0.45. SD = 0.14). Figure 5 graphs average criterions and standard errors of 

each mean. 

Figure 5 

Average Criterion per Phishing Prevalence Condition 

 
Note. Error bars represent ± 1 standard error of the mean. 

Before conducting an ANOVA of phishing prevalence on criterion, we tested its 

assumptions for analysis. Examination of a Q-Q plot showed an approximately normal 

distribution. Levene’s test, conducted to test the assumption of equality of variances, was not 

significant, suggesting that variances were equal across conditions, F(3,78) = 1.18, p = .32. A 

one-way between-subjects ANOVA revealed that differences in criterion between prevalence 
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conditions were not statistically significant, F(3,78) = 0.89, p = .45, ηp
2 = .03. Because the 

ANOVA was not significant, planned comparisons were not done. 

Hypothesis 3 - Miss Rates 

Mean miss rate was highest in the 3% condition (M = 36.5%, SD = 22.9%), followed by 

the 1% condition (M = 35.2%, SD = 29.3%), the 5% condition (M = 30.3%, SD = 14.9%), 

and the 20% condition (M = 31.6%, SD = 22.1%). Figure 6 plots average miss rates and 

standard error per condition. 

Figure 6 

Average Miss Rates per Phishing Prevalence Condition 

 
Note. Error bars represent ± 1 standard error of the mean. 

Examination of a Q-Q plot showed an approximately normal distribution. However, 

Levene’s test for equality of variance was significant, F(3,78) = 4.19, p < .01, meaning that 
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the variances of an arcsine transformation of miss rates were not equal across conditions. 

Thus, we conducted Welch’s ANOVA, F(3,41) = 0.18, p = .91, ηp
2 = .006, and did not detect 

a significant main effect on miss rates. 

Self-reported Prior Phishing Training 

Forty-six out of 82, or 56% of participants, indicated that they have never had anti-

phishing training prior to this study. Thirteen of these individuals were in the 1% and 20% 

conditions each, while the 5% condition had 15 and the 3% condition had just 5. Of the 36 

who did have some prior anti-phishing training, 23 (or 64%) responded that they had training 

over a year ago.  
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Discussion 

This study aimed to explore whether the low prevalence effect applies during phishing 

detection. To this end, four levels of prevalence were examined (1%, 3%, 5%, and 20%), 

with each of the low prevalence conditions including 1000 real-world emails and the high 

prevalence condition including 250 emails. To help manage such a large stimulus set and 

increase external validity, this study had participants look at images with 10 emails at a time, 

approximating an email inbox. The low prevalence effect is a phenomenon where miss rates 

increase when the prevalence of a target is low, but this increase is not accompanied by a 

change in sensitivity. We proposed three hypotheses: that sensitivity would not vary based on 

phishing prevalence, that criterion would increase as phishing prevalence decreased, and that 

miss rates would increase as phishing prevalence decreased. 

Results of this study indicate weak or circumstantial support for the first hypothesis, that 

sensitivity would not vary based on phishing prevalence. We found neither strong evidence 

to suggest that meaningful differences in sensitivity existed, nor that sensitivity across 

conditions was the same. Further research will be needed to investigate any possible 

relationship between sensitivity and phishing prevalence. 

These results partially replicated findings in similar emerging research. Sensitivity values 

for the 20% condition approximate those reported in the 25% and 50% conditions of Sarno 

and Neider (2022). Despite that, this study did not replicate their finding that sensitivity in 

the 5% condition was significantly lower than in either of the 25% and 50% conditions, while 

the latter conditions’ sensitivities did not differ significantly from each other. 
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However, sensitivity values across all conditions ranged between 1.78 and 2.32, 

suggesting a good level of task difficulty for the set of stimuli used in this study. If the task 

was too difficult and participants were performing at near chance levels, a confound would 

have been introduced in that we would not have been sure that poor performance was due to 

the rarity of the target, or simply because the participants could not detect the target. On the 

other hand, if the task was too easy, and participants performed at or near 100% accuracy, we 

would not have had enough false alarms or misses to conduct signal detection analyses. The 

range of sensitivity values observed in this study indicates that the inbox simulation method, 

combined with creating random character strings for most phishing email sender addresses, 

may be a useful tool for future research using conduct signal detection analyses with a more 

varied, life-like stimulus set. 

We observed no evidence in support of the second hypothesis, which predicted that 

participants in lower prevalence conditions would exhibit a positive criterion shift. This also 

replicates the finding reported by Sarno and Neider (2022), who did not find a main effect of 

prevalence on criterion. The criterion values we observed did replicate their observation that 

individuals were biased toward responding that emails were legitimate in ambiguous 

situations. However, the lack of a main effect on criterion contrasts with Sawyer and 

Hancock’s (2018) research suggesting that the low prevalence is present during phishing 

detection, and other research suggesting that criterion shifts are responsible for the low 

prevalence effect (e.g., Wolfe & Van Wert, 2010). Despite this, we cannot definitively say 

that the low prevalence effect does not exist during phishing detection, as research into both 
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understanding the low prevalence effect and methods for better examining phishing detection 

are still emerging. 

Finally, we also did not observe evidence in support of the third hypothesis, which 

predicted that miss rates would increase as prevalence decreased. These results did not 

replicate Sawyer and Hancock’s results (2018), which found elevated miss rates in the 1% 

prevalence condition. However, our results did indicate that the low prevalence effect did not 

occur at 5% phishing prevalence, in line with existing research in the field (Sarno & Neider, 

2022; Sawyer & Hancock, 2018). 

A possible reason for not seeing the low prevalence effect in this study is that showing 

multiple stimuli at once allowed participants to revisit their responses, as long as they stayed 

on the same page. In addition, the fact that a legitimate email was matched with each 

phishing email could have served as a method of training individuals on the task as they 

completed it. Providing feedback and allowing individuals to correct errors have been shown 

to mitigate the low prevalence effect in certain visual search tasks (e.g., Fleck & Mitroff, 

2007; Schwark et al., 2012). Thus, participants could have been given the information they 

needed to realize and fix errors from as far as 50 emails ago. Allowing individuals to correct 

errors and providing a possible form of training through the matched emails, combined with 

inserting a consistent characteristic to distinguish phishing emails from legitimate emails, 

may have mitigated the low prevalence effect. 

While this study did employ a much larger stimulus set size to improve the validity of the 

research, several limitations and improvements to the study’s design exist. The next section 

will discuss these and suggest directions for future research. 
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Limitations and Future Directions 

Limitations of this study include the lightweight nature of the screener, which may not 

have adequately screened for English language fluency, a variable that a study has recently 

reported may negatively impact phishing detection performance (Hasegawa et al., 2022). 

Future studies could include more measures of reading speed or fluency to control for this. In 

addition, this study included a short training block in the interest of study length 

management, but future studies would benefit from a longer, more robust training block with 

more trials. 

The lack of demographic information limits the reproducibility of results from this study 

as exact details of age and gender distribution are unclear. Future studies should collect 

demographics data such as gender or age even if they are not expected to impact the results 

of the study for the purposes of future analysis, attempts to reproduce the findings, or 

informing possible other directions of research. 

Characteristics of this study’s sample may have also contributed some limitations. The 

sample primarily included undergraduate students who aimed to get credit for a psychology 

class and who live in a geographical area (Silicon Valley) where knowledge of technology 

may be higher than other parts of the world. While a large proportion reported they had never 

received phishing training before this study, they may have been familiar with the concept at 

a level that differs from the general populace. Future research could be conducted on 

populations in other geographical areas and incorporate a more diverse range of ages. 

The ten-stimuli per image method also introduced limitations. While it did better 

approximate the real-life situation of scrolling through an email inbox, the use of the 
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Qualtrics platform meant that it was not possible to examine exact time spent per email, nor 

collect information on how criterion or accuracy changed over time for each participant. The 

remote nature of the study additionally meant that we lacked insight into participant situation 

and behavior while performing the task. Future studies could include clarifying questions in 

the survey or be conducted in a way that enables gathering contextual information on what is 

happening when participants spend unusually low or high amounts of time on a page. 

Low prevalence studies are difficult to conduct because they require a high volume of 

stimuli to ensure enough targets are shown to participants for analysis. For example, a study 

with 300 stimuli, which is already a large number of stimuli to source, would only provide 

three targets per participant in the 1% prevalence condition, meaning that analyses would be 

run on individual miss rates of 0%, 33%, 67%, or 100%. To date, studies exploring whether 

the low prevalence effect exists in phishing detection have used small sets of 300 stimuli or 

fewer (e.g., Sarno & Neider, 2020, Sawyer & Hancock, 2018; Singh et al., 2019) limiting the 

power of their results, while studies on tasks in other domains have utilized over 2000 (e.g., 

Evans et al., 2013; Wolfe et al., 2007). This study attempted to mitigate that by using a 

thousand emails sourced from the real-world. Future studies may be able to continue to refine 

this database of emails or the inbox simulation method used to display them. 

Conclusion 

This study aimed to examine the low prevalence effect in phishing detection using a 

simulated inbox scenario and, despite efforts to increase both internal and external validity 

compared to other research in this area, was unable to find evidence for the low prevalence 

effect in phishing detection. More research is needed to understand factors that impact 
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phishing detection. Phishing remains a huge and ever-adapting threat to individual- and 

business-level safety. While automated filters do exist and improve over time, humans 

remain the last line of defense against attackers who constantly employ new ways to steal 

identities, financial information, and more private information. Better understanding the root 

factors that impact the complex identification task will be instrumental for improving and 

creating increasingly effective phishing detection training strategies. 
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Appendix 

Qualtrics Training Block 

In this study, you will be asked to pick out phishing emails from a set of emails as best as 
you can. 

Phishing emails are emails from attackers who pretend to be someone else--a 
company/organization, a person you may know, or a fake identity--and try to get personal or 
login information from you. They may copy or imitate the colors and brand images of the 
entity. 

Phishing emails look different from one to the next. They often include at least one of the 
following characteristics: 

- a fake sender address 
- a call for urgent action 
- a generic greeting (e.g., Dear Valued Customer) 
- grammatical and/or spelling errors 
- a premise that can't be true 
In the following practice task, you will be shown a list of email text previews similar to 

what you might see in an email inbox. 
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Please indicate which emails seem to be phishing emails in the following image by clicking 
on them to highlight them. 
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Boxed in red are the phish. The two cases here had multiple warning signs—grammar errors, 
fake sender addresses, a call for urgency, and vague premises--but some phish will have only 
a few. 
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